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BEST PRACTICES PAPER ON COMBATING THE ABUSE OF
NON-PROFIT ORGANISATIONS (RECOMMENDATION 8)

PSR EF I SEE AN REER (B 8)

This guidance paper should be read in conjunction with:

BEFES AR ES IR N HIEEIA

m the FATF Recommendations, especially Recommendation 8 and its
Interpretive Note, and Recommendation 1 and its Interpretive Note,
and

m  PAfEER R B TR AR - Frl /S EaRsh 8 TH AR 1 11
ZEERE - DK

m the FATF typologies report on the Risk of Terrorist Abuse in
Non-Profit Organisations.

LI Vel 2 ot S (S s b Spr il daeE | =g I Kk )

e -

Other relevant FATF documents include:

LA AHBRAI B R T B T E SO BT

m the guidance on National Money Laundering and Terrorist Financing
Risk Assessment

m  BEPGHIEERES B TR R R e A

m the typologies report on Terrorist Financing

n  BRARRGRWE

m the Risk-Based Approach Guidance for the Banking Sector, and
m  SRITEREERAE T ASES] 0 DUk

m the Revised Guidance on AML/CFT and Financial Inclusion.

. BIERZPGHIESRATEER R EREs|
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. INTRODUCTION AND BACKGROUND
. MR

1. The Financial Action Task Force (FATF) Best Practices Paper on Combating the Abuse of
Non-Profit Organisations was first written in 2002 at a time when the FATF had just introduced standards
to address specific terrorist financing (TF) vulnerabilities and threats in the wake of the 11 September
2001 terrorist attacks. Since then, the threat environment has evolved, government experience
implementing Recommendation 8 has advanced, and the non-profit organisation (NPO) sector and
self-regulatory mechanisms have also continued to evolve. A limited update of the best practices paper
was conducted in 2013 with specific input from the NPO sector to reflect the revised FATF
Recommendations and the need to protect the legitimate activities of NPOs. The FATF published a
typologies report on the Risk of Terrorist Abuse in Non-Profit Organisations (the typologies report) in June
2014, and the best practices paper has now been further revised to reflect some of the findings of that
report along with additional input and examples of good practice from governments and the private sector.
1 s RTEI LIRS (FATF) 1£ 2002 FERE S — (BB AR #17F S 7Bk
2 a (EE AT ERIHI s R TE LIFAH AT 2001 47 911 B B SRR 1% 5 | AFHRHAR
0 SRIHERE (TF) AUSSREELEE, - It - BEE RN EE » SREBUFER TR 8 T A
THZ&ER - IFEFAELE (NPO) HiFT 7 B AR D - 2013 fFEINEE IEIR AT 76 S 5 Rl
TEN LIRS S T RIE I REAAHSRET - B AMEIRIRE MG RSB TR - B8 73
EEET o DI R TE LIRAHARAE 2014 5 6 HEH B EY 7 7B HIF SF 4 < Efes i T
RefREReE (DUTHE T RSEERE ) M PTEs S e E Bt ok B BURTERA S P88 3 2 3 =1 R gl - 3l
HOCMEET -

2. The FATF recognises the vital importance of the NPO community in providing charitable
services around the world, as well as the difficulty of providing assistance to those in need, often in remote
regions, and applauds the efforts of the NPO community to meet such needs. One of the main objectives
of this best practices paper is to facilitate NPO efforts and protect the integrity of the NPO sector by
providing examples of additional ways that governments and the NPO sector can work towards protecting
the global NPO sector from terrorist abuse. These good practices are not mandatory elements of the FATF
Standards', and are included as examples only.

2. Bl R e LIFAR4RTE I P E FIAHER A St fR 28 s A < SR - [EINFHAS
e EER BN T EE BRI AFTER YR EE - FEMRE TS - NI R FE A E 2 T AT
(357) o IiREBEBEEBNZ —  ERRAIFEF AR 2 Mg 0% ry FHREE 1] - BBhIR
EMHBRIIEREZFRNES T A Mg RS MR RRRNE - SR (R ETHe 58
ERTE T F AR RS | RIS -

3. The FATF is committed to maintaining a close and constructive dialogue with the private sector,
including the NPO sector, as important partners in ensuring the integrity of the financial system.

3. BRI sER T LIFHERETTPORIRLERRT (EFEIR SIS ) GEFFEVIRI(G > A EE
A eV - TR PR AH SR BB M R e B 5 RG & -

The FATF Standards comprise the FATF Recommendations and their Interpretive Notes.

' P ess eR T B LR B S T IR s e T8 s el a i L5 IR -
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4. The FATF recognises the intent and efforts to date of the NPO community to promote
transparency within their operations and to prevent misuse of the sector by those wishing to support
terrorist financing and terrorist organisations. The NPO sector in many countries has representational and
self-regulatory organisations that have developed standards and initiatives to help individual organisations
ensure accountability and transparency in their operations, including strengthened internal controls and
risk mitigation measures. A sampling of representational and self-regulatory organisations can be found in
Annex 3.

4. Pl Ml TE AR w 00 FE MRS A B AE (E 2 B IIME DL PR 3% B8
SR 7y B AR 48 R Y R L BB T - SRS BV R R AR AR AN B BRI B A B
il - R — B EGETE - WENE R HAME R BRI ABIEH AT =1 - EFETR b EEE
B\ [ A S - AHRA R ME R A B IRV AHS0E BT 2 RS 3 -

5. However, more than a decade after the abuse of NPQOs by terrorists and terrorist organisations
was formally recognised as a concern, some NPOs in the sector continue to be misused and exploited by
terrorists through a variety of means. In fact, terrorist actors will often employ deception to mask their
activities, particularly those in conflict regions. Well-planned deceptions by terrorists abusing the NPO
sector are difficult to penetrate with the resources available to non-governmental actors, making
state-based oversight and its capabilities a necessary element to detecting the most sophisticated terrorist
threats to the NPO sector.

5. AT » 8508 10 1% » JEEFIAH A5 <2 8 70— BV M AR 48 FH B v U BB RA V)G
M T i T OB LR B o IR 2 FGHAR, - BE b B ER 0+ % Fl IR AR a
FEETEEN R RIZ AL BT ESEHIE A - FE AT R B E 2 £y R R IR B FIH AR -
FEBUNAHARCE U2 A E R &R - Rt WVHREBRBUNEE - SRHEARES) » AR R B E
S 2 MM oy AN IR A A H AR S o -
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PURPOSE AND CONTEXT
HHVEANE

The purpose of this best practices paper is to set out specific examples of good practice which:
ety B SRS R E # B RAH0X ¢

a) Primarily assist countries? in their implementation of Recommendation 8 on non-profit
organisations, in line with Recommendation 1 and the risk-based approach, and consistent
with countries’ obligations to respect freedom of association, assembly, expression, religion
or belief, and international humanitarian law;®

a) &E® PRSI TR 8 THIIENY - SIS 1 TE DR R T AR
i - AN ERN SBEE ST - B8 - Fon o RGN E RS ERR - BR
ASEREPEAREEE °

b) May assist NPOs which fall within the scope of the FATF definition of a non-profit
organisation to help meet the objectives of Recommendation 8 and mitigate TF threats they
may face; and

b) &P ERTE TIRHSE R 2 IR E A E A 2 Ry EF 4H A -
IR FIHARE RS 8 TP oK 2 Bl S Ta ek D H T s e Ay & e

¢) May assist financial institutions in the proper implementation of a risk-based approach
when providing financial services to NPOs, and guide donors who are providing funding to
NPOs.

¢) R IR B E A S MR 5 RE S i i ) DA B B 5 A e Ak b - Iz
R ARSI AH R IEIE B A P RTE -

© 2015

All references to country or countries apply equally to territories or jurisdictions.
XN ER B AL, —5E o FERE T R

See also the United Nations Global Counter-Terrorism Strategy adopted in September 2006, which
includes section 1V. Measures to ensure respect for human rights for all and the rule of law as the
fundamental basis of the fight against terrorism.

The Preamble of the UN Security Council Resolution 2129(2013) states that the Council recognises “the
need for Member States to prevent the abuse of non-governmental, non-profit and charitable organisations
by and for terrorists, and calling upon non-governmental, non-profit, and charitable organisations to
prevent and oppose, as appropriate, attempts by terrorists to abuse their status, while recalling the
importance of fully respecting the rights to freedom of expression and association of individuals in civil
society and freedom of religion or belief, and noting the relevant recommendation and guidance
documents of the Financial Action Task Force”.

DFe52% 2006 4F 9 A G E] SR EME Fr iR ] 2 50U % T WEORELEE AMREN LUEI AR Ry ki
FE AR RN - BiG B &5 2129 970058 (2013 4F) s aiipRICE] @ &
MG B BB R THPIIREUN « FFE B 28 S a0 S 2 i o - FH B B B 70+ & ) -
MERRIREUR ~ FRE AL AE S A0 AR FRA BT HIE R M B AU R i o0 DARH E BeA [ [FIRF K
IEHEEM A S - 451t FEEUEMNFE B2 B - Sfambihlss o R Te TIFsHRT 5
i Z R B S S AHEATE -
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7. The following context is particularly important to keep in mind when implementing the
requirements of Recommendation 8 and its Interpretive Note, and when considering the examples of good
practice set out in this paper:

7. THIAE - RETERSE 8 TH LA R HAHRAGE RS - DB ES - FReEachivn - U8
A TE 2

a)

Recommendation 8 does not apply to the NPO sector as a whole. Countries should take a
targeted approach to implementing the measures called for in Recommendation 8, including
oversight and regulatory mechanisms, based on an understanding of the diversity of the
NPO sector and the terrorism risks faced by the domestic NPO sector. Given the variety of
legal forms that NPOs can have, depending on the country, the FATF has adopted a
functional definition of NPO. This definition is based on those activities and characteristics
of an organisation which put it at risk of terrorist abuse, rather than on the simple fact that it
is operating on a non-profit basis. Recommendation 8 only applies to those NPOs which fall
within the FATF definition of a non-profit organisation.

AR 8 TR BRI A IR 2 FI4H4 - SEITERIT RS 8 TH » JERRHU E H
TRt (EiEE B BRI ) DI R E AR 2 M R BN IR 2 4R 4 T RE
i A E Rk - RSEEY - JFEFESE AR )T e & &5 - AR
It BhfZEsd R T TIFAHA DI P E MIAH S Z TIRE MU Ry E BRI - ZERGLIRE
HMIZHEEN SR - A RTRE R B2 FE T 58 0 T 2 b R fichg - IR ER4EAR
BIFEAHSEIE 2 DhAE - S 8 TRE AT ATl EmiTE LIFSERZ
FFETIAHA -

FATF definition of a non-profit organization

PrIZesd SR TE LIRS E R IR ETIES

A legal person or arrangement or organisation that primarily engages in raising or
disbursing funds for purposes such as charitable, religious, cultural, educational, social
or fraternal purposes, or for the carrying out of other types of “good works”.
BIREABUER R BB E RN EEEN RS » MRS - 8% UL~ &
B MIREAEREN  SEBTEMEIEY TEE -

Throughout this report, unless otherwise specified, the term NPO refers only to those NPOs
falling within the FATF definition. The term does not apply to the entire universe of NPOs.
Within the FATF definition of NPO, Recommendation 8 is intended to apply only to those
NPOs that pose the greatest risk of terrorist financing abuse. In some jurisdictions, this may
mean those NPOs that control a significant portion of the financial resources of the sector
and those NPOs that have a substantial share of the sector’s international activities. In other
jurisdictions, a domestic NPO sector review combined with an understanding of the TF
risks in the sector may indicate that the risk of terrorist abuse is greater for NPOs with

© 2015
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different characteristics. In some jurisdictions, the TF risk in the sector may be low based on
the context of the country.*

AR ST - BRIESATEN - SRR R ZIFEAM SRS & Ly h s SR T
B LIFHARE T2 B FIHAR - ZAENIIRE 5 FraIFE ML - R SR T
B T{F4HEE TRV FIAHARERIEA - EaRES 8 TR I AN A B L i 4H 4805 FH e
e IR AAHAR - fEEb s - IREFHS RSB MEAE —E2 BEMmE - |
ZHEFTE AT RE R AR R BN ERE R - £ HAMIE - $HAEIATRE G S i
JE\B MG B VR 0 A B IR R AH A8 A2 RN o0 7 2 b = 28T - AR
HhlE > FHTSEE KRR (% o AR AN AR P A B R b T RE R -

Not all NPOs are high risk, and some may represent little or no risk at all. It may be
possible that existing measures are sufficient to address the current TF risk to the NPO
sector identified in a country, although periodic reviews may identify new or evolved TF
risks over time. This has important implications for both countries and financial institutions
in their implementation of a risk-based approach, in line with Recommendation 1. In
particular, it means that a “one size fits all” approach to all NPOs is not appropriate, either
in terms of how countries supervise and monitor the sector, or how financial institutions
manage business relationships with customers who are NPOs. It is also an important
consideration for donors who are providing funding to NPOs.
EATAIREFIARE T B = E - ATaE A LR - E 25 eda Rk - AR
it T RE R LURR R — (8B 235 N IR 4R 48 H Ay B E b - (B2 e e i AE R
eIt - (A BT A BB R R E R R - B RS 1 AR 2 R bR A
Jik - iR B R SRS R B - R EEsRE - WIRFTE IR E A
SHARLL T IGEIWR AR | BYEOEIN S o AE S R A B B T IR 4R A
B BRI A E TR A PR - BREEEN S A —EREEEER
% MR EeLGIFE AN AR -

When applying measures to mitigate the risks that have been identified in their domestic
NPO sector, it is important for countries to take into account the objectives of
Recommendation 8 which are set out in paragraph 3 of its Interpretive Note as follows:
ESHE RN IFEFIHA - 2 A R R E T - S EIRLUESS 8 HAHE
RS 3 TRV A BAYEES

The objective of Recommendation 8 is to ensure that NPOs are not misused by
terrorist organisations: (i) to pose as legitimate entities; (ii) to exploit
legitimate entities as conduits for terrorist financing, including for the purpose
of escaping asset freezing measures; or (iii) to conceal or obscure the
clandestine diversion of funds intended for legitimate purposes, but diverted

for terrorist purposes. In this Interpretive Note, the approach taken to achieve
this objective is based on the following general principles:

T 8 TR HIEIE PR IFE RIS T & L FI Bt R - () 126K
EVER A TE - (W) FIIH S0 24040 - #ELLEBI BT T E SR R4

See paragraph 16 on the findings of the typologies report (FATF, 2014a).

) ARAREER S - 557565 16 IH (P ss T8 TIF4H4% > 2014a) -
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ZEEZFAAY 2 ()R IR A I B B - KT
NTEE R EN DB © (IRILEERE - ZEEL— H TR AT 217
LU TS —RRIR R 31075 -

a)

b)

b)

10

Past and ongoing abuse of the NPO sector by terrorists and
terrorist organisations requires countries to adopt measures
both: (i) to protect the sector against such abuse, and (ii) to
identify and take effective action against those NPOs that either
are exploited by, or actively support, terrorists or terrorist
organisations.

FEEF YR ZRIE SV F L E R 77T LR e
H KA B RS i LA - () [l TR % 4 B
JHIE (W) FEH RERIN ST TE D12 E) B 77 T BRI %
FIHECIE R B AR 7 TR AT T BT -

Measures adopted by countries to protect the NPO sector from
terrorist abuse should not disrupt or discourage legitimate
charitable activities. Rather, such measures should promote
transparency and engender greater confidence in the sector,
across the donor community and with the general public, that
charitable funds and services reach intended legitimate
beneficiaries. Systems that promote achieving a high degree of
transparency, integrity and public confidence in the management
and functioning of all NPOs are integral to ensuring the sector
cannot be misused for terrorist financing.

BB LATRN I E T Z R 7 7 e i - e
BB AH BT E) - HRI - IS L FET T &7
B E G I NI LR FASEE P T STV 5
L EMTTE R~ ZZ E TR - BIRFIHR S
A2 am A o IETEIRIF ST T L E BB 7 T8 1
BIFETTERE ~ TTBAFLLR G T B T E e e B P
FEFRYE00.Z FEEA A2

Measures adopted by countries to identify and take effective
action against NPOs that either are exploited by, or actively
support, terrorists or terrorist organisations should aim to
prevent and prosecute, as appropriate, terrorist financing and
other forms of terrorist support. Where NPOs suspected of, or
implicated in, terrorist financing or other forms of terrorist
support are identified, the first priority of countries must be to
investigate and halt such terrorist financing or support. Actions
taken for this purpose should, to the extent reasonably possible,
avoid negative impact on innocent and legitimate beneficiaries
of charitable activity. However, this interest cannot excuse the
need to undertake immediate and effective actions to advance
the immediate interest of halting terrorist financing or other
forms of terrorist support provided by NPOs.

EEJETAL AL L 2 AR R A B LA B & IR 7 T
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ARG TEI I 2B 7 T BB s F 2 e i & 8
B TECE R T TE E YR - = %5 AT G LI T

R BRI THIIE ST - & EEL e 7 B
BB F IR R B 175  JErF = PEfE/E R H
HIEE IR TE) - EH A 20 S AN EA
BT - ([ @ _LAZEETFIAFHERREL L EHRETZET
BRI TEE T F T E B LR E B E 7T

Developing cooperative relationships among the public, private
and NPO sector is critical to raising awareness and fostering
capabilities to combat terrorist abuse within the sector.
Countries should encourage the development of academic
research on, and information sharing in, the NPO sector to
address terrorist financing related issues.

ZSEBPT ~ RESP TA R TF ST [H 5 & F R L 712
I IR E IR 77 TR T FE T Zar AL B EE » &
EJJESERI T EF T A T TN ST 77 Z Bl » RIEPHE
LTI -

A targeted approach in dealing with the terrorist threat to the
NPO sector is essential given the diversity within individual
national sectors, the differing degrees to which parts of each
sector may be vulnerable to misuse by terrorists, the need for
legitimate charitable activity to continue to flourish, and the
limited resources and authorities available to combat terrorist
financing in each country.

AIEE B B EE R F R A5 22+ I A BE B EIE 7 T2
HIFESEINE e ~ Il S A5 2 A R L RE 5 B
DLEBIE 77 T0F 7] JHHIEDRRIE T EE AR » B0EPETFEF]
AU HI T B ) T — B 5B TREZY -

Flexibility in developing a national response to terrorist
financing in the NPO sector is also essential, in order to allow it
to evolve over time as it faces the changing nature of the
terrorist financing threat

FHEITEE TR ERE » B —ERAFH IS NE
PEHIETREZLY » AL T FELINF (R - PR 25 &R
B

d) The FATF Recommendation 8 Best Practices Paper, like all FATF best practices papers, is
not mandatory for assessing compliance with the FATF Standards, but countries and the
NPO sector may find it valuable to consider it when determining how best to prevent and
mitigate terrorist abuse in the NPO sector. The specific examples of good practice in this
paper should not be used as a checklist of requirements to be applied to or by all NPOs, and
are included as examples only. The good practices are not intended to be comprehensive.
Rather, they are illustrative of the types of measures that, depending on the circumstances,
are good steps towards meeting the objectives of Recommendation 8. Although these good

11
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d)

practices are considered to be helpful indicators, they may not be relevant in all
circumstances.

PSS TE LR AR RS 8 TR T A AIAT A I H e SRl T8 LI A
EEH 1 > MoRGREYIASE &I HE 8 SR T TIRHEREE 2 5Pl - (B2
(RIS B A A A P S8R A R E TR R B AR i o T- S I R B A S B AV B 575
ZEBOIHWMAZENEE - IWREES - BIFER2%  FEEIFEMTEIFEFGHS
AURRUA L (R ARSI > BRAR(E R SRS 8 TN - FR A RIFHURR I =0 BE, -
B L R T B HGE e A R B ERCERGIE - By REEsAEARTAENR -

As noted in the Interpretive Note to Recommendation 8, terrorists and terrorist
organisations may exploit some NPOs in the sector to raise and move funds, provide
logistical support, encourage terrorist recruitment, or otherwise support terrorist
organisations and operations. This misuse not only facilitates terrorist activity, but also
undermines donor confidence and jeopardises the very integrity of NPOs. Therefore,
protecting the NPO sector from terrorist abuse is both a critical component of the global
fight against terrorism and a necessary step to preserve the integrity of the NPO sector and
donor community.
WIS 8 THRFREFT/R - 2k o0 B A S rTee & A IR EFIAHAR, - BB HNIS
BE S ~ IREYIR AR - WA A SO E BB B AR AR ELE A - AIkAY
HEFRERAHE - MEBRZMES) - HIGTIEEE HIFEFIHESAE LI HEEIR
ETAHBAYIE - Kt - (ReEIREFIAHLE - FEHAZEM D TIEH » AMEHN R
EMFRLERAE S - R4 IRE AL R E TS I E D B -
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1. GUIDANCE AND EXAMPLES OF GOOD PRACTICE FOR
COUNTRIES

. ZERERHUAISS HEER

Specific examples of good practice for
countries can be found in Annex 1.

ARASEIE B EUERFEE -

in MR 1 -
8. Recommendation 8 does not operate in isolation. Its implementation should be consistent with
the over-arching requirements of Recommendation 1 on the risk-based approach.
8. RS 8 HI AL o ST IE B R B T A S 1 TRAEAERE -
A. UNDERSTANDING THE RISK
A. e iz
9. As stated in Recommendation 1, countries should identify, assess, and understand the money

laundering and terrorist financing risks for the country, and should take action, including designating an
authority or mechanism to coordinate actions to assess risks, and apply resources, aimed at ensuring the
risks are mitigated effectively. Based on that assessment, countries should apply a risk-based approach
(RBA) to ensure that measures to prevent or mitigate money laundering and terrorist financing are
commensurate with the risks identified. This risk-based approach should be an essential foundation to
efficient allocation of resources across the anti-mony laundering and countering the financing of terrorism
(AML/CFT) regime and the implementation of measures throughout the FATF Recommendations. Where
countries identify higher risks, they should ensure that their AML/CFT regime adequately addresses such
risks. Where countries identify lower risks, they may decide to allow simplified measures for some of the
FATF Recommendations under certain conditions.

0. TEANEE 1 BT - SR ERIMEN R - SPGB IR A B A B R 88 ROE S b I HLBRAL
DB Z FETEAIE AR < &R (EFETEE SR II S - BArtinah R bRa it LIE) - DIA
AR - 2% B REARDS E b A VT A(RBA)ET TR - DIECRERHUE R 8 Bl T E Bl 15 i
ELEEH RS AERT o IR DR R BB 2 705 - B A EN Rt B T8 & (AML/CFT)
R LA RS B S At T L FA e S PR P A B A R - 5 25 B PR =
bl - FERECRELD RS/ T8 B G T A e 2 BE IR B L - & SRS IR R R - 151E07
I EFE TR TE) L (FallieEsE R e tEi TN RS EFE T -

10. Risk can be defined as the ability of a threat to exploit a vulnerability. For there to be a risk, both
a threat and a vulnerability must be present.

10. JeE\ P P i 2 R B 2 A FH STREFTEEIRE D » b B AE > VR ERF B 99855
EESE
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Figure 1. Threat+Vulnerability=Risk
B 1 e + 55%: = B
Vulnerability Risk
FIRh
. Legitimate NPO
Organisational is exploited
< FIFI&AHI NPO
Threat
S I Sham NPO enters
+ ectora - the sector
R B NPO HEA S
11. A domestic sector review has always been an element of Recommendation 8. However,

understanding TF risk and responding appropriately using a risk-based approach to effectively implement
Recommendation 8 has become more critical following the adoption of the revised FATF
Recommendations which emphasize the risk-based approach. Recommendation 8 requires countries to
undertake a domestic review of their entire NPO sector, or have the capacity to obtain timely information
on its activities, size and other relevant features, and review the adequacy of laws and regulations that
relate to the portion of the NPO sector that can be abused for the financing of terrorism. In undertaking
this review, countries should use all available sources of information in order to identify features and types
of NPOs which, by virtue of their activities or characteristics, are at risk of being misused for terrorist
financing®. In other words, a review of the entire sector would identify which subset of organisations fall
within the FATF definition of NPO and then identify which NPOs in the subset would be considered
higher risk for TF abuse. Countries should also periodically reassess the NPO sector by reviewing new
information on the sector’s potential vulnerabilities to terrorist financing activities, trends related to
terrorist abuse, and risk mitigation measures.

11. RN FE MRS — 2 5 8 W —(E R - SR F Rl T2 L FA#HELE
s DU R AS TR 7 A A S E it o6 8 THEESE » 1AM T AR B S R P e - WA RE I EINE -
FyEESE - HREE 8 THEOR S RS H RN B AGI R BB TR - B IR B EEE) - FIELL
FEA AR FE &R RS » Wite AR B IRE A4S T rlge 2 2 VR VR EE S e -
BTSRRI - S BB FTA A SRV EARR - AR EEBI SR Hh IS FIAH S RV
FHEBR A THAE SR ° » M5 > MR BB P M R S DRI s SR TE) TAE4RARIIREFI4H
& > I HEERIP LT F e FAH R Y R A i m AR A Y R o BN E E RS i ek S T T 8
FRVESTHE > ATRE G FEEAY TSRS - B > AR ES - DLR T i F R B (R i
HrE R E e -

12. While it is possible that NPOs, like their for-profit counterparts, may face numerous other risks
relating to money laundering, fraud, corruption, and tax evasion, Recommendation 8 is only intended to

> Paragraph 4 of the Interpretive Note to Recommendation 8 (FATF, 2012).
° ek 8 TR 4 TH (PfEss R TEN LIF4HA% - 2012) -
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address the particular vulnerability of NPOs to terrorist abuse. Yet risk mitigation measures to protect
against other illicit finance threats, including money laundering, can be useful in mitigating terrorist
financing risk.

12. BRI E FIAHSREL S FIAHARITEL - # T RE S kG HAN AR ~ BFbR - EV5DURIRSE R %
JER - (HEEREE 8 TH B R hl iR B IR E FIsH S E2 i 0T HY 598 - 5541 » Bl IR A E Rl
B2 (Grksd) A - R RE R E bR E A HE M -

13. An understanding of the domestic NPO sector and the terrorist financing risks it faces are critical
to complying with Recommendation 8 in the 4™ round of Mutual Evaluations. The risk-based approach is
the foundation for countries to determine how best to mitigate terrorist financing risks, including how to
implement the comprehensive approach called for by Recommendation 8 and which elements of the NPO
sector should be subject to oversight mechanisms.
13. It fige R P o 2 AR H 4 R EL P v e < P BL5E 4 B A R T S S S S 8 TH
NEEEMRE - BsERE 742 S B E FH IR E BRI A0S (BfENmEfTEES 8 11
A EMERIMEEUE ) - SO E IREFIAH SRR LL ZE 2R A7 BB 7 (RIS AL -

14. In practice, conducting a domestic review of the entire NPO sector is a fundamental and

necessary starting point for the proper implementation of Recommendation 8, because it enables countries

to:

14. B L SIS BN EIGIFEF S T i R IR R 1T 2R 5 8 THAY—(EE A A
FECRE -

a) determine which NPOs in their country fall within the scope of the FATF definition of a
non-profit organisation and to which NPOs the country’s TF mitigation measures should
apply;

a) Al HEIAWRLET S FIHERE B HI e Rl T8 LIFsHEE =AY FEEFIRHER LU
o2 B TR (R M A P R L T R 2 A AH 48

b) better understand the domestic NPO sector, including size, type, locations and activities of
NPOs;

b) EPHEREREINIEEAEA - B EAE A - MR DU IR E A ERAYIEEN S

¢) understand the terrorist financing risks facing their specific NPO sector, and determine
which laws, regulations, and other measures are already in place which might help to
mitigate those risks, in line with Recommendation 8;
¢) WEEFTEIREF SR E RN - FIE PR A AR - KAt R i m]
REA BN PRI - DIFF &R0 8 THRLE ¢

d) take the results of the domestic review into account in the context of their national risk
assessment, as appropriate®; and

d) FERIRBEINAHRIGS FE SR * o IE B AR HETIA S & © DU

For additional information on conducting a national risk assessment, see the FATF guidance document
National Money Laundering and Terrorist Financing Risk Assessment (FATF, 2013).

° WFREMERIRITEI R MRS AVERN - 551 FATFE 155150 BI5E pE A R fea Vi (Bl e 8%
ERLTEI L/ELHAR - 2013) -
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e) ascertain whether the laws, regulations, and other measures already in place are
commensurate with the risks identified, in line with Recommendation 1’, and whether
additional measures are needed to mitigate the risk or if the current measures are sufficient.
e) TEEWFLLERA YA AR E B A P LR A DU S s 1 1E T AURE
T 1 i A RS it AR - B2 B AR iR . 2 5 -
15. Elements of a country’s domestic sector review could include: the size, type, and scope of NPOs,

their activities, their donor base, cross-border activity and financing, movement of funds, means of

payments, type and location of activities engaged in, services provided, and the level of risk associated

with these elements.

15. SER R EEANIFEMAMEZ TTE S - S B - JREFAH SRS - HUEE) - HiE

A - PSEIEE) - B - BEeAVRE) - U730 - (ESETEED 2SS B ES - FRALIRES - SR BlE
EL B A BRI Y R 5

Box 1. Example of a sector review

O - ERFIRRARE B

The national regulator of registered charities in Canada, the Canada Revenue Agency (CRA),

conducted a domestic review of the entire NPO sector in Canada in order to identify which

organisations, by virtue of their activities and characteristics, were at greater risk of being

abused for terrorist support.

MERAFZESEEIM T ERELIIZERER (CRA) » Bt IR N EE(E

FEEFHEBEI TR - WP LR AH AR, - MRIZED S BN AR & U5 T
LG NE

Specifically, Canada aimed to ensure that:
BRSNS » &K EEHER

m ltis not taking an overly broad interpretation of the FATF definition

of NPO;
NEUEEREEDG L SR TE TAEAHAR BTN IR EFIAH SN E
=

m It focuses on those organisations that are at greatest risk; and

m  EERUEA SRR EREIAHE - I H

m It does not burden organisations not at risk with onerous reporting
requirements for TF purposes.

m K%%Bﬁ%ﬂ%@@%&ﬁ%&%i‘% RS ERE AR HIA
A

The CRA reviewed existing publications and research by governmental, academic, and
non-profit organisations related to the non-profit sector, including reports by Statistics Canada

! Paragraph 1 of the Interpretive Note to Recommendation 1 (FATF, 2012).
! g LS LI (Dhesdemf T LIF4HAR - 2012) -
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on non-profit institutes, consultations on regulations affecting the sector, and studies on trends
in charitable giving and volunteering. In addition, the CRA looked at existing laws and
reporting requirements affecting non-profit organisations.

CRA {5 T IBUR ~ E2lg 5 DL & A B FT LB iR AIS & FIIAH A A REAY YIS 5%
BIEIERGGET RS EE RSBV - 22 e EZ A P IHEAR - W24
ZIRBNEE TS SN TT - 4D - CRA et T AR S FIAHGREE A A R ELiE

To determine where there is risk, NPOs were categorised based on shared characteristics such
as purpose, activities, size and location of operation. The CRA compared those characteristics
with the elements of the FATF definition of NPO. It also took into consideration the findings
of the FATF typologies report Risk of Terrorist Abuse in Non-Profit Organisations? to identify
features that put organisations a greater risk.

By T HIE g Z Bt - ARRIREAAH SR o7 o0 - 41 0 HAY ~ JEE) - DK
EEMERE o CRA K5 SR EAINGH eSS SRl TEN TIFAEARAY IR 2 FAHARE R
1TEEEE - WSS SR T8 T ARSI B 7 T B T B F IR B b * Ui
RERE IS AT R - R DR AR A T RN B R Y 3L -

The CRA found that, in Canada, the organisations at greatest risk of terrorist abuse because of
the nature of their activities and characteristics are charities. This means that in the Canadian
context, charities are the organisations that fall within the FATF definition of NPO. While
organisations at greatest risk are charities, not all charities are at risk. The insight obtained
from the sector review allowed Canada to focus on charities as the starting point for its
national risk assessment.

CRA SNSRI GBI BRI S - BRI 157 mA R E R
HES R =EE - B ERENE RN B ZEEE T lifl e Te) T/FHE 20
IEEFIAHE: - MR EERG AR S E R - (EIFFERTA B ZEE A R - (2 E
BoRR Al (E FoRERE - Al NSRS R AT R = E R

See paragraphs 23 and 24.

i 555 23 BES 24 7 -

FATF (2014a).

Prless R TE) TIF4HER (2014a) -

AN

16. The FATF has conducted its own research into the terrorist financing risks® facing NPOs. In
June 2014, the FATF published a typologies report on Risk of Terrorist Abuse in Non-Profit Organisations’

The typologies report defines risk as the potential for harm as a result of a threat (in this case, individuals
or groups who support terrorism) exploiting a vulnerability/vulnerabilities (in this case, of an NPO).

? bR R b E 5 Ry VBT I RE IS I RIS (LUE (G T S 2 e E B A8 A =E
B8 FIFH T 998 (LLUS{EGF = a3 FIAHERAY FTRE TS R S E R AT AR ) -

° FATF (2014a).

° PHHIESEERITE T E4HAE (2014a) -
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which analysed 102 case studies submitted by 14 countries from across the globe. The typologies report
found that more than a decade after the abuse of NPOs by terrorist entities was formally recognised as a
concern, the threat remains. While the abuse of the NPO sector by terrorist entities is, in the context of the
global NPO sector, a low-probability risk, the impact of such abuse on the NPO sector goes beyond the
narrow consideration of monetary value. Donors trust that resources provided to NPOs, either financial or
material, will be used for good works; this trust is the foundation for the NPO sector. The diversion of
these resources to benefit entities whose principal goal is to harm, undermines the public’s trust in the
NPO sector, which will have a disproportionate impact on NPO operations. That report found a correlation
between the types of activities an NPO is engaged in and the risk of terrorist abuse. The report concluded
that:

16. B3R % A T B L M4 AN ST T R R AL ok i 2 i ° K%Eﬁﬁﬁ*ﬁ%ﬁ%ﬂn > 2014
56 H o DHIIRse R m T8 LI ARST I BYl 7 B I E R ° N T — i ek
T3 T K 14 (BRI SR ACHY 102 fREZENTFE - SRR S #3R » MRS AR R sl A

FRERE IR 10 %fﬁ PR REEAFAE » EERERIRE AR SR R 70 F A
bR REMEIRME - (B EUE MRS ARG RAE S - FEBHIKGEREENSE - FlE
SRR ERGIRE *UZH%% e B EWIE - AR Z B0 RERRR - BREEHE
EIRENIHERHIED - R E BRI AR Hoth 1 5 H RIS RS & SRR B & A
SEVET - R EFIARSRAYE RS R ARV TS - ZR ST IR B ARSI By S a6

FE R 731 A AR - SR

a) The NPOs most at risk of abuse for terrorist financing are engaged in “service activities”,
meaning programmes focused on providing housing, social services, education, or health
care. This is consistent with the FATF definition of non-profit organisation. Indeed, none of
the NPOs in the case studies analysed were engaging in “expressive activities”’, meaning
programmes focused on sports and recreation, arts and culture, interest representation or
advocacy such as political parties, think tanks and advocacy groups.

a) IFFEFAESEE R R AR ER RIS " g Es) ) rEA - JRR Bt b -

HERE - B FEIGEETE - BB SR TR LIFAHSE R FE S 74
ARERT o IHE > TR EFIAHAR IR S (R BUR - Wi T REUES) , ORED : &
BERE B BLGSE ~ B0~ Flas RASEE [0 © B - FEESUSEERS] F5t

&) e

b) The risks facing NPOs engaged in service activities are not equal. There is a stronger risk of
abuse for NPOs providing service activities “in close proximity to an active terrorist threat”.
This may refer to an NPO operating: i) in an area of conflict where there is an active
terrorist threat; or ii) domestically in a country where there is no conflict, but within a
population that is actively targeted by a terrorist movement for support and cover. In both
cases the key variable of risk is not geographic, but the proximity to an active terrorist threat.
Importantly, this does not always correspond to geographic areas of conflict or
low-governance. In areas of conflict or low-governance where terrorist movements do not
or cannot operate, NPOs may face risks associated with corruption or criminality, but not
necessarily terrorist financing. Conversely, terrorist movements may actively target
populations within relatively stable environments for support. Ultimately, the principal
considerations for determining which NPOs are at a higher risk of abuse are the value of
their resources or activities to terrorist entities, and the proximity to an active terrorist threat
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that has the capability and intent to abuse NPOs™.In general, there are five categories of
abuse or risk facing NPOs:

b) ESEHRBSEENHYEE AR A A R e TR IR - SRERAVARE S B GR  EETR
ikl SRR I | B - B4R &% R B s K. - BASAREEFE T EFI4H
Gy = EL © MRS AR R R o S R Y 128 © B L eV IR - (2
AR EENES AR K BB E - NMEEW—MEE - E AR
S ELath TR B SRR (5 o 1S DAREAT R M T R Y M (F R FIETAE TS - EERRAYE
BT RS B 28 i B2 RS E BRI T - A @28 sl 2 PR B B 2 RUh
B (PR FRIE T S - IREFAEE T e R D IEFAHRA e - (2
FovErr @b o AHEH - B E B Al e B E B TR E BRI I RTRRE > =oRHE
B o AEFIEBREES FE LS 7] fE IEREOA % A By - EEFEBAVNER - R 3T
DIE AR E RS B EBIE R S 2 & BAHE - DIt BHaET T
BIELE: A S RN AR M 2 SRR o — T R AR TR R F Y
JeR\bg ] 73 Ry LA

i.  The diversion of funds is a significant method of abuse, with actors inside the NPO or
external actors (such as foreign partners or third-party fundraisers) being responsible
for the diversion to support terrorist entities at some point through the NPO’s
operational or financial processes

. EeEEEENEANTE  ThETERIFE %uzmmﬁm&rﬁw\ (4n = E5h
/\Vﬁ%ﬁﬂkk—ﬁg\éi %Eﬁz) EeE - BAEEIBIEE MY F B 1 AR
RER B BN RUMAH AR |

ii. NPOs or their directing officials knowingly or unknowingly maintaining an affiliation
with a terrorist entity which may result in the NPO being abused for multiple purposes,
including general logistical support to the terrorist entity;

il FREFIHSEE T ESUE SR MBVE I N B E TR % BEGZIFER]
AHA P RE R LB I A i - B FR L AR AR — e S %

iii. Abuse to support recruitment efforts by terrorist entities;

ii. R B L)

iv. The abuse of programming in which the flow of resources is legitimate, but NPO
programmes are abused at the point of delivery; and

iv. a1 INRIER A EE Ry 7% IRMAEI R E AR RS T SR (A TP A R A
LUS’&

v.  Abuse through false representation in which terrorist entities start “sham” NPOs or
falsely represent themselves as the agents of “good works” in order to deceive donors
into providing support. Well-planned deceptions are difficult to penetrate with the
resources available to non-governmental actors, making state-based oversight and its

10 Page 6 of the FATF Report on Risk of Terrorist Abuse in Non-Profit Organisations (FATF, 2014a).
1 WHe s Rl T B LIRSk £/ B 77 7 B T F SR b AT i A 275 6 L (IR 88 <

B TIF4HER - 2014a) -
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capabilities a necessary element to detecting the most sophisticated threats to the
sector’s activities."

V. DAEEEEFETREA R RMAH AR TRy FREFIAESECR R E OB
A T EAT ) BN FEDIBSRIENGE - (FEARHLER) - FIFMRE R E0IEIRE -
T2 A I EBU AL 2 &R R VA BB B SR EARE ST

A RE o B 5 i A 4 P T e S e AR R -

17. The typologies report also describes useful:
17. ZREA R S R S B Y

a) risk indicators: indicators which are ultimately leads requiring further investigation to
assess the nature or risk of abuse, but which do not necessarily point to terrorism as the only
possible explanation; and

Q) HpE7SEE - IR EIE I ERSRER - FLEHE R VA E SR b - B
FARNEHME—ATREIVEE § DI

b) terrorist abuse indicators: a smaller subset of indicators.

b) B BRI TSH AR -

B.  MITIGATING THE RISK
B.  FEEEbx

18. There is no “one size fits all” approach to mitigating the terrorist financing risks faced by NPOs.
On the contrary, Recommendation 8 expressly acknowledges that there is a diverse range of approaches in
identifying, preventing and combating terrorist misuse of NPOs. The Interpretive Note to
Recommendation 8 states that a successful approach in identifying, preventing and combating terrorist
abuse in the NPO sector involves a flexible, multi-faceted four-pronged approach.
18. TR (B B A 4H A% e e RV b T NG AR T BGEVWE B A ) 00X - MM - HREE 8 TH
IR TR ~ TP DU RIF R E FIsH A 2 0 R I EOE G ST Rz - HiEs 8 TRIVEE
R R BERR IR ~ FEPI LUK 513 e FIAH A 78 -8 RV IBU A AR B ~ 2 H A
HEZER THHE -

19. In cases where terrorist abuse in the NPO sector is detected, a variety of measures could be
implemented depending on the severity of the case, including regulatory, administrative actions or targeted
financial sanctions, criminal investigation or other actions. However, countries should work to ensure a
proportionate response to the TF risk and specific threats they face. The existing regulation(s) and/or other
measures, including those adopted to mitigate other risks and illicit activities,*> may sufficiently address
the current TF risk to the sector, while additional or different measures may need to be considered when

1 Page 5 of the FATF Report on Risk of Terrorist Abuse in Non-Profit Organisations (FATF, 2014a).
. Bt S s8 el T B LIRSS 272 B 77 7 B T F SR e b P i 8 2755 5 H (i sk s i

B TIF4HER - 2014a) -

Such as money laundering, fraud, corruption and tax evasion. See paragraph 12.
? Al s BRI BT Bk o RS 12 0H -

12
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existing measures are found inappropriate to mitigate the risk, or as the TF risk to the sector evolves and
changes over time.

19. FEZR IR SR AN F BRI TR BIORS - T R AR - i S A R i
BFREER ~ 7B R ek BN HI R (R B A B 7 S 2R B N M 7 P e 5 R T
EElZE g e R (A SERR) - USRS A A TEY - (B2 - SEIELS IR ERE
bex S FoTRIERAYRF E B > FR MU S ELOIMEAYIEIIE © BEA AR SRR/ B A TE T - BIAE A AR (R Ath e
FIFEE SR > RS DRI H T H A a e > R - 2RI S A i » SR
P B B3 1S P T ey P e 2 e P e S 2y AR MR AN SR FROHHE -

20. An effective approach to protecting the NPO sector from abuse as conveyed in Recommendation
8 involves all four of the following elements implemented using a proportionate, risk-based approach:

20. YRS 8 AT - ?EBE?F MG T FH R A SO - S G BT R Jm\ b B 7 T2 A )
» BRETYIIEZER

Box 2. Effective approach to protecting the NPO sector
T 2 ~ (REIFEFIHGE—EE A

An effective approach to protecting the NPO sector involves the following four elements:
Oratd PR FIAH AR — (A UBOEZE S T 7 U EZEE
1) Ongoing outreach to the sector;
1) FrEszaEifIonsy BB |
2) Proportionate, risk-based supervision or monitoring;
2) 1RELEPELEI R AR s R 2 B SR
3) Effective investigation and information gathering; and
3) ARGEHEEEESE DK
4) Effective mechanisms for international cooperation.’

4) HRHIRFES TR -

1. Paragraph 5 of the Interpretive Note to Recommendation 8 (FATF, 2012).
1. 5% 8 SRREEE 51H (il essEm TN LIF4HER » 2012) -

21. This does not mean that all NPOs should be made subject to the same measures. This is
consistent with Recommendation 1 which requires countries to ensure that measures to prevent or mitigate
money laundering and terrorist financing are commensurate with the risks identified. This means that
enhanced measures should be applied where risks are higher and, correspondingly, lower, simplified
measures may be permitted where risks are lower.

21. WFFFRATA NS ISR FE PR I AH [FIRVHETE - ZAMZHELESEEE 1 TH— 30 R HER
[t O L FH DATRT sl (B0 g B s RY B b it - MR P BRAY B i - thmt2all © b=l
JEE PR bR A Z ARSI IE © (B 1S BR P A E A R BB -

22. Recommendation 8 expressly acknowledges another important consideration when applying risk
mitigation measures to the NPO sector. While it is vital to protect NPOs from terrorist abuse, it is also
important that the measures taken to protect them do not disrupt or discourage legitimate charitable
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activities, and should not unduly or inadvertently restrict NPO’s ability to access resources, including
financial resources, to carry out their legitimate activities. Rather, such measures should promote
transparency and engender greater confidence in the sector, across the donor community and with the
general public that charitable funds and services are reaching their intended legitimate beneficiaries™.
Also, as a matter of principle, complying with the FATF Recommendations should not contravene a
country’s obligations under the Charter of the United Nations and international human rights law to
promote universal respect for, and observance of, fundamental human rights and freedoms, such as
freedom of expression, religion or belief, and freedom of peaceful assembly and of association.™*
22. RS 8 THIMER T - M AR R IR E AT - ZHF B — AR - MR
&I E MAH AR H o0 <228 i oy T R 2 (HEBE AT - FLARE EMIRVHE A AE T Ereise
BHAZENZEEEY) HAEA S8 EHIREE S MH SIS BB &R S8R & RAEE
BIFEIAB AR - A5 S > SRR Bt FEFR T ELE AT » WA AIRRE & DL S H & AR B e B0 IS0
EM IS SRS IRB GEIER RN EEZIEN " « WAL - JEST DHI L rE 2l TE) T IE4T#%
BT R A BN TEE R — BRI 2 B & =0 S BV AR ZEHE - BE T IE S
A AL B (AIE R - FREEN - AP EgESHSEam) &% -

23. In practice, it is important for countries to implement mitigation measures that are commensurate
(i.e. proportionate) with the risks identified through a domestic review of the NPO sector and
understanding of the TF risks in the sector, avoiding CFT regulatory measures that disproportionately
affect or burden NPOs with little to no TF risk, and that are in line with proper implementation of a
risk-based approach. This is important because:

23. B LIRERN—RYE - SEVAE BRGNS WAL TP e E
JEb1% - Ehn SRR HE (JRED © LBt ) AR - B -FIA S e &R R R Y
FRE T H AR PR A TR R R A T - AE R S IE - TR IR B i B A 7 A B R TR E

a) not all NPOs face high terrorist financing risks and many NPOs face little or no such risk;
Q) IR AR E AR AT & i s R - HARZS S 4 4 e L e s
firE - EE 2 I R AT -

b) the sector is comprised of an extremely large number of very diverse entities which means
that, in practice, countries need to focus their limited resources on those NPOs which have
been identified as higher risk; and

b) KRIFEFMHBSEEREA ~ TS - RH BB L SEFREKHARNYERSEFE

S B AR R FE RS L I0E

C) a “one size fits all” approach is not an effective way to combat terrorist abuse of NPOs and
is more likely to disrupt or discourage legitimate charitable activities.

B Paragraph 3 of the Interpretive Note to Recommendation 8 (FATF, 2012).
13 ik 8 SRS 37H (FATF > 2012)

1 See also, for example, the Universal Declaration of Human Rights (Articles 18, 19 and 20) and

International Covenant on Civil and Political Rights (Articles 18. 19, 21 and 22).
Y taE R (B1) HRA#EES (5518 ~ 19 1 20 5k) LA ZNERIEFIRIECEIEFIEGER 2557 (5 18 ~ 19 ~
21 B 22 ) -
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c) HEEIWEEAE ) BIECE o MR R AR e F AR R i o R Y T =
HuJsE RNt & PR B S A S E R ) -

24. Detailed registration procedures for NPOs, additional reporting requirements, requirement of
appointing a designated staff responsible for counter-terrorism compliance, and an external audit of the
organisation, may not be appropriate for CFT purposes for those NPOs facing little to no TF risk. Any of
these or other TF risk mitigation measures should be proportionate to the TF risk they face.

24. gL - EReFELERRYIREFAHEN S - ZoReEnvI P FIH SR -
FYMYEEER - EEFEANB TN ESCHEIESNEN: - DU M BRI FE X2 S UL - 7]
AE NI TEEE R EHY o A {nT DA s EAth 2 b e (Bt b e B L [ ey P8 P e R AT -

A. OUTREACH TO THE SECTOR
A. EIREM SRS

25. The Interpretive Note to Recommendation 8 requires countries to undertake outreach to the NPO
sector concerning terrorist financing issues®. Regular dialogue with the NPO sector leads to and helps
establish collaborative relationship with the sector. In practice, while there are various forms of outreach,
it could focus on the subset of organisations that fall within the FATF definition of NPO and which are at
higher risk of abuse. This can nevertheless be challenging if there is a large number of diverse entities that
comprise the sector. Engaging with NPO associations, coalitions, umbrella organisations, self-regulatory
organisations and donor organisations can also be a useful way of effectively reaching out to a large
number of NPOs.
25. FER 8 THNVEE » TR SR B AR L S R A S s E R e © o e
BT A B IEZ BB L & RRA (5 - BB L SN BCEEIP A IRZE T - B
AT B R AR RF S T e S8 R T BN T AFAH AR e FerY IR FIAH 48 HA I EREoR o % H bR & - (B0
FRERZET I ERSRE 2ot HEEREA » AR ZERERY— K PkEK - S EIREFHA 1 H - A -
ORaEaH4 - BB EAH AR DL S AR A St B A SR R B IR E FAH A —(EE 74 -

26. Another issue is identifying which part of the government should be the focal point for such
engagement. All stakeholders, including governmental and non-governmental actors, law enforcement and
NPO regulators, can be involved in the development of outreach and education about the specific terrorist
risks facing a domestic NPO sector and provide examples of risk mitigation good practices. For countries
with a single charities regulator, this could be a logical choice of focal point for outreach. However, in
many countries, NPOs and CFT authorities fall under the jurisdiction of numerous government ministries
and departments. In some countries, the tax authorities have proven to be a good focal point for
engagement since, as is often the case, a large number of NPOs have regular engagement with the tax
authorities in the context of qualifying for and maintaining preferential tax treatment.

26. SR - BUR R HYME A 2 B R BB L - FrAAIZMEEA - EfEBUFBEEE
JFERFT ~ BUEERPIELIR 2 FAH 45 £ B S 1 fE S B B B A IR 2 A kb & B i~ 208
mE) o WA R R (F REUAERINESS - HEAEEREESER Z TEREIIE % -
HIFTE AT HHATHE - BRR2E% - IFEFHSET TR EMER DB EARUFS g e - A

1 Paragraph 5(a) of the Interpretive Note to Recommendation 8 (FATF, 2012).
1 M 8BS (a) 15 (FATF > 2012) -

© 2015 23



BEST PRACTICES PAPER ON COMBATING THE ABUSE OF NON-PROFIT ORGANISATIONS
B BRI B R B

RECOMMENDATION 8

e 8

|F

R LI E R B AR R P E A AR VI S 2 O > I RAR 23S A AR 1 & e BB AU 1
PR RRREA N Z AR B B R B s R HOE AR AR R E. -

217. Ideally, outreach should involve a two-way, ongoing dialogue between governments and NPOs.
It can include guidance to NPOs and consultation with NPOs to seek their input or feedback. Outreach to
the sector could occur during the country’s domestic sector review; during the development and
implementation of risk mitigation measures and guidance; during the FATF mutual evaluation process; and
when specific issues are raised. The following are some of the advantages of such an approach:

27, EEARRSSUEEATR L o E BEURE R R IR (TR T @ - S
DURBIE BRI GEST ] o] DA B R4 - SRR R AR - MEMETEIE B R4 4
BB T DB B R R (5 HE S 5 - SR T B e R T B T (A B FL S
DA T PR AR o DU TR A — B -

a) Countries may obtain useful information from NPOs in their country about their specific
needs, concerns, vulnerabilities, risks and challenges. This information can be used to direct
the development of more effective policies, guidance and risk mitigation measures for
NPOs.

a) BEREEGHENIEFEMNHSRTERK » 588 - 995 - Ela U AR E &
afl o BEEEN AT H LA B S e A RCRAVEUR ~ 1551 PAR R EIRE A0Sk m b 15 -

b) Issues and concerns flagged by NPOs may help countries prevent or disrupt high-risk
activities before they escalate to instances of terrorist abuse or lead to earlier detection of
such abuse.

b) JEEAAHARE RS > AR S B TR EED E TE FHER E T aAT >
P B Iy SRR i R P S PR R FH R

c) Risk mitigation measures may be implemented more effectively because NPOs will have a
better understanding of their terrorist financing risks and how to best to mitigate them.

) EIREMAEGTE IR R T b DA R A P e (R b Y B (7 A R b e AE
SR RO EAT -

d) Countries may learn how to conduct more effective outreach to NPOs on terrorist financing
and related issues and engage in more constructive, ongoing dialogue with the sector on
protecting NPOs from terrorist abuse.

d) SERE EARO R E R RN R B 2 FAH R - WP AP e R - Bk
EFHBE R MR

B. SUPERVISION OR MONITORING OF NPOS
B. EESEEIFETHE

28. The Interpretive Note to Recommendation 8 requires countries to take steps to promote effective
supervision or monitoring of their “NPO sector”, meaning those organisations that fall within the scope of
the FATF definition of NPOs and ultimately those NPOs that are the subset of NPOs deemed to be at
higher risk of TF abuse.

28. S 8 THAEE R IR S BUASREUE Be M IR EHIaH A, (JRRN « FEDSHIsEse SRy TE)
TAFAH&KE 2008 YIRS FIAH AR DU i o B e B RV b s B AT R 2 A A N HYTRE

24 © 2015



BEST PRACTICES PAPER ON COMBATING THE ABUSE OF NON-PROFIT ORGANISATIONS
PalIFEF SRR - R E
RECOMMENDATION 8

B 8
FIZRSR ) #EfT BrE BRTE D ER -
29. Recommendation 8 does not require the same measures to be applied to all NPOs. Indeed, a “one

size fits all” approach would not be consistent with Recommendation 1 and proper implementation of a
risk-based approach. Countries should implement measures that are commensurate with the risks
identified through their domestic review of the NPO sector and their understanding of the TF risks facing
the sector, and should apply enhanced measures where the TF risks are higher. It is also possible that
existing regulatory or other measures may already sufficiently address the current TF risk to the NPOs in a
jurisdiction, although TF risks to the sector should be periodically reviewed.

29. RS 8 IHAEDRATA RS FIAHB BRI E RS - AUHE - G Ie B MORBEE
% 1 TP R R BB T AN A AR o S BB E e R H BN E A4 2 B E e - ez
ERAVERVE R 2 A E - AR B e e A A SRR LAV - MEZATEE R By AR f s
il e AR EE S e FIIAH 4% H ik & m b - B e B R i a0 T v e o 2 ey B

30. In practice, this means that countries should apply the specific measures set out in subparagraphs
5(b)(i) to 5(b)(vii) of the Interpretive Note to Recommendation 8 to address the NPOs falling within the
FATF definition of NPOs and at greatest risk of TF abuse. In some jurisdictions, this may mean 1) those
NPOs that control a significant portion of the financial resources of the sector and 2) those NPOs that have
a substantial share of the sector’s international activities. However, in other jurisdictions, input from the
domestic sector review and an understanding of the TF risks facing the NPO sector, may indicate that the
risk is greater for NPOs with different characteristics. For example, a major finding of the typologies
report was that NPOs most at high risk were those engaged in ‘service’ activities and operating in a close
proximity to an active terrorist threat, whether domestically or internationally.

30. B LR S ERR AR 8 THEERENYEE S(b)(1) 256 S(b)(vil) XAy EFE it -
AR T & T H s R T LIRS e SRR E MIZH A - HaZ R E MIAH A T i A e FH L
bz o FEEM I - B RERAE 1) s IR EM B ERIIFS A LU 2) B8RS FaH ST BPE
EHTEAEEN R o (HE - EEMME - KIEENAREFTESAE R R 2 A4 SRy
ERVEE - ATRERED H IR JE b S FE FIAH AR R - BRI S - s S R AN T
= BRI EE MM SIS T s JEENE BARSEAT R SR A & R R BN -

31. The specific measures that could be applied to those NPOs deemed at greater TF risk include
requirements for those organisations to:

31. B AR E R - o] DUB R RE R - R ECK AR R

a) be licensed or registered. However, countries are not required to impose specific licensing
or registration requirements for counter-terrorist financing purposes. For example, in some
countries NPOs are already registered with tax authorities and monitored in the context of
qualifying for favourable tax treatment such as tax credits or tax exemptions™;

Q) FRHUSHIRESERGEENT - (B2 - WRZORS BN TR ER S B » B EfIEhid
FREREEE MRS - BRI S - DB - IFER ST SRR R S BT B
FHZARZREREE (40 BREER ) SERET -

1o Footnote 23 of the Interpretive Note to Recommendation 8 (FATF, 2012).
. B 8 SLREAVHTEL 23 (FATF > 2012) «
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b) maintain information on their activities and those who own, control or direct their activities;
b) CREFEIEHILUSHER ~ EH I EEE SR &S
c) issue annual financial statements;
¢) R
d) have controls in place to ensure that funds are fully accounted for and spent in a manner
consistent with the NPO’s stated activities;
d) ETHBEE - WRESTDEN - BERES MBI PEAH SRR EE A —#
P -
e) follow a “know your beneficiaries and associate NPOs” rule;
e) M5y IRREE 2 ABHREIFE RIS, HE -
f)  keep records; and
f)  4CErbrE L
g) be subject to monitoring by the appropriate authorities, including the application of
effective, proportionate and dissuasive sanctions'’ for violating these requirements.
0) ZHEEWHREE  SEERESEHER - e AR S FELBIHTEIH s (R
gﬁ)ﬂ o
32. There are some important advantages to properly implementing these aspects of the supervision

and monitoring requirements:

32. T B 45 2 5 TR B B e A 7 S B A (RS

a)

b)

b)

Applying measures that are commensurate to the risks identified (rather than applying a
“one size fits all” approach) avoids over-regulation of the sector which may place a
disproportionate burden on NPOs that have not been identified as being at risk and/or may
inadvertently disrupt or discourage legitimate charitable activities.

W FH B S TR R B A U B (TR — (] " GETE 4 ) HUM0E) FIEE o id s
HZ T > TR AR R IS O A bR H IR E AR A A N REE BRI &E - R/
el BHGTAREZIEE) -

Those NPOs at risk of TF abuse may change over time and therefore warrant a change in
government regulatory, investigative or outreach response.

i Sl T e B P P Y 9 B B A T RE M RIS > NIRRT AYAM ~ B A B I
th/akE 2 s - DURIAIRE -

17

Sanctions for violations should be effective, proportionate and dissuasive, and in line with or at least not

surpassing sanctions for violations in other industries or sectors.
o PHEERI B THVHIEIE AR - FrEthe] B EEITR R - 7 FLE B A SEEE P T2 R BRI
I B DA S L -

26
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¢) Countries may be able to help mitigate the terrorist financing risks by leveraging off of
transparency, good governance and/or self-regulatory initiatives that are already being
implemented by NPOs.

¢) HEEEERTHIRFEANESENE - BREE - N SR ENHST E Y B AR
STESE o B R EE TR -

d) Countries can better allocate their limited supervisory resources by taking steps that are
commensurate (i.e. proportionate) to the specific risks that have been identified, rather than
applying the full range of measures set out in sub-paragraphs 5(b)(i) to 5(b)(vii) to the
numerous and diverse NPOs.

d) HEEHNCERAVEERERR - SREUHE (JRED : GLEf) B8R HEARIVEEEE
RHCEEARIECE - AAZERAE 5(0)(1) 2 S(b)(vii) #i - $tEEE R H 5N
IFE AT TS ITHR BT -

e) Different countries have adopted different approaches to the supervision and monitoring of
NPOs based on a range of factors, including their domestic legal frameworks, investigative
expertise, assessment of domestic terrorist financing risks, and other considerations. There
is not a single correct approach to ensuring effective oversight of the sector and appropriate
transparency within NPOs, as long as the relevant sections of the NPO sector most at risk
for TF abuse are appropriately monitored and have appropriate controls in place to mitigate
such risks. Government authorities should have the ability to take action when TF threats
are identified.

e) AEBZFZZIERNE - EREEBAARANE - B2 HE - SHEBIRNE L E b 5 =
tAES - At EEMHSER A E R T2 TR B BT E - BN ARETEIRER
& MHEFIEEMREWHE - HRnim—EH—1EmMr 720 - Hrg 2@ &%
PR e ARy F R FGHE - BRI E S E B 1 - DA R R - 55
JRFHERA e A S E S T A U - BREVEEFEZ 1 TEhRE

C. EFFECTIVE INVESTIGATION AND INFORMATION GATHERING
C. ARHEREN RS

33. In the context of information gathering, countries should ensure effective cooperation,
coordination and information sharing to the extent possible among all levels of appropriate authorities
(meaning competent authorities, including law enforcement, intelligence and regulatory agencies,
accrediting institutions and self-regulatory organisations) or organisations that hold relevant information
on NPOs'®. In practice, this may include, to the extent possible and where appropriate, non-governmental
authorities such as NPO associations, coalitions, umbrella organisations or NPO self-regulatory
organisations. Such bodies may hold relevant information on NPOs operating in the country and the
specific terrorist financing risks that they are facing.

33. FENRETTH - SEEMERS B 2 EE e (JREN : FEEIER - BEsVEEAL - 15
BUEHITRRR - SRt DLR B B AT ) ST AIRE A AR & A IR A RUE T &

18 Paragraph 5(c)(i) of the Interpretive Note to Recommendation 8 (FATF, 2012).
18 ik 8 SERESS 5(c)(i) TH (FATF » 2012)
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34. Countries should have investigative expertise and capability to examine those NPOs which are
suspected of being exploited by, or actively supporting, terrorist organisations. Countries should also
ensure that full access to information on the administration and management of a particular NPO
(including financial and programmatic information) may be obtained during the course of an
investigation™. In practice, this means that countries should ensure that designated law enforcement
authorities have responsibility for terrorist financing investigations within the framework of national
AML/CFT policies and have sufficient powers to do so, in line with Recommendations 29, 30 and 31.
Additionally, countries should ensure that all NPOs falling within the FATF definition and deemed at
higher risk of TF abuse as part of the subset of NPOs are required to maintain, at a minimum, some
financial and programmatic information, so that such information may be obtained should an investigation
into possible terrorist abuse arise. Such requirements could be imposed through AML/CFT legislation or
may already be in place in other types of legislation. For example, NPOs may be required by law or
regulation to maintain some financial and programmatic information for the purpose of establishing that
they qualify for favourable tax treatment.

34. HEEEFFRENESER )T  ReSuln TS S A SR H B E & B dH ko e
HIAHAS, - 2 BN ERE IR A e T RE S 52 UG R e IR B s 2 T B E R SR AR (B
W) © o B E o SEEMRAPUA A BT AR TR AR
FAERNREERL  HEBEEE 29 ~ 30 DUR 3L IEHET « 1h4h - SEEMIRATE T abhfEiE 4
R TEN LARAHAUE 78 H AR RA Ers & RVE BRI IR 2 A2 S I B~ FRE A 4H4 - 2/ DB
FEL I B BLETEER - MILA RE A A R AR 2 4882 - B EUS AN - [EE R
Fitless FTRELES F < AR AR EIESE - B0 S - SIRBAREGR#HZE
KIFEFHBIRFE DI B BT &R - AEME AT S EEMG R EER -

35. Countries should establish appropriate mechanisms to ensure that, when there is suspicion that a
particular NPO is being abused by terrorists, this information and any other relevant information are
promptly shared with relevant competent authorities, in order to take preventive or investigative action®.
This does not mean that the FATF Recommendations require countries to impose a suspicious transaction
reporting obligation on NPOs, along the lines of Recommendation 20. NPOs are not considered
designated non-financial businesses and professions (DNFBPs) and should therefore not be subject to the
FATF requirements for DNFBPs.

35. ST AERARE R - MECROP R R I E MRS F M R A RE ARG AH R
ENEEEARA = » (SFIHIREGE SR E1TE) » o 2R > B IERR S L TE) L4
AR S B P E MM B TR DUE S EiE A Z s - FABTERESS 20 THAHTT - SREFI4HER
G Rt E 2 IFemEES AN B (DNFBP) » (L - AREZIGHIEse SR TE) TIFsHARSt ¥15
TE Z IR SE B B FTHIE IV ER RS U sBE A s -

9 Paragraph 5(c)(ii) and 5(c)(iii) of the Interpretive Note to Recommendation 8 (FATF, 2012).
r k8 FERESE 5(c)(ii) B 5(c)(iii)*H (FATF > 2012) -

2 Paragraph 5(c)(iv) of the Interpretive Note to Recommendation 8 (FATF, 2012).

® Bk 8 SR 5(c)(iv) HH (FATF » 2012)
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36. Some practices which have been found to enhance countries’ ability to identify and take action
against terrorist abuse of NPOs include:

36. B0 B BB RRES T TS B TR A i o TR IR E FIGHAR - I Z BRI T B U A R
e

a) effective interagency collaboration or a “whole-0f-government” approach;

a) HERERIAREIFE T 2=BUF , AIEUE

b) considering multiple types of information from different sources which facilitates the
detection of abuse (including taking into account NPO regulatory information, opensource
information, financial intelligence unit and other financial information, national security
information, law enforcement information and information from foreign authorities); and

b) FEAFEAFNZEEEN - DHEEERZEE (a5 PSR # &
-~ FERCRIEETE R ~ Rt iR T 0L EA A B A~ Bl & UEERN

c) fostering an environment of trust in which information on particular NPOs of concern for
TF or related issues is made available to government authorities from the public and from
the NPO sector itself.

0) R —EE RS » FEBUNRES A B AR E B A P E A A B UG A &

FE B EAH AR IR FIAH AR -

37. Information provided by NPOs to regulatory agencies who have, as part of their mandate, the
oversight of the NPO sector, is very important to promoting transparency in the NPO sector. However, in
cases where complicit organisations relied on deception to mislead donors and other NPOs for terrorist
financing purposes, the use of national security or intelligence-gathered information to breach this
deception is important in protecting the sector from specific terrorist financing threats. National security
intelligence derives from varying sources and reports on a widerange of subject matters. As demonstrated
in the FATF typologies report, national security intelligence provides context to the risk environment in
which NPOs operate. This includes information on individuals and organisations with relevant links to TF
and other support for terrorist activities.
37. e *UZHZ%%%#E%D THRIEIRE MG FER TR - SR IR EMAH B H B ffiﬁ
B - B 0 HIFEAHSGEE R R GRS B A A IR E R 4HA - FELUERCEIREAY » RIE%
EIEwEA A R ERIE Fé% EI’J &l o LUEEE = SR Ty R AR - (R aﬂiﬂﬁ%%x‘é?&
% AIEAHEREN - BRZRBEMEA LR BRI SE 2 S EEE - DiktiaemT
B LIFHARRE B S P l?i%é‘f*%&?ﬁ RO E M AH A E (R R PR R R A E%E Ao EEE T
BERVARABREIE A ~ HAR LR HAM 4G TR S B i 2 MR &

38. Information deriving from law enforcement activity and intelligence services can also be helpful
in identifying terrorist abuse in the NPO sector. Information from criminal investigations can help provide
competent authorities with a better understanding of the TF risk environment in which NPOs are operating,
and context surrounding instances of abuse and circumstances of risk. It can provide insight on individuals
and organisations supporting illicit activities and linked to NPOs, and their relevant links to TF.

38.  REBMGELBAIERARESHIE - IREA B SR IR S MR AR 2 0k o1 AV
{EIUTEHAEERE T HUSHYERR - A B SRR S — D Slas I 2 MIAH S (R rY E,D\ﬂﬁkﬁﬁf“&
EEHE @DZ/@HFME BRHVEEN © o IR R B R ATS S FE MAH S BAMRE (ELA ~ dHEk s
B R B g 12
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39. The case studies in the FATF typologies report showed that, following the detection of abuse or
substantial risk in the NPO sector, and depending on the severity of the case, a variety of means resulted in
disruption or mitigation. In instances where a criminal threshold had already been crossed, criminal
prosecutions were relied on to halt TF abuse.

39. Pl se s eR T LIFAHARRE A & NV E ZE0H5E - S E T EB PSSR R
HAgEparg - R KR ERE - RIS AR EE R - 5T 2IUIRPIE - AILEIREETMEIR
REEN R HAT B A R IR E RV R Ry

40. The use of administrative means and targeted financial sanctions to protect the NPO sector from
terrorist abuse are also available, including applying sanctions against individuals associated with misuse
of NPOs or entire NPOs for supporting terrorist organisations or terrorist activity. FATF Recommendation
6 supports the use of targeted sanctions to prevent TF, which are also internationally anchored in United
Nations Security Council Resolutions, particularly Resolutions 1267/1989, 1988, and 1373 and their
successor resolutions.

40. A B TEASUATIAETT B AR SR f e IR B AR AR T H e 2 M o T st ¥
B TR A8 N B (] B A4 H At EL B M AH AR B M S BN S B SR TR - P8 Mt Tl
TAR4H AR SE 6 A A B ARV R IO T S &S 2 S Bl L e B g s EH s —
1267/1989 ~ 1988 F1 1373 Jx Hig & Ak B /HE ST -

41. There may be other measures that could be implemented for specific organisations identified as
potentially a concern for TF without affecting the larger operations of the NPO sector. Such examples are
provided in Annex 1.

41. TERN LB RASIFEMIAHAEE - BA M AT T3 B vT sE A B e 1R E 448
B HA S o AR S M L -

42. A collaborative, inter-agency approach to the detection of abuse and risk ensures that
investigative actions being carried out by one body don’t conflict with or jeopardize actions being carried
out by another.

42, IR EStERER & E 7 NN P FAE S & RV 2 15 S i\ » MR TR — (B A
PREVEREITE) > A G 8s — (TR AR E Tz siE e & -

D. EFFECTIVE CAPACITY TO RESPOND TO INTERNATIONAL REQUESTS FOR
INFORMATION ABOUT AN NPO OF CONCERN

D. RESTA 3 (o] FE R A SR IR B A BE R TR E B B HB & S 2 RE T

43. Countries should identify appropriate points of contact and procedures to respond to
international requests for information regarding particular NPOs suspected of terrorist financing or other
forms of terrorist support™.

43. B et e HARRE IS B L BRE F - DURIIE] e PR S 1 e (I S E B M S B e LU At
BV R [ e P =y | I Bl

Paragraph 5(d) of the Interpretive Note to Recommendation 8 (FATF, 2012).
2 TG 8 TEEE 5 (d) 18 (FATF » 2012) -
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44, International cooperation is important in protecting NPOs from terrorist abuse given that their
work is often global in nature and may span several jurisdictions. This global presence provides a
framework for national and international operations and financial transactions, often within or near those
areas that are most exposed to terrorist activity.

44. B EEZ AT LR ES - TR EREIFEFHR e 220 0 T8 - N RAIREFAHA
TAERIME Bkl il A s EtIsn @ 1 - LB - RIS = B S
KGR I AT

45, Information from foreign counterparts can also be helpful in identifying and taking action
against TF threats because of the transnational nature of many NPO operations. Such information may be
obtained from NPOs’ foreign partners as well as information from foreign partner (government) agencies.

45. B4 M B B (R SR T RE R BTN S PR R 3 2 SREUTES - IR R S IR EHIAH 4
EIFREAEENE - AN (TS EGE MEISME1E (BURF) MRS IR E A AR H R
&l o
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IV.  ACTIONS NPOS CAN TAKE TO PROTECT AGAINST TF ABUSE
V. FERGIFEFHESE R < AT BREUER

Specific examples of good practice for
NPOs to prevent TF abuse, especially if
they operate in higher risk areas, can be
found in Annex 2.
HRAZEEFIH A TR &R AV
FEB (R hE R b= EIsiE (F
) > 55 Mk 2

46. The FATF recognises the intent and efforts to date of the NPO community to promote
transparency within their operations and to prevent misuse of the sector, including preventing TF. The
NPO sector in many countries has representational and self-regulatory organisations that have developed
standards and initiatives to help individual organisations ensure accountability and transparency in their
operations. Self-regulatory initiatives to enhance transparency and good governance have the positive
consequence of also mitigating some TF risks even though they may not have been specifically developed
for that purpose.

46. Pl e R TE LIRS S0 FE AR A ez P TEERE A (BRETEVTER) Frid
TFHEGEIFAIRE 2 8 525 ] - S BIZIR R FE AR AA AR M: - HAstE folid - e
R — AR BT - TR A S HECRELA SR ABHED - RIEE H AT RS ER% H RS e HAH R4
EFED - AT IR EFGHAE A o & BT 2 BB G - KA B A b -

A.  RISK ANALYSIS AND RISK-BASED APPROACH
A RBRIITIR R ERE ST A

47. Most NPOs have good relations with their donors, partner organisations and beneficiaries who
give to or work with the organisation in good faith. However, practical risks do exist and NPOs can be
abused for terrorist financing purposes.

47. REBGIHIFREFARSE A LIRS E - SRS Z B AR Z A8 LIFE 4 B0y
Bk - 28T - FEEFIAHERERE LI F A sE R a R -

48, The nature of the risk in the particular circumstances, the activities that the NPO carries out, and
how and where the activities are undertaken, are all reasons why it is important for NPOs to understand
the TF risks they face and take appropriate measures to mitigate these risk. Many NPOs already undertake
their own risk analysis before working in a new environment or with new partners, as several examples in
Annex 2 demonstrate. Such internal NPO risk assessments can help mitigate a wide variety of potential
risks faced by the NPO, including terrorist abuse.

48, et fige B2 M 4H AR AE IR M S A mT TR e VR B e A - SR 4H AT a EL P T s Y
ERVEBRRE S - (R AT BRI 1 IEAY PP (R R - 1R % IR ISR AR e By L/ FER I B
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B.  MITIGATING THE RISK
B.  [EEE

49, The best approach for NPOs to ensure that they are not abused for terrorist purposes is to put in
place good governance and strong financial management, including having robust internal and financial
controls and risk management procedures. In addition, carrying out proper due diligence on those
individuals and organisations that give money to, receive money from or work closely with the NPO is
also important. Proper due diligence is dependent upon the circumstances and context of each organisation
and the environment in which it operates.

49, T ORI B EFI AH A S T RN P AR A FE R0 - ZRPREUE: B A E B i B 2 Y it
B AR AR BT SRR B EAR A o A1 - sHEHR MRl FE A - JRE
HMH B S eI R B MM A H V) & REYE NS E RS B T By E a2 AR E T - H %4
G R HEEIS VBT EENEER - KO EZ B RS (R a0 (& -

50. Due diligence is the range of practical steps that need to be taken by NPOs so that they are
reasonably assured of the provenance of the funds given to the NPO; confident that they know the people
and organisations the NPO works with; and able to identify and manage associated risks. NPOs may also
undertake their own internal risk analysis to help better understand the risks they face in their operations
and design appropriate risk mitigation and due diligence measures.

50. FPEFAHB R E IR DRI P BRI & - DUEH B e & S RE & H2o0  HiR
Rt M VR RO(E N BLAHARE 78 0 HYSE SR LR AR 30 HL aES0 0 i HEHAHRA R - FREFI2H4REEST E
TTIEATAER T » 3 — 2D LA I [ Y P I s A A Y (R b S e A FE It

51. For those NPOs deemed at higher risk of TF abuse, the risk mitigation measures that an
individual NPO should implement depend on a range of factors, including various aspects of the NPO’s
work and the associated risks, existing due diligence and risk mitigation measures, whether the NPO
works with partners and whether those partners operate in a close proximity to an active terrorist threat.

51. H R Ry Bt B R FH B B FIAH AR, - (185115 B A4 H 8k 5 ot e R e P e 1R 5
SUIM 8 > RET B R RH A TR A 258 e i DA S FHRR S 2 i B % IR E I SRR A e S e
R EE FCH RS AR E RS A SE AT SRR AR B s - (/97 B B vy e et P 2 e e o
it -

Box 3. Example of a risk analysis by an NPO
B3 ~ JEEFIARBE R AT BB

An international humanitarian aid organisation, which provides emergency relief in times of
crisis as well as long-term recovery assistance, assesses the context and risks in each
geographical area where it operates or plans to operate. As part of this analysis, the
organisation conducts a review of the security context and an analysis of political authorities
and informal power structures in the area. It then determines the potential risks to programme
staff or resources, including the risk of resource diversion. In areas without a formal
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government structure in place, the organisation assesses the role of local clan structures in the
area’s administration, whether they are distinct from any extremist elements, and whether
they can guarantee non-interference by extremist elements and prohibited parties in
beneficiary selection, aid distribution, and related programme implementation. The
organisation does not work in areas where clan or government structures cannot provide this
type of assurance, or where the security environment or risk of aid diversion is
unmanageable. The security situation and local dynamics make some areas of the world
inaccessible for the organisation.

A (EFE AR T2 (S R R RS B R IR A B N B SR BhaH &S st EC AT (Eekat
SHEFAH R > F G sFEHB AR - SITEFRHER - 2SS e R %
EEE > Woriraz e N H B BRI EBURRIRE 45 - TaTE A\ B BCE TR S RE & 5
R - ETRER R o AUEAETEBUTHIE - ZAHS &S E it KRS EZ &
B TR E - A ANHE(TRE T B P& MEBEEZ 25 A R BB E i
MR ER - § % BEORMMREN GZEEED 718 - ZAEASN GERBRBUT R
ERMEIROREE T - SUEIRZ IR - S B E b L B s E A S N E(E - A
RHEE N = RSP E B G - Sl U AR SR A Ce b -

C.  SELF-REGULATION
C. HH#HE

52. The growing complexity in the global environment has placed new demands on all legitimate
international actors to safeguard the integrity and accountability of their operations. The NPO sector has
responded considerably to these demands by developing several different standards and initiatives to help
individual organisations ensure accountability and transparency in their operations (See Annex 3).

52. R R EREE BN AT & AN BIPETEIEE A TRTVER K - 18 B /R R S E Y
SEEMEEUEBAME - RS FAHAE B R E BIEFRK - FIlE T 2 [ERVEEEBIETHE - i Bh{E R
AR ORILEIERY A BIE (e 3) -

53. The non-profit sector in many countries has representational and self-regulatory organisations,
which are a unique resource that can play a role in the protection of the sector against a range of abuses,
including terrorist abuse. Such umbrella organisations are directly interested in preserving the legitimacy
and reputation of the NPOs and have long been engaged in the development and promulgation of good
practices for these organisations in a wide array of functions. The NPO sector in various jurisdictions can
further work to disseminate their experience in their self-regulatory measures, provide training and build
capacity in the sector (and in different jurisdictions) to adopt such measures, and monitor and evaluate
effectiveness and relevance of such measures. As self-regulatory mechanisms in the NPO sector have
continued to evolve in various jurisdictions, NPOs without such mechanisms could also consider the
development of their own or additional self-regulatory mechanisms to strengthen internal controls and
procedures, due diligence and other measures to improve transparency of their operations and funding and
to prevent terrorist and other abuses.

53. FFEREFIE N AR - %E@ﬁﬁmﬁ%ﬂ%% BRI R H
ozt (EREEEI TR ) - BESSH A - ZEIREFIHE Pt ARHHLIRIE &
77 B REAERF B RAYMUE E%E%Tﬁﬁﬁ = FIAHARAY SRR S - AEBIZR NHYIREF4H A
A & H B AR \ T A ~ RO - B (REBIZR ) ZAERINE T > LUE
PRIMEIE Z 15 - MG e R LR R it A e M LA R - FE e FIZH AR B A stk - bE=E
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54. Measures to strengthen effective NPO self-regulation should be encouraged as a significant

component of decreasing the risk of misuse by terrorist groups in addition to promoting greater

transparency and good governance within the larger NPO sector.

54. IFEFIAHEA SR B R i - SRR DB R A 00 ey — (322 - B
JET LASZBIST » S MEARKRIERY R 2 FIAH SR N5R e T+ E AP NI B FR 1

Box 4. Example of NPO self-regulation
B4 - JEBFIAHS B AR E R

The following are examples of initiatives by representational and self-regulatory
organisations that can help NPOs ensure accountability and transparency.

LU Bl R BAA R M B AR EpaH PR VR - AR IR E M SR AP A -

®  Anindependent monitoring organisation, whose aim is to increase public
confidence in the country’s NPOs and help donors take responsible
decisions, developed a report on Standards of Transparency and Best
Practices. The report took into account domestic legislation, the specific
characteristics of the non-profit sector, and responses to a survey of
representatives of the nonprofit sector. The Standards, which are used to
assess compliance by the NPO sector, are structured in blocks, most of
which are relevant to countering terrorist abuse of NPOs, including:

n —(EEEE IR L BRI FE S O R A i &
HEOVEIL S B ARGt 2 S PR R (O T — (e - 3%
HERFBEIANILE ~ IFEFTEFTRVRHECL IR E R A SR AT iy
HEFWAFTE - EE A DS G IR B SRR R A

RE T B UM TR R E A AR AR - B -
o  The running and regulation of the governing board;
o FHEREHYE(FELEH |
o  The clarity and publicity of the organisation's mission;
o AHER(EAEHYEHABLAR |
o  The planning and monitoring of activities;
o JHENFEBEE ;
o  Communication and truthfulness of the information provided;

o fRt&EREENHERN
o  Transparency of funding;
o LB ;

o  Plurality of funding;
o EeHH
o  Control over spending of the funds;
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o EfLEEE:

o Annual reporting and compliance with legal requirements; and
o FREHEFESFARME AKX

o  Promotion of volunteering.

o FAEL -

= Anumbrella organisation has implemented a program which awards
accreditation to NPOs that implement policies and procedures which
uphold the standards relating to governing bodies, financial
accountability and transparency, fundraising, staff management and
volunteer involvement. The process of applying for and maintaining
good standing in the program encourages NPOs to regularly review and
improve the systems and policies that they have in place.

. AE{REASCHHIFEAASE K T —H T E - BasE
HEHT - MBAREN - 5507 - AREHGE T8I
RAIRAE - B SRS HNBEREER, - fEatilistE T - BAFHIHERE -
A BSR40 ek HA R R PR LB B BOR -

= Aninternational umbrella organisation has taken steps to protect the
NPO sector against abuses such as fraud, by setting standards and
responsibilities for member NPOs related to governing bodies, public
benefit goals, finances, fundraising practices and transparency to the
public. These are enforced through an independent monitoring process
that awards accreditation to member NPOs that meet the standards and
blacklists those deemed to lack transparency.

A (AR REH SRR P B LU IReE B AH Sk e 2 ek
TECEEA > EESIEAE EH T - A HIE - W - R0
I BEHEARRAFARKRE MIFEFHSERNVERE > WEE—
{EEI VR E L T DRt - B e E AR ER A e HE L
FEETESAIR S - WAL Rdh = EHEAVIREFHSAA
HE -

m  Several leading international NPOs have developed and committed to
abide by a charter that promotes transparency and accountability in the
areas of political and financial independence, responsible advocacy,
participatory and effective programmes, transparency in reporting,
accuracy of information, good governance and professional and ethical
fundraising. Member NPOs commit themselves to applying the
provisions of the charter to all their programmes, conducting annual
independent fiscal audits, and submitting annual compliance reports,
which are reviewed by an independent panel whose assessment is made
publicly available.?

n  ARFEREEFEA NIRRT ESCEHE SRt EHEREE
EMHEEIHIE - I EE - ARSEEE - BHREWE
e - (B BB DN EESE R G E R SRS Eh R #a R
DESFZ o RENHIRE SR G B RIGE R EETA
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Notes:

1. Imagine Canada, “Standards Program” (www.imaginecanada.ca/our-programs/standardsprogram).

2. INGO Accountability Charter (2014)
(www.ingoaccountabilitycharter.org/home/what-is-thecharter/).

N

1. 2AEgIZoK » T iEE:+E | (www.imaginecanada.ca/our-programs/standardsprogram) e

2. INGO HFFE=Z= (2014) (www.ingoaccountabilitycharter.org/home/what-is-thecharter/).

D. HOW GOOD GOVERNANCE PRACTICES BY NPOS HELP MEET R.8 OBJECTIVES
D. FFEFIHERAYE R MU AT AR RER 8 TH

55. Many NPOs already implement a wide variety of good governance and risk mitigation measures,

which can also help mitigate terrorist abuse. The case studies analysed in support of the typologies report

demonstrated that terrorist abuse of the NPO sector was commonly the result of a lack of robust internal

governance and/or appropriate external oversight.

55. FFIREMAH SRR RE Lo TR - EE RS EE B Bl e St - fEREEE

S FToATHIEZE - FEBHIRE AAHAR 2 P LB R R (R R = (i ey N B R B A
IS AE RS NER B B AR RIFT 2L -

56. For the subset of NPOs that fall within the FATF definition of NPO and are deemed at higher
risk of TF abuse, an effective approach for NPOs to protect themselves from terrorist abuse is the
by-product of having robust internal good governance practices in place. For example, while not
specifically designed with terrorist financing issues in mind, Transparency International has developed a
handbook of good practices on Preventing Corruption in Humanitarian Operations. Many of the good
practi%ezzs in the handbook may be helpful in the context of safeguarding organisations against terrorist
abuse.

56. HINFEPIHEsE R TE LIFAHSUE RIVIREAGEHE - Aol B E AT B AR
ZIFEFIHERIN S - (EE 2 0 TR — (B0 A S s = N R RS - 2RO S
AR E B AR R IR R E R - (B2 EIR O HE T —EAM AN S EEFEREUEY
Ft o FMARZIE ML - WEAIIN RS - (FE B2 T%A 2 -

57. Good governance can be grouped into four categories.

57. B BB ] oy R rusE -

2 Transparency International (2015).

2 #9%HH (2015)
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Box 5. Good governance for NPOs

EHI5 - JRBFAHSHIE REE

Robust internal governance practices for NPOs can be grouped into the following four
categories:

FEE FAH AR (Y N PSR ER SO E AT o0 B R AR
1) Organisational integrity;
1) 4H&RSEEEME
2) Partner relationships;
2) EfERAA
3) Financial transparency and accountability; and
3) WHBAREN 5 LAk
4) Programme planning and monitoring.
4) SHEREEARE -

58. Some characteristics of a good governance system for NPOs are described below. Many of these
controls to promote good governance, which are often initially implemented for other purposes or to
prevent other illicit activity, can also have an important role in preventing TF abuse.

58. ARATEFE AR R BRI R — R SR B DA e (B R B AR T
(EE—PERA N HAL AR ER TR HAIR RSB E M ) - 1R £ &R A 5T AT AE
W HE A

1) Organisational integrity

59. NPOs are established and operate in accordance with a governing document, for example,
articles of incorporation, a constitution, or bylaws that outline purposes, structure, reporting practices, and
guidelines for complying with local laws. Members of the governing board understand and act in the
interest of the organisation. The governing board maintains oversight over the organisation by establishing
strong financial and human resource polices, meeting on a regular basis, and actively monitoring
activities.

59. FFEMMHBAI L BUEFA H—E N CFEEDRE (4 1 AFEE - 4868 - 5¥51H
[ ~ 4HA ~ EEUER AR DU ST E MU ERAVIR S T35 ) RIS - BIE SRR E R IR AR
TR AR &SR TR TE - HEG AR BB A FBELA S - HAE
TE HAGH &l F B R E AR RHAH A EE) -
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2) Partner relationships
2) E1FR 1%
60. To prevent the abuse of funds by partners, NPOs carry out appropriate due diligence on those

individuals and organisations that the NPO receives donations from, gives money to or works with closely
before entering into relationships or agreements. NPOs verify partner reputations through the use of
selection criteria and searches of publicly available information, including domestic and UN sanctions lists.
Written agreements can also be used to outline the expectations and responsibilities of both parties, which
include detailed information as to the application of funds and requirements for regular reporting, audits
and on-site visits.

60. Ry T B EEIEEB AR - JREAESEE i%ﬁ%%{%&%nﬁﬁu&ﬁu  pHEHRE LIRS
FIGHAFRRE ~ RHEIRENIZH SR R B s8 il 2 Z U] S ERVE AFIAH SR Tl E 1SR & - IR
HIZH& = AERE A B AN (EFERINEL UN R ) RSB AR 5-"@ &T%Uﬁﬁiﬁ%’]
FIHTEE YIS B AT, - AR E S E M DUSE B - e LSRG B S BRI SR &

3) Financial accountability and transparency

3) B INEY

61. NPOs prevent financial abuse and misuse of resources and funds by establishing strong financial
controls and procedures. For example, the governing board approves an annual budget and have a process
in place to monitor the use of funds. NPOs keep adequate and complete financial records of income,
expenses, and financial transactions throughout their operations, including the end use of the funds. NPOs
clearly state programme goals when collecting funds, and ensure that funds are applied as intended.
Information about the activities carried out is made publicly available. NPOs are informed as to the
sources of their income and establish criteria to determine whether donations should be accepted of
refused.

61. FRENAE T BRI NI E AR - TRV B RIEREEA - 260ms
HEgu AT EHEEN BA —EEEESHARNRE - IRPEFHESETUA - S UREIEAT
M5 (EIERRHIRS R ) SHRIMPEE ERAT I - IFEFIRBEHESRT - SUSIER

iEtE R MECRE SR P FRIER] © SR T E eI AR RN = BUARE < JEEARHAREH
W AR R IR - $52 DUHIE 2 A5 MR A BB Ry e 1R -

4) Programme planning and monitoring
4) G
62. NPOs establish internal controls and monitoring systems to ensure that funds and services are

being used as intended. For example, NPOs clearly define the purpose and scope of their activities,
identify beneficiary groups, and consider the risks of terrorist financing and risk mitigation measures
before undertaking projects. They maintain detailed budgets for each project and generate regular reports
on related purchases and expenses. NPOs establish procedures to trace funds, services, and equipment, and
carry out transactions through the banking system when possible to maintain transparency of funds and
mitigate the risk of terrorist financing. Project performance is monitored on a regular basis by verifying
the existence of beneficiaries and ensuring the receipt of funds. NPOs take appropriate measures, based on
the risks, to account for funds and services delivered.

62. FREMHER TR A e AR B - HEOR & B BLIRS P alt AR HE T TS A - R TT
= JFEA AR R > BRI UG EN H VBRI « T2 EIRE I R b A
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P o JFEFHER G RILEHEE & - IRBHEEHER > WA TR AT S > DR &S
B FH R B R - EIHE R 2 NIVFAE MR B FEE R B S AV TS -
IR EARE R PR TR > AEHE AV E BRI -

63. Although many of the measures noted above may primarily be aimed at combatting fraud, tax
evasion, embezzlement, money laundering, and other financial crimes in the NPO sector, they can also
help mitigate terrorist abuse by enhancing the transparency and integrity of the NPO sector in its
operations and flow of funds. The same can be said of government initiatives to enhance transparency and
integrity of the NPO sector, even if they are not primarily aimed at combatting terrorist abuse of the NPOs.

63. e R AR HE i F] AE 2 H BEAE SRR » 260 ~ =5 ~ ZESRDAUR IR E A AR N A
SRS TRy > BB IR R E A S (E B 0 (A 2 SE I B e B > M IR Al
G2 2R TR IR AT RE - FIHEAEE - BERTHIRE N AHEIA IS B se B MY BURF T 7R At -
R L 5 H A EAE R S B A A i R M 1T
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V. ACCESS OF NPOS TO FINANCIAL SERVICES
V. FREFIAHEE R B HIRE R
64. The FATF recognises the importance of ensuring that implementation of its Recommendations

does not adversely and disproportionately affect NPOs. NPOs rely on banking facilities and other financial
services to carry out important humanitarian and charitable services. However, in recent years, there have
been some reports of financial institutions terminating or restricting the access of legitimate NPOs to
financial services, or taking longer to process transactions of NPOs. The wholesale termination of
individual customers or entire classes of customer, without taking into account their level of risk or risk
mitigation measures is not a proper implementation of a risk-based approach and is not consistent with the
FATF Standards. Such practice has the potential to drive financial flows underground, thus reducing
financial transparency and the ability to identify and take action against TF abuses. Termination and
closing of NPO’s bank account also inhibits the delivery of aid to developing countries and crisis zones
where humanitarian needs are acute and where charitable work contributes positively to the fight against
regional and global terrorism. Financial institutions should terminate or not establish customer
relationships, on a case-by-case basis, where the money laundering and terrorist financing risks cannot be
mitigated?®.

64. Bt e s8R i TE L FAHARAG Y SR R EL SRy B Tt IR AR e A A T B 1
EEBIRyEE  JREFAHAE R Ay BB ZEZ BT - AR (IREERT T e Bt bk s - (52 -
A E I Hes e D SRR A 4% R BRI & VAR R FAH 45 8 FH <R iR 7 B E PR B T R I 4H 4%
A GHIFA LB A AR ] 5 - £ 25 i LR e e A e (e S i it - = & L ) 2 P B (B =
IR EBRAEE T A 2 AR - HBHEsE S md T8 TR SLE IR A AT - MBSO E P R e 20t
TR - R EERERE LA E SR AIES - BINHETPREU S TEIIEE ST - 4810
EARAPATRE FAHAR SR TIRSR - RHE R B A AR5 T BB EE I, - 12 LS RIa TR ZEA
SR JEE TARHEIE, - SRERSIE IR K R AR - (R ARR s BE R Rl - m EREA
% PRGSO B & P A TR 2 -

65. This section of the paper is aimed at clarifying:

65. AREE X EERE

a) how proper application of a risk-based approach by countries and financial institutions may
facilitate access of legitimate NPOs to financial services; and

a) BRI (o IE RS A R p BEBE V5% - fRBIRE A SR SR R EA 2 SRR
%K

b) what steps NPOs may take to facilitate their own access to financial services.

b) FEEFSHER AT PREVBED R - SR AR S 2 R

66. NPOs that handle funds should maintain registered bank accounts, keep their funds in them, and
utilise regulated channels for transferring funds, especially overseas transactions. Where feasible, NPOs
should use regulated systems to conduct their financial transactions. This brings the accounts of non-profit

= Recommendation 10 (FATF, 2012).
2 752 10 (FATF » 2012) o
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organisations, by and large, within the regulated banking system and under the relevant controls or
regulations of that system.

66. IFEHHAAE I B & SR FE R A S MR TIR = ~ RHESFA - WA AR ENE
ESEES > FHEBEEES - E 01T JREFASIEN 2 AR B R TSRS - A
BtIFEFIAHERAIIR = A BRI S AR ERIRITRE 2N » BEZRZRE AWV AH AT E B & -

67. There may be circumstances in which cash may be the only means possible for the NPO to
operate, for example, to provide assistance to a particularly remote region where financial services are not
available. While cash is inherently more risky to terrorist abuse, when cash is used, it should be used
appropriately in line with international and national laws and regulations, including cash declaration
and/or cash disclosure requirements to promote greater transparency and accountability of the funds.

67. HRHEI R FAHBEFryE— P (T ge et - A1 ¢ IRt Bh 2)9A SRS I iR =
B o DN Ry 3R S A B 18 52 R8N 15 FH Y SN B > T DA PR g - 2 IR B PR R B R P A A
BIFRIR & A B B EOK - IR E R AREWHE -

68. Financial institutions should also not view all NPOs as high risk. Most NPOs (using that term in
the broader sense, beyond the subset of NPOs as that term is defined by FATF) may face little, if any, risk
of terrorist financing abuse. For example, financial institutions should not view NPOs (as that term is
defined by FATF) as high risk simply because they may operate in cash-intensive environments or in
countries of great humanitarian need.

68. TR A EARL AT A IR E AR AED & F s R fr o RER RIS (BERIVIFER]
HE - N ROIHE R SR TEN RS E FAVIREAAHA) IREAl e R B A E s -
BOMNS > Rl RE SR RIFEAGEE (RIS SR T8I LIRS E R ) FIH e H RN
BRIRNEFEEA K8 N B R R R N - TR 150 Ry s e -

69. When considering the potential risks posed by any customer (including one which is an NPO),
financial institutions should take appropriate steps to identify and assess their money laundering, terrorist
financing risks (for customers, countries or geographic areas; and products, services, transactions or
delivery channels), and risk mitigation measures being applied by the NPO. Financial institutions should
also be required to have policies, controls and procedures that enable them to effectively manage and
mitigate the risks that have been identified (either by the country or by the financial institution)®. In
practice, when assessing the potential risk of a particular NPO, financial institutions should take into
account:

69. FREMES (BIEIEFEFEAE) ATREm KR EbRES - SRS ERREUHRD B - Pl
sHEEEEE - TR (BHEEF -~ BSOS DL R ~ IR ~ KB EE) MIKZIE
EFAHER R R R TAE S - SRR EREOR - A e Supe TR SEHEILEREAER (F
BIREFHIREE SRR (ERRBGR - 2 T RERT 2 - B L PR E IR E A
AV R > RIS

a) any measures that the NPO itself may have in place to mitigate risk; and

a) (EfIIFEFIHEA S nT R EALER Al (R HIF I 5 PAR

Paragraphs 8 and 9 of the Interpretive Note to Recommendation 1 (FATF, 2012).
# R L oSS 8 Fuss 9 TH (FATF » 2012) -
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b) any regulatory requirements that may apply to the NPO, including those which are not
specifically aimed at AML/CFT, but which nevertheless help to mitigate terrorist financing
risk, such as good governance, due diligence measures and reporting requirements on its
activities for tax or other purposes.

b) (E(TRTREREAIEEAAASRA AR EOK » AR H s T A EAE
BIRAPR RE R ZoR (40« (B R EEE ~ FER A DA R AL R s sl At H Y 8
THENEREE) -

70. In practice, if after conducting a risk assessment, a specific risk has been identified in relation to
a particular NPO, the financial institution should first assess whether that risk can be sufficiently mitigated
by proper safeguards and measures so as to allow legitimate charitable activities to continue. Such
measures could include: the mandatory use of consent regimes for particular transactions; excluding
certain types of transactions; agreeing to approved routes for transmission of transactions.

70. B L R T R 1% SR LR e IR B A AL A R E SR - RS B S ERT
it a Al i & A e A R e e (o P (aZ i - DAE & AN S BB Re sy B HUEE) - 401t
HIFE it P RE ELFE © st R ER Bt EVHFZE RS © iR NS | [FEE B
AR5

71. It is good practice for countries to work with their financial sector and supervisory authorities to
foster a mutual understanding of what constitutes appropriate implementation of a risk-based approach
and work towards facilitating financial inclusion objectives. When doing so, countries should have regard
to the FATF Risk-Based Approach Guidance for the Banking Sector and the FATF Revised Guidance on
AML/CFT and Financial Inclusion. Additionally, the financial sector could consider greater engagement
with the NPO sector and/or its specific NPO customers to help exchange views on the risks and work
towards more effective risk mitigation measures acceptable to all parties.

71. FEERE I SRR E R S F > SR B b B T AR R - ARl
LIepcE B CEAERIREERTS  MRAESMASEE) HE > BIAERHE - BE
W5 BRI R R T AR T S 2R 720 TR E Y LU fe R 770 275 5 (LA R T e S i T
B LRSSt S A 2E - FTR BB R B T (EIEN 755 - 9N > RiSRIES A E A
AR AR eI R EA S P — D A fE > IO LS BBRAE A - MRS S 79 T3
ST (b 55 ) -

Box 6. Example of collaboration between financial and NPO sectors

EPI6 - SRSEIEIFEFESSEER]

To ensure that aid being sent to civilians in need of assistance in and around Syria is used as
intended and is in compliance with UK, EU and US sanctions, the British Bankers’
Associations and the UK’s Disasters Emergency Committee, an NPO umbrella organisation,
collaborated to produce the following guidance for NPOs:

Ry Rk R ant N BLE B R FR 17 Bh A R 8% » REIRIRIE AT e - fE1
AR - BUHESERERRIBIE AT T - ZER T e E ST ZE g (B
FEETAHASN —(EfReEHA) STEHRIE T NYIIREFI4H4ER

m  Provide banks with a one-page briefing on proposed programmes in

the sanctioned country. This should include intended beneficiaries,
how they are selected, the programme to be delivered, who will

© 2015 43



BEST PRACTICES PAPER ON COMBATING THE ABUSE OF NON-PROFIT ORGANISATIONS
B BRI B R B

RECOMMENDATION 8

e 8

deliver the programme (e.g. the agency itself, or its partner in
country), and the procurement procedures for purchases to be made
in country.

RESRT - H AR BERE AR EE T - NEER
& B A A A Bk ~ O RYETE s T et E (A
TR AR B AT ZBITEC G B AL ) DU B AR T PR

m  Explain how due diligence on local partners is conducted —
including the frequency of screening, the sanctions lists used for
screening, and the criteria to be met prior to the commencement of
a relationship.

m  SREAERIAEEEILRRA (AT - A0EC & S B B TR &S
BRFEAVIRR R B RIE0E AR S R R -

m  Consider the currency in which payments are to be effected, as this
will have an impact on the applicable sanctions legislation.

n BREAHCUS AR - AR SR E e Z HIE0EM -

m  Provide banks with a detailed explanation of the purpose of each
transaction and include a contact number of a person at the agency
who is familiar with the transaction and can assist in providing
additional information if required.

n  FRHMRITAERAIASC S HAVRYSEAEERE - MRS ANV E
sadI A o axHRAE NOVERGE R ZNE - Il H RES E FR i 778
fRALERI MY AN -

m  Also provide the payment amount and currency, the name of the
local bank where the account is held, the name the account is held
in, the name of the local partner, a description of any links to the
local government or a sanctioned party, and details of any specific
or general licence which permits the transaction.

n  REMIEEEREE R - BB FIRIT AN - B BRELSE
fir 47 ~ BLE ERRF B032 i 07 A RT R H TR R A B A AT e
i i X AT E B — A ISR &L -

m  Engage with regulators to ensure actions are, if necessary, covered
by general or specific licences and make reference to any licences
in payment instructions. This will assist the bank in ascertaining the
legality of the payment and prevent potential delays in processing.

n EEREASSE > DIHERRIEITTEN G — e € IR EE

(MIFBE) MAETRERIH T K38 FHEIRER - SR EIR
TTHEE (RHY & A MR PR A AE T RE I ER R BLHE -

m  Take responsibility for determining the legality of the payment.
Banks can advise on the applicable legislation and the agency
should then consult with its legal team prior to processing.

m REMNFEYETERNE o sRITAERERAER - ML EE
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72. For donors it is good practice to undertake reasonable steps to research publicly available
materials in order to ascertain how an NPO operates, how it is managed, the nature of its programmes and
where they operate. This is especially true for NPOs that operate in areas where there is known risk of
terrorist activity.

72. HIR B SR RIS EAD B - TS ABARUSHYE R - WAETEE IR E AR (F R B
HY7= ~ SHEWE FEF B - B RE BEUE - EBHINE AR E B R R A E
AR E AT AT -

73. In practice, the following may positively impact NPOs’ ability to access to financial services
both from financial institutions and from donors:

73. T L LT R B REFSER K B SRR & Z M E I B -

a) developing constructive working relationships with their financial institution;
a) HAH-pRbEREE T ABEEMEESTERE

b) engaging in proactive dialogue with the financial institution, including proactive provision
of the relevant documentation to the financial institution;

b) HBlpmitERETERCEE - GRS EEHR AR S 4E SRR

¢) showing awareness of any terrorist financing risks to which the NPO might be reasonably
perceived to be vulnerable;

) [EREHVEGHEEEHEERHEIIH IR E NS A R B R b IReE

d) demonstrating that the NPO has implemented measures to mitigate those TF risks, either to
fulfil regulatory obligations, to fulfil the requirements imposed by their donors, or at their
own initiative;

d) EUIREAHESC EREE R - PINEFHENERES - SE S EE
EHBEERIEREK -

e) if potential problems arise, ascertaining whether financial institution’s concerns stem from a
particular individual involved with the NPO, or from transactions in a particular country or
region, and considering and discussing with the financial institution whether the NPO could
take additional actions or already has sufficient risk mitigation measures in place; and

e) EVBEREMIRNG - SREEIERE % EE A B R (8 A\ SR B R E B 2L
HEANAVR F R A SR - % EIRE SR S RES R M TR EAE R 7E
P e o e B2 O A < B R S AR+ DR

f) involving their umbrella organisations, self-regulatory organisations and/or donors in this
dialogue, as needed, to help clarify the risk situation and the risk mitigation measures that
are in place.

f)  WEE  EEIREAS - 3R EAMST SR A G S - DUREh RS Eks R T
PRI (R i -
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ANNEX 1
EXAMPLES OF MEASURES THAT COUNTRIES HAVE IMPLEMENTED
AND WHICH MAY, DEPENDING ON THE CIRCUMSTANCES, HELP TO
MITIGATE RISK

Fifgs 1
ARSEEE H e RN ERE (GIENNE) BEEER

1. These are some examples of measures that have been implemented by countries and which may,
depending on the circumstances, help to mitigate TF risk. In practice, the unigue circumstances and
context of each case will determine whether a particular measure is a good practice that is partially or fully
mitigating the specific risk involved. The types of circumstances and context which are relevant to such a
determination and unique to each jurisdiction include: the level and type of TF risk, the size and type of
charitable funds or assets being distributed, the geographical context, and existing measures in place by
government authorities, among other considerations.

1. R CMHSERRA B (RERME) fIReA R ERERES - 5% 1 SEZEFIHY
JER I L B R R TR T e X PR 2 75 RE A E 70 B e BE (R ZE P EI R e JEfg: - USRI E A AL
HEBSREEAE N BER &R E T - BRI ER BN - RS E S E NI
A~ s PREREE DU BRI SRR A S S THE /R E -

2. These examples should not be used as a checklist or “gold standard” of measures to be applied in
all circumstances. A “one size fits all” approach would not be consistent with proper implementation of a
proportionate, risk-based approach, as called for by Recommendation 8.

2. BT PR E S (Fiet R BB A ST EE Y T e ) HEEER - T BEEE SR ) 1Y
fOAETERSS 8 TR - WHIEMEE M —EGELE] » DURR REEZ JTEAF

3. The examples are provided under the following four elements:

3. ELE R MYITUAER

Box 7. Effective approach to protecting the NPO sector
TH 7 - —(ERERIREIEEFHBAMEE

An effective approach to protecting the NPO sector involves varying degrees of the following four
elements depending on the circumstances, TF risks, existing laws and domestic legal framework, and
other considerations for each jurisdiction:

—EARREIRE GBS B E YU R - HIERRE &A A E  GRFE - ERE R -
LA AREABRNEAREB UK SEHEMEEREME -

1) Ongoing outreach to the sector;

1) FrEEIRSsHEER

2) Proportionate, risk-based supervision or monitoring;

2) EREEETERALLOIH LIRS R ALEE

3) Effective investigation and information gathering; and
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3) ARGHEEEESE DK
4) Effective mechanisms for international cooperation.

4) ERHIEE S R -

OUTREACH TO THE SECTOR
BREAEEEE

Box 8. Spain
H{18 - FEH

Spain’s Tesoro Publico (Treasury), under the Ministry of Economy and Competitiveness, led the
development of a best practices and recommendations paper on Combating money laundering and
terrorist financing: Non-profit organisations sector. The paper, which is published on the
government’s website, was developed in consultation with the authorities that have supervisory powers
over NPOs, organisations representing the sector, and NPOs. It is meant to assist directing officials in
meeting their obligations to ensure that NPOs are not used to channel funds and resources to persons or
entities linked to terrorist groups or organisations. The paper recognises that the need to apply such
measures is dependent on the risks faced by each NPO, and emphasises the need for NPOs to analyse
and evaluate the risks inherent in various activities in order to determine which projects carry higher
risks. The paper discusses how NPOs can strengthen overall oversight in the following three areas in
order to protect both integrity and reputation:
PHIEFHIFTECED (Tesoro Publico » SEBHEETFEGEF 5D ) $rEHFEFIHE ‘H#RY—ELH
S FEES T R AR o B A MiTEBUAEE BRI - B Esd s B I S FIAH AT
5 u&ﬁ%@%lﬁ SHIHERI N BIEFTRIEN - BEER K T Bhis EE T EFHES  HiRIEFEH
SRR B8 P F R B B I S AH G A R R VY (18] N\ B G 2 8 e B RO (R Y B 7 - S E
B0 TR PR R e it > 75 1R 2 R A AH AP R Ay B T 2 » G5B R o Pl S TR E 4
Eﬂa WESEH < EA R - DHERSFARSEREY - B > IR RIFEFHSE
REAE M= REEGREHERSEE - KIABIN RE BB R M Bl

m  Functioning of directing bodies. The paper emphasises the need to
implement measures that ensure the ethical and professional suitability
of directing officials and key employees, and recommends that NPOs
establish rules on the powers vested in directing bodies and clearly
define duties and procedures by which resolutions are adopted. Ensuring
that directing officials act in the best interest of the NPO and that
directing bodies are accountable and transparent can help prevent the
infiltration of individuals that may abuse NPOs for multiple purposes,
including terrorism and terrorist financing.

w  HEREEFDEE o R R R R B B T E T R B
AU B M - MR R B R AR A TS B AR ST - HE
R Z SRR EEEER - RAEAEUZEIFENE
S EN R TEITE - WHEEIRE TSR B ER] - R’
HRTRVAEN SRR B (B ERBIEE) A
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BIBEIFEFIHE -

m Planning and technical monitoring of activities. NPOs can use planning
and monitoring to prevent the misappropriation of funds for terrorist
financing or other criminal activities. The paper recommends that NPOs
clearly define their purposes and beneficiaries, and refrain from carrying
on any activity not designated to attain those purposes. Understanding
where risks exist, setting clear guidelines for the delivery of activities
and monitoring those activities on a regular basis can help NPOs ensure
that resources are being used as intended.

w LB REIHER R E - FREANH TS A AR B B - FH
P& e AN B EA IO SR EE) - O e AR
EFRHTFEEZA - W REEEER 5 AT ZEMEE) - Hit
BETEIERIE R EIRE LS E BB I EUEE) - Fo 0 e e
FIRAE » A B E FIAH SR R R R IR AR B R TR -

m  Financial transparency. NPOs should ensure financial transparency and
accountability. Strong financial controls to track and monitor the source
and use of funds can assist NPOs in preventing and mitigating the
misuse of resources for terrorist activities.

w FEEY - JFENHBTEMER B AREN - A EHEEE &S
AOREBLR 2R - REGRMA DM BHEE UL - A BN TRNTEIE (K
FEE RIS~ & R P B A R A M S Eh Y AT RE -

1. While this document pertains to both money laundering and terrorist financing, it is referenced in this report for
terrorist financing purposes.

1. SEZRIESCRFEIRHEEIZESAER, » (R EAR RS TMEANE L HRETSIA -

Box 9. France

HH 9~ EE

The French Treasury publishes on its website a guide of good conduct for the associations with regards
to the terrorist financing risk to which they are exposed. This document intends, in particular with
regard to Recommendation 8 of the FATF, to warn the associations and their managers to this specific
risk, to improve their diligences measures, and to help them to put in place adequate internal policies,
procedures and controls to this end. This guide explains the recommendation 8 of the FATF and the
expected measures of the FATF (awareness, control and monitoring of the sector, effective collect of
information and investigations, capacity to answer to foreign requests on NPOs). It also exposes the
national and European regulation and devices on terrorist financing in particular on assets freezing; the
risk assessment on the threat; legal requirements related to the financing including donations;
expectations for good financial management; requirements for the nomination of the managers, and
legal provisions concerning associations.

JE A AT A ARG b 2417 T 78 P 7 25 1 A Tl L i e R LBy 2 R o SRS H YRS (551
FIFRIESE SRTE TIFARSRAVEEE 8 THAR ) M IRIERS e R HACH A B SR EHYE
b ~ e R & T 7 B P St ¥ it — B VBRI E BRI EIEUCR - B AR - 55 3R
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T BRI SRR T BN LAFAH SRS 8 ARG s R TEh LA SR THIAV IR (583
HE SR ERZEFT - ARCEREENIETHE - FIERIMERIIREFIGHEEEKHIEES)) - HigE]
JEBIR N BB A RAR & AR E BT - R RIS RAE E E - SRR ATy RS - AIEBhA
BRRVEAEMUE - EFEIRRY - BNME R B EERVHARE - &8\ BIRBMUE LIS & A REHYE
(e S /E

The French financial intelligence unit (FIU) Tracfin published in its annual activity report and on the
website of the Ministry of Finances a typology case and some warning criteria and indices focused on
the misuse of associations for terrorist financing such as : association's bank account financed only by
cash payments; use of the association's bank account as a transit account and absence of real activity of
the association; credit flows to a personal’s bank account from the association’s bank account;
environmentally "sensitive" around the association; relatively small financial flows, to link with the
sensitive environment.

EBEREE 0 (FIU) Tracfin 2 1 47 RS Eh#E & 10 AL A BB A A 1 ZE YRR A1 — 28
EEERIER > R SN BSR4 AR TIR FE R ER0R - K e
FYERITIR =& R AR IR = (8 AL B2 A AR i & eV B S8 - SR (e iy e ERITIR = e (B A SR
TRF ~ e AVAHSRERIE - EERENERRES -

Box 10. United Kingdom
{10 ~ £EY

The Charity Commission of England and Wales has established a small outreach team to raise
awareness on issues such as fraud and abuse, including abuse by terrorist organisations, within several
key charity sectors. The aim of the team is to provide effective and thorough engagement with
stakeholders to enable charities (NPOs) to protect themselves from abuse. The outreach team focuses
on charities working in areas of highest risk by running events for charities working in Syria, speaking
at third party events, publicising existing guidance, and creating new guidance as issues develop.

AR B T E T B G T — B/ YA E R E R A E e AT % H E =T
PR EEAIREERALS i (IR E R MHAER A ) AR - a2 EX S e A SRR & 7
ASE - DIEZEEE GREMHS) tngE 5 B EEE - a8 BB BB ERT
T8 R i = R R 2 S TS SUE R o N (R SR R S 8 - TR 8 =TT 280
AN - AMiBTARVIS R UK EE ST e E e -

The outreach team also issues “alerts” on key issues such as due diligence on partner agencies,
monitoring, sending funds internationally, counter terrorism legislation and requirements, aid convoys
and sending staff and volunteers.

Z o B R ER S EREER R (A0 - Wl SRR T RS - B - FEESEEY - B
EFREHE - BIBMALASORE N EEGETE) & T &R -

In addition, the Charity Commission has published literature and posted information on its website on
giving safely to Syria. This includes advice to make donations to registered charities that have
experience providing humanitarian assistance in high risk, insecure and dangerous environments and
which have ongoing relief operations in Syria and/or surrounding countries.

AN - 2EZ B e AR H NS B R BN ne AR SRR & AR - BAEEE IR 2 A
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The Charity Commission has also worked in collaboration with umbrella organisations and sector
leaders to develop an online toolkit to help charities establish good standards of governance and
accountability to safeguard themselves from terrorism, fraud and other forms of abuse. The toolkit
includes guidance on how terrorism legislation applies to charities, how to deal with individuals and
partners on designation lists, both domestically and internationally, and the impact of extremism and
radicalisation abuse. It also includes practical examples and tools, such as template partnership
agreements, checklists and case studies.
ﬁﬁﬁaﬂzuﬂl{% EHG AP IHENERRE —ER P2 SRR E e
HERBIEE - (€8 B 028 £ - SRS EMP aVEH - TRES TR E20ER
ﬁﬁﬁ JRREE A A PR R FE A 4 B b {18 A BRI P S NI E 44 08 B DL R Y3 1 ikl = R LR 17
EEYER - tWEE THBIES] - 41 SFERHRS - iR EE RS -

Box 11. United States of America
B 11 ~ =B

The United States engages in sustained dialogue with the US NPO sector, including charities, donors,
and specific communities, such as the Muslim-American community, Somalia-American community,
and the Syrian American community, among others. The US participates in community outreach events
around the country to meet with community leaders and members on a regular basis. The US also
provides a number of guidance materials, such as the US Department of the Treasury’s website related
to protecting the charitable sector from terrorist abuse®.

SEEIBUN —ELUREMISSEHIREFsHS: (BEESRE - AR EE > 40 « BHrbk-3=2
BUFEE ~ REA SRR E UGB s SR B ) (RIS - SREIEUT AR & 22 S R ]
SR > EAIEREE A LU R S G H - SREBUF & e R 2455 &R > 40 0 HEMEE
AR S T A2 R oy TR FH A AR o

These existing publications include an Office of Foreign Assets Control (OFAC) risk matrix, voluntary
Guidelines, charity FAQs, testimony related to protecting the charitable sector from abuse, domestic
sanctions against charities, and international publications on the TF threat and risk mitigation best
practices. Periodic review of these publications and consultation with the US charitable sector may also
lead to updates to these documents over time.

EEREAN I R BB NE R A AE (OFAC) JEpRIEMES « S LAH - 2SSt R
-~ MIfRE SR R RS - BN TR SRR RIE A SR E%é?&@%%ﬂ%{%wﬁﬁ%ﬁ
WOEHIBIFETIY) - 55 Bkt s Lo T e si s B 26 2 B0 F IR BN A H R (R pciE Se SX AR BT

The US Treasury’s matrix of common risk factors® and Anti-Terrorist Financing Guidelines®, among
other voluntary guidance for the US non-profit sector, were developed to assist US charities in
identifying the level of risk for some of their activities and adopting an effective risk-based approach
that can be used when disbursing funds or resources in high risk areas. The risk matrix and Guidelines
were designed to provide NPOs with an understanding of the risks that they should consider in the
course of conducting their due diligence and some examples of risk mitigation best practices. These
guidance documents are intended to be helpful tools for charities to consider using when developing an
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appropriate compliance program, particularly those charities that conduct overseas charitable activity in
higher risk regions. The matrix is not a comprehensive list of risk factors indicating abuse or
exploitation of a particular charity or its operations, nor is it meant to establish whether or not a charity
or grantee/recipient is engaged in illicit activities. The Guidelines are voluntary recommendations for
the charitable sector to consider in adopting practices that may better

protect it from the risk of abuse or exploitation by terrorist organisations.

E BB ARG TS 2 B HE R ° S IR P B &M
Z FLARIE &R Ry T 1A BhE B 2 AR S B o E B e 4RO R — A 380 DA B
B ~ 1 5 B\ bt e P o ic & < s IR B (o FH AV EO% - B (R e B RN A s e s T RS/ T
o0 eI AH AR e ECA et T 2 Ik AR - 5 e A R g DA R B B 7 [ AR R B Y e (AU < 2B 2
155 30U B E S RETHIE — BB S Va1 E0S il E A% 8 R 2 i B i & e S
YN EZTERNH RSN - B (B RR Y T A 16 (R € 2 St s B (E E E I A BeA
HEEAT - BAETAEREER &SRR N TR EIREES) - 2
RS R B B MRS DA SIS IR Al i — 2 (R B B o B 2 R 4 &R
A VEUERT - AJAS & -

Notes

1. www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-index.aspx

2. www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/charity_risk_matrix.pdf
3. www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-charities-intro.aspx
B

1. www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-index.aspx

2. www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/charity_risk_matrix.pdf
3. www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-charities-intro.aspx

Box 12. Canada
FH12 ~ &R

The national regulator of registered charities in Canada, the Canada Revenue Agency (CRA), provides
information on its website to assist charities in meeting the legislative and regulatory obligations. It
advises charities to develop and implement sound internal governance and accountability procedures,
financial controls, risk management systems, and transparent reporting, in order to protect themselves
against actual or alleged abuse of any kind, including allegations of fraud, money laundering, or
support for terrorism. The CRA has posted the following checklist to its website to help charities
identify vulnerabilities to terrorist abuse.

INZEARIREAN & E MRS SO AR Rl KRB R (CRA) FEHAENL EEZHE TAHRE

&l > MRS REE R IIERREMNETS - CRA RS IRGE I B (E EHI A LGRS
HEREER MHEE - BlrEE AR EsaZazit > DUIREE 5 22 HEMERE
fEPEECE ] - BIEARHE RN - JEsssE B £ RIS - CRA EFEHAIE MG T TR -
frpBh e St e FE 2 R i oy TR RIHE S 9IRS

m Do you know about the individuals and entities associated with
terrorism, which are listed in Canada under the United Nations Act and
the Criminal Code? Are you aware of the Criminal Code and the
Charities Registration (Security Information) Act provisions on
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financing and supporting terrorism—and the consequences of breaching
the provisions?

m  RAEEA R F FE REAYE AR ERS TR & B A ZE B
ERFHENIZE RN BRGE BT ? LR MENZ ST it
(ZEEN) EARRE BB F RV RI LR & S e Rk 12
SR 2

m Do you have a good understanding of the background and affiliations of
your board members, employees, fundraisers, and volunteers?

RS TOEECHSHIRE - BT - SRNEDURGE TR R
IARIFEA ?

m Have you read the CRA guidance about keeping adequate books and
records, activities, engaging in allowable activities, operating outside
Canada, and charities in the international context?

m  EFE CRAGREMEESCHEGECS: ~ JEE) - (EE et ES) - 05
RIFIMNENE DU A BIRE E B ER RSt S 55 (15 2

m Do you have appropriate, sound, internal financial and other oversight
and verification controls—for example, appropriate delegations and
separations of authority over the collection, handling, and depositing of
cash and the issuing of receipts?

n  THVHEE S A EE - (@RISR B B B IR T 122 T
- BOIMS - $HERENESE - RHEHBER SR AT BWBES
ks B BIrmAERAAE ?

m Do you transfer money using normal banking mechanisms, wherever
possible? When it is not, do you use reputable alternative systems, and
have strong additional controls and audit trails to protect your charity's
funds and show how and when they were used?

s WESAEHIEE R TEENEEREER ? WIFH » TEGHE
MEAAEINERITE ARG N E RGBS a0 sk -
DAfrbes AR4H AR HY & Bl 58 HA L R 05 ZCBE R ] -

m Do you know who uses your facilities and for what purpose—for
example, your office or meeting space, name, bank account, credit cards,
website, computer system, telephone or fax—what they are saying, and
what materials they are distributing or leaving behind?

m  ERIEAEE SRS R AR (B EH A = g Zze ]
2t~ SYTIRE ~ EHR - 480k - B ARG - ERLEUEE) A
SR N DR 2 i BiE B Y B R A 585 2

m Do you try to find out who else might be supporting a person or cause
that you are endorsing in public statements, and who uses your name as
a supporter?

RS AEERHEAH T RE R RN P BT B R SRR
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ELA - S IR EHERE ?

m Do you know where your donations and other support really come from?

m EAE SRR IR AL PR B i VTR ZCIRNS 2

m Do you know who has ultimate control over the project that your
charity's money and resources are benefiting, and what the money and
resources are used for, including after the particular project is finished?

n ERIEES N R RS FE X RN SR ER - ARSHE
FERENS 7

m Do you know your partners in delivering the work you are doing, and
their affiliations to other organisations?

TSR T A S TER S L S A B A saH as 2

m Do you have clear written agreements with agents/contractors/other
partners, in Canada and abroad, covering what activities will be
undertaken and how they will be monitored and accounted for? Do you
check that the agreements are being followed?

= fﬁ%@%ﬁﬂtﬂ@ﬁfiPSI,ﬁilﬁMJCEEA/AZ’JFﬁ/ﬁWZAFE%{#%‘ET@

RHrRsE - Nk EEE AT DU a0 5s B BE % S Eh
5= ? RS ERERERGHEAS ?

SUPERVISION OR MONITORING
B

Box 13. Norway
BB 13 - R

Norwegian NPOs active in higher risk areas generally receive part of their funding from the Norwegian
government. As a result, they are subject to a number of supervisory measures, including the
requirement to register, report on the use of funds, provide statements of income and expenditure, and
ensure that they know their beneficiaries and associated NPOs. These measures, which are aimed at
uncovering fraud, corruption and terrorist financing, also apply to foreign NPOs receiving funds.

IR E SR = RSB - — RGBS EBUF R &S - AL - Mfio/HE
RIRZ BB B > BFEEEN B E SRR « R A A B S A DU e PR L8 2 2 A\ BEAH R
# MRS - B i 5 R 2SI ERER S - FtEAREZEINESRIIREHH

The Norwegian Agency for Development Cooperation (Norad) and the Ministry of Foreign Affairs’
Foreign Service Control Unit (FSCU) monitor the use of international development assistance to
prevent and detect irregularities and crime, including terrorist financing. This is done through various
means, including audit reports and spot-checks of projects and funding recipients. The FSCU and
Norad conduct investigations when required and may share information with the financial intelligence
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unit (FIU) and the Police Security Service, where appropriate.

MR & 1F 5 (Norad ) LUK SMIERHYES M52 E Bifir (FSCU) B R BB EIIE S RN -
EETERG 228 R E ZJUSEES) » GEEE - RTINS0 - BateimE KSR KB
SREWOTEITHIA - FSCU 8l Norad &1 fFRERETHE N H i seflERFR .0 (FIV) Bk
BREHABEEMTZEM

NPOs are also required to register in order to open a bank account. In addition, Norway encourages
voluntary registration of NPOs by providing incentives such as preferential taxation treatment.

I A A R M BT SR THR S - LA Sl B R B VER i - R s
IR - (R ERRR B -

Box 14. Isle of Man
14 - BRE

The Isle of Man had previously made several attempts to implement a registration and oversight regime

for AML/CFT compliance across the entire NPO sector. Through consultations with the sector, it was

able to propose an approach that would narrow the focus of the regime to only those NPOs considered

to be at greatest risk of terrorist financing, rather than the NPO sector in its entirety.

B RS 2 AT i OB S TS T S R (8 & AR SRR LD A58 4 T B R A (A e B e e 5 ] FEE A

i o BLERFTEEEIR - fR IR Y SR U S e A KB RYE BRI FEHHAR (TIRERE
EIFEFIAHER ) HIHUE -

The Isle of Man developed the Specified Non-Profit Organisation (SNPQ) designation for NPOs that
would be subject to the registration and oversight regime. Criteria for the designation were based on the
FATF definition of NPO and several factors related to the risk of terrorist financing." By narrowing its
focus to the areas of the sector that are of greatest concern, the Isle of Man will be able to make
efficient use of its efforts and resources while protecting low risk NPOs from the unnecessary burden
associated with meeting the requirements of the registration and oversight regime.

BB B ST R FIAHRRAE T BB IR R FISIR, (SNPO) MM » BORIEEAIA S B
2 - A EAIRE R AN SRS e R TE) T IRAE SRS IR 2 FAH AR P & LA SR THA &
RURARAIRNE B - HHERE N EEA RN - BE B ES TERM
HRHVER » [FIR X AEprbE (R EFI4EA - B AR SRR S A -

! A Specified Non-Profit Organisation (“SNPO™) is defined as: “a body corporate or other legal person, trustees of
a trust, partnership, other association or organisation and any equivalent or similar structure or arrangement,
established solely or primarily to raise or distribute funds for charitable, religious, cultural, educational, political,
social or fraternal purposes with the intention of benefiting the public or a section of the public and which has-

Y EBIEEFIAALE (SNPO) 215 : THEIEASEMIEA « BRAZEEA - SRR - A &AL
FAEAE EBGRRES sk - B HAERREER R TERSOICES 580 UL BF B
A HEERAESFEHNNE S - SIEEEARE DY ARRIEH

i. anannual or anticipated annual income of GBP 5 000 or more; and

i FRUG ASCTEIAGEUL A 5,000 S58E0L 3% 5 B

ii. remitted, or is anticipated to remit, at least 30% of its income in any one year to one or more
ultimate recipients in or from one or more higher risk jurisdictions;”
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The concept of “other good works” as referenced in the FATF’s definition of NPO is not included in the definition
of the designation on the basis that it is too vague to be realistically enforceable in primary legislation. It should
be noted this draft has not entered law at the time of writing and may be subject to minor amendment.

TERHISE 2SR TE LIRSS IR B FIAHARAT T AYE b Ry " B B4 T ) MR B S s R Ay
EFEN > NEAEEN - BE EEEEHESIIIERT - BEEN T | MEEEARSEEERF AR
FIAERR - AR EE T/ MEEELE -

Box 15. Canada
B 15 - iR

Many registered charities in Canada fall within the scope of the FATF’s definition of NPO and are
considered to be particularly vulnerable to terrorist abuse. In recognition of these inherent
vulnerabilities, the national regulator of charities in Canada, the Canada Revenue Agency, has
established a specialised division to support the government’s anti-terrorism legislation, and to mitigate
and manage the risks of terrorism as it pertains to registered charities. This includes preventing
organisations with connections to terrorism from obtaining charitable registration, which provides
charities with preferential tax treatment, and detecting and revoking the registration when connections
exist.

A ENIZE IR M ST S PR SR TE LIRSS IR E RIS THIER
A B8 R s B 2 21 0 T - BesREiE e A HY 595 - ISR AT A SR
HIERH — I REIR D — CASEIL—EEBAVERNT - B BUR I SOZ M £ FA 20 DAGE
HlF SRR E SRR - 5 E T TEYTBLR £ 25 FrRalt Ay AH AR EUS B St i
FEHESHBERNBATE - WSS EET RS - ARG & -

The division uses a risk based approach in reviewing the activities of applicant and registered charities,
and takes into consideration factors such as the location of operation and connections to entities with
links to terrorism or terrorist financing. Reviews are conducted by senior intelligence analysts,
researchers and auditors with specialised training in terrorist financing, using open source information,
classified intelligence from security partners, and information submitted by organisations themselves.

If an applicant charity does not meet the requirements of registration for any reason, including
connections to terrorism, its application will be denied. If a charity that is already registered does not
comply with the requirements of registration, for any reason including connections to terrorism, the
division can apply a range of regulatory interventions, including education letters, compliance
agreements, monetary penalties and, in the most the serious cases, revocation of registration. If the
division encounters information that is relevant to a terrorism investigation when carrying out these
regulatory duties, it has the authority to share that information with national security partners and law
enforcement agencies.

% HOF EARAR F SR B SRS BN L T Y RE SRS - (A PR DU BB 70 - BT 2 B
FEAEM £ R ARV PR B ER RN AEE - HERBEE AN - S N B DU
HEERECEN SRS AN BRI FIBHBETERN ~ o E R Rz s A B2 & s BT =i i
i o 75 B SRRSO R MR - EREAG 2R Akl - S &R EIHEE M - 5
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Monitoring applicant and registered charities in order to prevent and disrupt organisations with ties to
terrorism assists the government in preventing the exploitation of charitable resources to support
terrorism.

Ry T B2 T 25 Pkl - BEERHT R 35 < St LU A MEV SR - KA BN BUR
HREESEFREEIE A AN BB R E3%

EFFECTIVE INVESTIGATION AND INFORMATION GATHERING
AR RS

Box 16. Portugal
B 16 - FET

Portugal introduced legislation creating the Permanent Liaison Group (PLG), which constitutes a forum
for information sharing between the Tax Authority and the financial intelligence unit (FIU). The Tax
Authority, which also collaborates with law enforcement on tax crimes and related money laundering,
may share a wide range of information with AML/CFT authorities through the PLG. This includes
sharing relevant information, for TF prevention purposes, including information concerning NPQOs for
potential terrorist abuse, such as donations received by NPOs, donations made by individuals to NPOs,
and declarations concerning crossborder transfers made through the financial system to beneficiaries in
tax havens.

BRI GE T ALK AMRE/ NE (PLG) HNILE - Z/ MBI HREL R BR 0 (FIU) 2
4k P SRR - RS PR RE ANt AR A B AU TR LSRR eS8 B H TR & > nILUE R
PLG FIRfIESRATRE MM T E RS E M - EEEANESHEY BEERER = - 8a 7T
FIFEEFIAEER P REE R MG o0 5 A SRR A RNV ERT > 4 SFEFIAHEEERIRNY - (B A RIE
EHAHBAHEITHIRNE DL SO 1 5 RS S RS BER 2 A R R E 12 s N 2 BB -

Box 17. United States of America
EH17 - EH

The United States Government takes an interagency approach to detect, deter and disrupt cases of

terrorist abuse within the NPO sector. Several agencies, each operating within the parameters of its own

authorities, work together to analyse available data, threats and trends, and to determine an appropriate

government response.

SERBURAE(R ~ BELE PAUR A48 5 8 AR 48 N B2k o0 % P Y S IH SR S B P IS0 © 5F

S HA SRR 2 BN EEIIRRR & Rt & 1 oA rT S BV BUE - i BLEEA D E BUR MR (S H
AR RHEIRE
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The Department of Justice (DOJ), the principal government entity responsible for overseeing the
investigation and prosecution of TF offenses at the federal level, uses its authorities to investigate and
dismantle terrorist financiers and thus deter future supporters. To advance this mission and in
recognition of the importance of tracking the financial underpinnings of terrorist activity, FBI-TFOS
(Terrorist Financing Operations Section) was established immediately after 11 September 2001 to
identify and disrupt all TF activities. FBI-TFOS is charged with managing FBI’s investigative efforts
into TF facilitators and ensuring financial investigative techniques are used, where appropriate, in FBI
counter-terrorism (CT) investigations. FBI-TFOS works in close coordination with the National Joint
Terrorism Task Force (JTTF), which coordinates CT efforts of federal, state and local law enforcement
agencies through local JTTFs. In addition to FBI-TFQOS, other DOJ components play a key role in TF
investigations. When an investigation produces sufficient evidence for a criminal prosecution, the US
Attorneys’ Offices, working closely with the DOJ’s National Security, Criminal and Tax Divisions,
leverage multiple federal criminal statutes to prosecute cases involving TF, including cases of charities
that have been misused to support terrorist organisations.

EAED (DOJ) 2B 4k & 5 b B & 2 E AR S & B B Y T BT RS - A A
PREFA LA 8 - M2 1E HRHVEBNE - Ky T 2 RCGE A ay A EEHES M EE)
A ASBRHVEE S - FBI-TFOS (ERVETEERFT) 1£ 2001 4F 911 AR IR - BRI
EFTAIERVEE) - FBI-TFOS SRt HERVETHREWMEIRE FBI AV (CT) SHE TR
B B Rl &R - FBI-TFOS EARR S &I ERAER/ NH (JTTF) AE U] - 2F
B IRFRBUR ~ INBURF LR 5 hoE R Z 28 JTTF 12 CT JFIEifHIAY35 )7 - Br 7 FBI-TFOS » H
fth#y DOJ BRI ERAE & LT & sh s RA T FA B - TR AR e AV USRS R » A1 DOJ Bz %
2~ JOFRERR G A PR VB S Y E B S B A E e 5 | ST BUM AR (RIERFH UERN
AL AR RS ARRE ) eSO BRI ZE B -

Agencies working closely with the Department of Justice and the law enforcement community to
identify and take action against TF threats in the NPO sector are the Internal Revenue Service (IRS), as
the NPO regulator, as well as several offices of the Department of the Treasury, including the Office of
Intelligence and Analysis (OIA), the Financial Crimes Enforcement Network or FInCEN (the financial
intelligence unit or FIU of the United States), the Office of Foreign Assets Control (OFAC), and a
policy office. In addition to identifying and responding to terrorist threats to the NPO sector, the
various offices of the Treasury are also involved in and conducting outreach and international
engagement on this issue.
MELER LA EVIEE ~ RS FEFAH RN B B < SRETBINIIER - AIFEH4H
SEERRANERS (IRS) DUSGEBNEEINZ(EAZE - BaERomikA A= (OIA) - &
R FRRESEEL FInCEN (&Rl iE i BBy SRl iEE 10 )  BISNEEZREHIF A= (OFAC)
BRI A ZEF - B 7 IR 2 AR SRR R MR R 2 A (B S » 72 EufUr B AR R A = th 22 B
R T LR RELRH R Y T o B B P S &) -

The IRS, a bureau within Treasury that administers and enforces US tax laws, can also play a
supportive role in the US Government’s counter terrorist financing (CFT) efforts, in particular through
the work of IRS Criminal Investigation (CI) division, which investigates criminal violations of US tax
law, as well as money laundering and other financial crimes, and IRS Tax-Exempt/Government Entities
(TE/GE) division, which administers IRS laws and regulations related to tax-exempt organisations.
When authorised to assist in a TF investigation, these IRS components can provide unique expertise
and authorities to support US Government CFT efforts. The IRS analyses financial reporting violations
as they pertain to filing requirements and tax compliance. This can lead to further investigations, which
provide additional insight into underlying illicit actions, including terrorist financing.
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BNV BE B R BT - S TRENE - AEREBUTTRER (CFT) JymthiriEE
BV > Rl R R E N SSEINARVUIR T R DU s BA H At SR IERY IRS JUFRERE
(CD) BBFT > DL B HiAI R AR A REHY IRS AFRBIEHY IRS RHYEBUFERS (TE/GE) HFT -
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FinCEN establishes the United States AML/CFT regulatory requirements. FinCEN collects financial
intelligence through suspicious transaction reporting, cash transaction reports, and other
threshold-based declarations/disclosures from financial institutions and persons. This financial
intelligence can be used in conjunction with data obtained from the law enforcement and intelligence
communities, and publicly available information to help identify individuals and entities involved in
illicit actions, including terrorist financing. FinCEN’s information can also contribute to the
development of economic sanctions against those involved in terrorist financing and can support law
enforcement criminal investigations. FINCEN also may pursue enforcement actions again entities or
individuals that substantially violate their obligations.

FinCEN 2B HE R HIEEE FTRERZVEFZK - FInCEN FE#EESHEEEEERA e
BRBA8 By s DABCEAth S R R B E T THY A PR R fa B ST S B SRS i - (LAY
ERLE T AIZR B SR B G ST AV EEE DU AT A BHRUSHY BN & (60 » #ELUR B B 58 B kA
T8 (BEER) BYEANBLEES - FinCEN RYE R A BT B 5 & AT &5 A RS filsol:
HAESi VAR RAFT Y IESESEHE - FinCEN th rTAE &b ELAS 2 L HE B B RS S E B HR
HITTE) -

OIA works with the US intelligence community to identify specific illicit finance threats, including

terrorist threats within the NPO sector, that then initiate broader interagency discussion about responses

to these threats, particularly administrative sanctions actions.

OIA B BE T EFH R EHS R A SRR - EFEIRE NS E TR - AR T &
ZHIBSERF a3 - ST E LB R R E MUY [EIE - R B2 TR TED -

OFAC administers and enforces economic and trade sanctions based on US foreign policy and national
security goals against targeted foreign countries and regimes, terrorists, international narcotics
traffickers, those engaged in activities related to the proliferation of weapons of mass destruction, and
other threats. OFAC acts under Presidential national emergency powers, as well as authority granted by
specific legislation, to impose controls on transactions and freeze assets under US jurisdiction,
including the imposition of sanctions against charities for supporting terrorist organisations. Many of
the sanctions are based on United Nations and other international mandates, are multilateral in scope,
and involve close cooperation with allied governments.

OFAC F{R#5 55 BRI MI B SR 2¢ 22 H AR S E BRI S NI SR LG 1] ~ ZhMii o0+ ~ BRI ~ 1
SRR B SRR R S BB AR RS - BB T OB B Z ik - OFAC {(RIZ4R
SHIBIZR LS DR R e A TR 1T A EEERERIR SR EE - R E
MM SR 28 SRR A TR - REL D MR DU & BRI DL S =LAt B e < R i » B E R B
% BN H 2R BB < RV &S 1E -
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Box 18. Canada
E 18 ~ flI&ER

The national regulator of registered charities in Canada, the Canada Revenue Agency (CRA), has
statutory authority to share information with relevant national security and law enforcement partners
where there are concerns that a charity is engaged in providing support to terrorism. To facilitate the
sharing of information, a secondment program between the CRA and its partners has been instituted:
CRA employees are seconded to the partner agencies and employees from the partner agencies are
seconded to the CRA. Employees participating in this program are fully integrated into their host
agencies, bringing with them the experience and expertise required to identify risks pertaining
specifically to the NPO sector. The program further assists partners in understanding each other’s roles
in the whole-of-government approach to countering terrorism financing. This has enabled the CRA and
its partner agencies to alert one another of situations involving NPOs that support terrorism and to take
appropriate measures to protect the NPO sector.

AT ISR AT MESEENER AR B - fIZEKEE (CRA) £2 f&%ﬁ/,\
BN £ FRAVEERENS - AEMHBAR R L2 U AR rZERES - BT HESZEE:
CRA ELHic & B 2 fiflE 7 —(Ef&FH518 - CRA Eﬁ%ITFﬁ@PﬂBAEﬁTﬁ%E%Wﬁ@BAEﬁ%EaE
THf&EFZE CRA - 2BUSIHEHEN B T8 SR ABATEIKR - SHATHRIAREESE - iliH
J& I~ R A AH ARAY b - Z 5 T M — 20 T B Bic & Y B AL IR AR LA E R BURHMBOE NE &R T H P
PYEIAE - 25 CRA BLHL S ARSI It B 20 F & B i £ RV R EF4H S 2 1B

AR BA R a8 S I aH 4

EFFECTIVE MECHANISMS FOR INTERNATIONAL COOPERATION
BB & E ]

Box 19. Canada, New Zealand, and United Kingdom
H1 19 ~ HIEK - SEPEREE LR

Several countries, including Canada, New Zealand and the United Kingdom, have independently
developed online tools to make certain information about NPOs publicly available.

AHRMEEZ - BFEIIEA - APEHBLRREE AR BHIE T LV iRIFEFIHSAEE
AT ABHEUS ©

These countries provide access to online databases that allow the general public to search for and
access information related to the status, activities, finances and governing boards of NPOs. Some of
these tools allow users to display information graphically in charts and tables, make connections
between NPOs, and to access copies of governing documents, by-laws and financial statements.
BRI AR BRI ERYEE R - SRR RS S A HURI I R MIH AR ~ VRS ~ BF
i‘%ﬂ;"&@%% Fé% H’J‘”Zﬂ H oy R T B R (e F A RS LUBI R A G 23R & SR AIH AR
IEE Rl AR i H RS IS E B ~ BRI B R FEIA -

These tools help promote transparency and maintain public trust in the NPO sector. They also provide a
means through which information can be shared internationally. Because the databases are public,
international partners can access them to find information on NPOs that operate outside of their
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jurisdiction.
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Box 20.
HH1 20

UN Security Council Resolutions 1267 and 1373 have helped foster international cooperation in
identifying and taking sanctions action against NPOs and their officials involved in terrorist financing.
UNSCR 1267 provides for a global sanctions regime against al Qaida and affiliated groups. UNSCR
1373 allows for countries to take domestic and coordinated bilateral and/or multilateral sanctions
against terrorist threats.

b BR 2 AR 2R 5 1267 5SS 1373 5 AL B R T BRFRAE fRH 2 B R B I 4H 48 e

FERBANL S 2 SREUHIE TEN T A & F - B2 G5 1267 SE e SRR A2 L HIE

I AGER HUH BV RS - B Bl E & 55 1373 SRR st S B BT 70 T8 Ay 2 SRR A
B ot R B R A B 2 R U, -

Arecent group of UN 1267 listings includes the Indonesian organisation HILAL AHMAR SOCIETY
INDONESIA (HASI), designated by the UN on March 13, 2015, pursuant to paragraphs 2 and 4 of
resolution 2161 (2014) as being associated with Al-Qaida for “participating in the financing, planning,
facilitating, preparing, or perpetrating of acts or activities by, in conjunction with, under the name of,
on behalf of, or in support of”’, “recruiting for”” and “otherwise supporting acts or activities of”” Jemaah
Islamiyah.
UN 1267 s E e & T ElJesi4s HILAL AHMAR SOCIETY INDONESIA (HASI) » 2E&71E
2015 £ 3 A 13 HEB S BRI A2 2161 (2014) 55 2 B 4 TEALN TR ERIE 2 A R

" 2 ZEATIEE S « B AERE - DIEAAER ﬁﬁjﬂﬁﬁlﬁl%ﬂﬁ%@ﬁﬁﬁ%ﬂ%ﬁbz =i
&~ HEE - BEEUSEERE ) T BEBTEEETIEEEE ) DR T B BB TEIECS
e

Hilal Ahmar Society Indonesia (HASI) is the ostensibly humanitarian wing of Jemaah Islamiyah (J1).
Since 2011, HASI has operated as a non-governmental organisation in Indonesia. While not indicative
of the activities of the charitable sector as a whole, the activities of HAS| demonstrate how terrorist
groups, such as JI, continue to abuse charitable giving to raise and use funds to support violent acts and
provide cover for logistical requirements for their terrorist organisation. JI is responsible for numerous
acts of terrorism including the Bali bombing in 2002, which killed over 200 people from 27 countries.

HeEEm i nBig (HAS) R EREETEEAE S - B 2011 45 - HASIH]
EEUEfﬁmuﬁFEﬁCV AHARTE A - iﬁ&é’t#@ﬁa‘ﬁ%m{lﬁﬁﬁwﬁE’JEEJJ {E72 HASI 19S50

TR (40 2 3D MRS EERIMEE SR LA ESER TR > WS
MisHERPIA K - I FIRZ AR MISEI AR - B 2002 FEHEWIEE - BRIERKE 27 (EE
i 200 ASEL -

WWW.uUn.org/sc/committees/1267/NSQDel147E.shtml
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ANNEX 2
EXAMPLES OF MEASURES THAT NPOS HAVE IMPLEMENTED AND
WHICH MAY, DEPENDING ON THE CIRCUMSTANCES, HELP TO
MITIGATE RISK

Bk 2
AR RS EE A AR ERR (RS (SRS

1. These are examples of measures that have been implemented by some NPOs and which may,
depending on the circumstances, help to mitigate TF risk. In practice, the unigue circumstances and

context of each case will determine whether a particular measure is a good practice that is partially or fully
mitigating the specific risk involved. The types of circumstances and context which are relevant to such a
determination include: the level and type of TF risk, the type of charitable funds or assets being distributed,
the geographical context, and other controls and due diligence measures in place, for example.

1 LR OAE I ENAHARSR M B GRIERINE ) nae AR EEEZ R B ER - T
o ERE A SR 0 B R B R R e B PR T2 5 RE S o B Se B R (R 2 P F A s E JE b -
A RRRIENAER G R A A E  ERAV AR EUEAY - S EcH R E R S EOEERVEAY - R D
o EAt BEA 2 E B GR A i -

2. These examples should not be used as a checklist or “gold standard” of measures to be applied to
all NPOs. A “one size fits all” approach would not be consistent with proper implementation of a
risk-based approach, as called for by Recommendation 8.

2. BHEPINESFRIREGER A IFEFMESNY " = et | B T BGEE
) BVBUABLIEESS 8 THPTI & » VR IEMEE i —ELUR R R AR T AT -

3. The following examples, which were provided by NPOs, are presented under the following four
categories:

3. TNHIEBLEIEERHERFTEEAE - oy R PU(EETER A

Box 21. Good governance for NPOs

TP 21 ~ FREFIHSHIE R B

Robust internal governance practices for NPOs can be grouped into the following four categories:
BB R B EFREOE A 7y pe A IS

1) Organisational integrity;

1) ZH&SSeENE

2) Partner relationships;

2) EfERIA

3) Financial transparency and accountability; and

3) WMBABEHKARN Ak

4) Programme planning and monitoring.

4) FEMBIEEE -
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ORGANISATIONAL INTEGRITY

HESRRME:
Box 22.
] 22
An international NPO has provided key features of NPO accountability systems that address the
concept of organisational integrity. These features are addressed in the following charts:
H—{EEFEI 2 AR TR 1A BRAR SRR R I RE S AR B AT B I REISE R BG - 15 SR R
TR -
Essential NGO internal governance indicators
A NGO B E R
Clear = Name of body
governance m EELTE
;t;ﬁg(t:ﬂlrg’rly m Description of relationship to other organisational entities
e (board functions must be separate from management)
SRR EEHAARGR FIRIBRASRET (B B G TR BRI B
body (the = pagict ey
Board). List of current Board members with occupations and
%%E'&J%E\% cities/towns of residence
*ﬁﬁ%mig » HANZEGRERE  SHBSERUR LT A
Eﬁﬁ;ii @ (where appropriate, the controller/beneficial owner of NGO
i should also be identified)
= CHERI - JRIERE] NGO 1% I EE 25 A %)
Governing m Basic responsibilities and powers
body n EARREEE S
?ﬁgfurc'jg'on 0 . Duties of individual board members
i BRIE=TRE 724
EEME g@égﬁ&? N
ik o AIHE = Minimum number of board members
n REZEAR
m  Membership rules (including eligibility, suspension and
expulsion) and terms of office (length of terms, limits on
re-election)
. GEHE (BEERK  HEEAUHER ) MEM (AR
[ERA - FEERH)
m Clear election procedure
n JERHVEERR
= Minimum number of board meetings and method of
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» ZEGEHEFBRIELE ABLUL AR ERrT 5=

m Decision-making procedures (number needed for quorum,
how to vote and record decisions) with explicit indications
that decisions are to be taken collectively

n R (RENWEEAE - W TERECHRAEE)
HA eSS LD E SR G R Y E -

m Record of Board meeting minutes

" ZEFEHRICH

m Conflict-of-interest provisions (for the Board and
organisation overall)

n FlEafErZefiak (StHZEE UGS
m Board member remuneration (Board Members should not
receive compensation beyond reimbursement of expenses)

n ZEEREZHH (ZAFERZE LT AN
$EPEJ i)

Board Annual review of CEO performance
competencies

SN CEO 45%%
to include:

: m Review of financial (management) performance / annual
ZREHR financial statements

A R o BT CEE) SRR

m Responsibility to recruit CEO
= HEFEHS CEO

m Responsibility to engage auditor

m BERIRSEIEZAR

Essential financial management indicators

BRI R E AR

Existence of m Books of accounts (general ledger, general journal etc.)

basic  FEHIRE (FOBIRE - —RHEE)

accountin .
tools: 9 m Cash receipts book

EAESTE B e AR SE
HYTEAE - m Cash disbursements book
RS IR

m Bank accounts records

m SRITIRFELCER
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Basic
accounting
practices:

EAGRHIA:

Financial
reporting and
record-keeping
LAy e e
Sk ORTF

Fraud
prevention and
anti-money
laundering
practices

b= IS A0

Advanced
systems (for
more
developed
organisations)
HEFEHIRE (St
B ERYAHER)

Written policies and procedures that follow accepted
principles of accounting and control

IR ARAY e EE T R A S HBCR R 7

Division of functions: the approving officer for fund releases
(e.g. CEO) is different from the bookkeeper and the cash
custodian.

THREE 7 ITE SR EEE (41 CEO) LJAMECHR
UNSUEE A= IN =

Annual audits commissioned by the Board (auditor must not
have a relationship to anyone in the organisation)

Z B G EEIRERIIE (T A B ERIEHER (LT AT
HERF(H)

Existence of full and accurate audit trails of funds transferred
outside NGO jurisdiction/country

£ NGO BE &/ P fE BRI MG & &7 5 B AETERTIE %40
Use of registered bank accounts for money flows in case of

every transaction (small amounts of cash for daily
expenditure excepted)

B GEAFNTES R (£ EEMEERTIRE
TG (HEICERVINEER RSN )

Procedures to verify the identity, credentials and good faith
of their beneficiaries, donors and associate NGOs

EAERAHMUMETE S - ElEE DL AERES NGOs 517
HY TS BRI
Secure and confidential maintenance of the list of bank

account numbers under the name of the NGO and any
document on identifying information of persons

LUNGO # g 2 e ra R — (R TIRSEE LA R A ]
F A& S E A B EREY S

Sound investment policies
I E R

Resource generation plan

BREAE
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Box 23.
H 23

An NPO developed a Code of Ethics', which encompasses a statement of principles of development as

well as a code of conduct, and outlines the ethical principles that must be adhered to, and promoted, by

the organisation and its members.

H—(EIREFIARARHE T R o N2 2SR [ I RO TR - SRR AR R LR B
W EEAVEEEA] -

Below is an excerpt from the Code which relates to organisational integrity, as defined in the report:

LUT 2 6sk Bz A AR S FTER L HBR SR RIRTAE

Governance:
ERE

m  Each Organization shall be governed fairly and responsibly by an independent, active,
and informed governing body (e.g. Board of Directors).

n  FUREZH L - EIHENEEATERERE (] - EEE) L PREFHEHE -

= All voting members of the governing body shall serve without compensation, except for
reasonable expenses incurred to fulfil their organizational duties.

w BRI A AR RN S E RIS (BB TR 2 e
HIEPEE ) -

m Each Organization shall establish and periodically review a governance framework
suitable for fulfilling its mandate. The structure shall enable the Organization to make
timely decisions and to meet its responsibilities. The framework shall include an
appropriate governance structure and operations; relationship of senior staff and the
governing body; and decision-making processes.

n  BUGEE I TR B BT FEFE - N B IEZRE AT R
FFHAGE » ZFHHIBE - AN EC S S G IE R = - BN SHE
PRIEZ [EHIR 1% - A RARIEFET -

m  The Organization's governing body shall review and approve the Organization’s annual
budget, significant policies, key financial transactions, compensation practices, plans and
programs and hold officers, committees and staff accountable for actions taken and results
achieved under delegated authority.

w A BRI EE B I FETHE - BABOR - BRI - H
BOZ ~ FTERGENALE - EZERELURITANSHEIESNE FITERT T8 R
PEE A REE -

m The Organization shall adopt a policy preventing and effectively managing conflict of
interest situations.

n  HERST—E TR A BEF A E P o BT SE T IR

m  The Organization shall have policies prohibiting discrimination and promoting gender
equality and participation of disadvantaged groups at all levels of the Organization. This
does not supersede the right of the Organization to self-define when it is done in
compliance with the law.

n  ABER T SR (EHE L B S AR 552 B 2 SRR » TR
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Organizational Integrity:

1. Canadian Council for International Co-operation “Code of Ethics”, www.ccic.ca/about/ethics_e.php,
1. MEKEEREEEES T mEAER] | - www.ccic.ca/about/ethics_e.php,

JEBTTHF » T IER R E P EZHTIET -

The governing body shall periodically reassess the Organization’s governing documents
and objects, vision, mission, goals, priorities, alignment of resources and effectiveness
through consultation and collaborative planning.

E PR E E A2 R G TEERAT » BRI E P ~ BRI ~ BR
T L5 BIE - BLIEFHEES R -

The affairs of the Organization shall be conducted with integrity and transparency. The
Organization shall make full, open, and accurate disclosure to the public of relevant
information concerning its goals, programs, finances, activities, results, effectiveness and
governance. Exceptions are personnel matters, legal matters, proprietary information and
ethical and legal requirements of personal privacy.

U BB TIEM (525 © AT IEG R I ~ 513 ~ 755 ~ 258~ 8 SCRH
RCEPEZHRIHIEN » 58~ LN ~ B I ARG - (N FF ~ LR~ B
B EH LA RMAN [E R AT PR A R E TS -

The Organization shall ensure that complaints are dealt with in a timely manner and
impartially, respecting the rights of involved parties for confidentiality and disclosure.

HGETELR R IF 2N LW G T - B ] 2 IR 2 LG RE T

The Organization shall comply with all applicable federal laws and regulations as well as
laws and regulations of provinces or municipalities in which it is based or operates. Each
Organization conducting activities outside of Canada shall be aware of foreign laws and
regulations governing its activities.

A T B B S A R BT i () B B F 2 2 77 B E B T2 048 © 16
BB ToB BN SN B R 78 L R B B T B

The Organization shall oppose and shall not be a participant to any wrongdoing or
financial impropriety. It shall take prompt and firm corrective action whenever and
wherever wrong-doing of any kind has been committed by any member of its governing
body, employee, or volunteer.

FHIRES ] H T ES ET (] 53R T B B T IE S T 5 58 - JEIr R E PR (T
PR~ BT EGE THIB T HE 20T T - B R AR B HIE IET T
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Descriptionof =
the board [

% B Gt

Descriptionof =

the m
management
team "
EHE R .
i
| |
[ |
| |
[ |

& EHE S NET
General [
guidelines [
— i i

|

Box 24.
Hl 24

An NPO has produced a series of best practices to improve transparency and good governance. These
best practices are designed to provide other organisations with a guide to develop internal guidelines.

A—(EIFERHE L THIRTHEHENE REHHE T — 25 IR EECE - G T E R EHUEA A
EAER hes A AH S 22 e H B 5 5 TR A Pk Tg -

Organisational integrity guidelines are included in the following chart:

Inclusion of ethical behaviour and equality policies
BEFEmEAERIT REEERR
Non remuneration concept for board members

Z B g R RGNS

Basic responsibilities and powers

XN )

Obligations and responsibilities of individual board members

(7% BB R (£
Requirement of self-evaluation
SEZEINATIS

Right of board members to receive information on financial
accounts and activities of the organisation

% B FCH S Bk P RS EhH B & SR AR

Conflict of interest provisions
RIESR TR S

Recruitment standards and definition of functions
AR AR B i

Encouragement of professional development, equal
opportunities and accessibility

SR SERE TR R ~ e P B UG

Requirement to evaluate management of employees of the
organisation

aFh4HAR & TEEE0OR

Conflict of interest provisions
Iz B2 FRK
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PARTNER RELATIONSHIPS
EER %

Box 25.
BBl 25

An independent monitoring organisation, whose aim is to increase public confidence in the country’s
NPOs and help donors make responsible decisions, developed a report on Standards of Transparency
and Best Practices. The Standards, which are used to assess compliance by the NPO sector, are
structured in blocks, most of which are relevant to countering the financing of terrorism, including
some that address partner relationships:

—{E 5 AEIS NIRRT 5% B P T R AR 4SS Ol o B B =2 5 LD TE e e Y 1 B B 4H Rt
R R (F U T — (e - 1R B F DAL I R 2 M G SR e A AR B LR A 0 #0
T ERVER » A — R SR (RAVIRLE

m  NPOs should have a documented procedure and criteria for the selection
of counterpart organisations. This procedure should be approved by the
governing body. Criteria could include the requirement that the
counterpart organisation be linked to the organisation’s mission, have
demonstrated experience in similar projects, have received funds from
its government or from international public organisations, comply with
legal and tax obligations, and have sound financial structure.

. JREFAHBIES —E USRI E GRS A2 B - 12
FriEE TR AL - AR RIS SRR 2 AT HAEVEA
PRl ~ EEUEERFOAERSR - B HBUNBE S & EH EFR

NEHBREE S - BIRARENBEE 5 DU A (& 2 B4

m  NPOs should have written agreements with their partner organisations. A
written agreement or understanding should be drafted and signed by the
participants. This should include the funding organisation and the end
user, whether it is an individual, organization or network. Such an
agreement should outline what the funds are to be used for and how the
user will report back for accountability purposes. The agreement should
also include requirements regarding the management of local employees
according to defined ethical standards.

n  JEPEFAHSEBLE S /FAHAR S E F H ik - FEHS B R EN
B S H R BT - S EHSERG(ERE  NEEEA
SHEREC R HABAE I - LAY R MBS & YRR AR E &
AR 78 HAVETTEIERAY T2 o Rl ENRR E 220 fmER AR
# > AEMEE TEEAR—NEX -
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Box 26.
H15 26

An organisation working in areas of conflict has developed guidelines for screening donors and
partners to prevent the abuse of funds. The organisation verifies that partners are not connected with
terrorist organisations and that they do not receive donations, contract, partner or share services with
any organisation found in violation of or accused of violating human rights. The organisation’s
accountants conduct background research on partner organisations and trends using open source
information from Interpol, FATF and the equivalent of the Ministry of Finance in other jurisdictions,
such as the US Department of Treasury OFAC Specially Designated Nationals (SDN) sanctions list.
The organisation also coordinates with other international NPOs to learn about possible infractions by a
potential donor from the perspective of another organisation.

H—(EAE 2 M A ERYAH AR ELASHIE T BB iR & B S F B A AR # - DIDTE S E RN -
% A AB e RY H A R B A AR IR A AR ARG - I B 82 8 S B Fa i S R 4H A 98
HE ~ RNELECERTHL) - NELEE(E » AEEAL IR - 2408 S TET S S S RSB,
HIAAE Interpol ~ [t 7E#2 2RI TEI TIFAHARE R BOIF AUEHY & SR AR M B R A AL (40
SEEIECED OFAC #7745 € B ER[SDN]fiE A4 BL ) SRRV E A T3 S SE - sz 4H&k th & EA
BFRIRE A ARG - 15— (BB ERE GABAETRIE & r] R i AR B &R -

Box 27.
B 27

An NPO that provides humanitarian assistance to high risk areas engages partner organisations to
oversee the distribution of aid. Once due diligence checks are complete and a partner has been selected,
the NPO enters into a written agreement with the partner organisation. In addition to outlining the
partner’s responsibilities related to distribution schedules, payment conditions, and the general
expectations for the distribution of aid, the written agreement contains the following clauses related to
the prevention and misuse of funds for terrorist financing purposes:

A s E it A &7 BRI E MR SeE H & (R R A I [F B EHR BRI IS L - 52 iR &
AR S (FAHEE - sz IR A S Bz SRS T2 | - IR T s | S RSTHHE A
RARVE (T ~ (R IRIE DL SR BIIN — AR BRI SN S EREE S T NITEN FOEHEGER A& &
JREE HHVAERRRYRSX -

m  Standard certification by the partner organisation that they are
incompliance with all laws that prohibit transactions or providing benefit
to a terrorist group (the clause is based on the laws of NPOs home
country) and will not provide any support or assistance to terrorist
supporting persons or entities;

n  SYRAHGEIREE (FBURHAASRC 7 s B R AR S T A AR (It
AR IR EESENAR 2R ) W B A G &R M 58y
{6 A B E A (AT ST Bk A B AU AR AE RS

m  Standard certification that the partner and its principals are not a
debarred, ineligible, voluntarily excluded or suspended party by any
Federal department or agency;
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m G FAHARELE SR SR A7 B FS AN P SR 2 (AT (A
HUHERS - HREFRERECE R -

m  Aspecific clause prohibiting the partner from providing assistance to or
allowing distribution, handling or allocation of assistance by military or
combatant groups;

. RIEZEFESH B EB PR E RS 2 2 ~ s ECE 7B
YRR RE (R

m  Aspecific clause that the partner agrees that, under no circumstances
will any funds provided to any or any other entity or individual named
on the Specially Designated Nationals list promulgated by the Office of
Foreign Assets Control, or any other ineligible party as defined by the
United States Government, European Union or the United Nations; and

n  ERHGFEEEEAEL TE A SREESEINEERERIA =

(OFAC) #Effiify47 5l FE € Bl ER[SDN] 44 B_E Ay {E(T B #G siE A B2
BRI ~ B A B S E F B AR BRI — 7 Z R E Rk -

m  Aclause that requires, among other things, that the local partner to report
any instances of diversion or interference by any armed group, including
any terrorist organisation.

n  HREEMSFRSRUE T ESES A ESE (BRI )
Z ERIRRK -

When possible, the signing of the written agreement is witnessed by community and partner
stakeholders. This ensures that those involved are aware of and understand the provisions of the
contract, and ensures that the entire community will safeguard its implementation.

& HlRE  JEAEEISE LA & TRETHI EAHRR 77 a8 N %5 T 2 ok » Q0L ATRECRI K2 J7 28 IR
fie G IR M PR B (B SRR & TRaS T S LR F BT -

FINANCIAL ACCOUNTABILITY AND TRANSPARENCY
MR LR A

Box 28.
E151 28

An independent monitoring organisation, whose aim is to increase public confidence in the country’s
NPOs and help donors make responsible decisions, developed a report on Standards of Transparency
and Best Practices. The Standards, which are used to assess compliance by the NPO sector, are
structured in blocks, most of which are relevant to countering the financing of terrorism, including
some that address financial accountability and transparency:
— (& 5 A DO R B ez B 7 B A4S L o B R =2 5 D TE R R e Y B 1 B B AR 48t
AR E U T — (s o IR DS S R E M AH AR Z BAE - R ER 7 # AT
ERVAR i — R SR () B LA RV ERAE
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NPOs should have a documented policy for the procurement of goods or
selection of suppliers and for the approval of expenses. It is
recommended to request three quotes from different suppliers and, for
high cost goods/services order, to create a call for proposals with

specific criteria to ensure the best goods/services are obtained. It is also
recommended to create a standard operating procedure to avoid possible
conflict of interest between suppliers and the board/employee/partners of
the organisation. Finally, it is recommended to conduct periodical
monitoring of the suppliers to ensure that their on-going standards of
efficiency, effectiveness, sustainability and quality meet organisation
guidelines. All these criteria/procedures are required to be approved by
the governing body. This policy should establish who has the power to
authorize expenses in the organisation, depending for example on the
amount.

FFEFAHARER — R ek B AL E R DL S AR R R Y B
R o FEEHUS A ErR Y = BB H =2 e 5aT
B BHIE -ERESLE - BoREEE - DIERES R &R ik
% - R BN - B ER SN R G/
B T/E{rFHEME T aerA i EZe - 1% - e B E BiEns - i
PRECERITRER ~ B0 ~ k@M B BN SN - FrA B
AR P RS B EIEAHLE: - EBCRIENUE A ST E4H A%
PIERHY S HY AT TIZME » TR BHME °

Sources of financing, including details regarding the main contributors,
both public and private, as well as the amounts contributed, should be
available to the public.

B AIE (REAREZEL ~ FLEFTHREE LA ARRRY S 8 a4
B HERINAR -

NPOs should prepare an annual budget for the next year with its
corresponding Director’s report and analytical review, including
variances corresponding to the previous year's budget. The budget and
the liguidation should be approved by the governing board and be
available to the public.

BT BENE BB EE s AR A -t ML —
EETHES » WA REER—FHRENENERR - ZHESH
HARERGIHEE G BB INAR -

NPOs should prepare follow-up and final reports on the projects and
make them available to donors.

FFEFIAH SR IE R 5 B 2B Gt AT 2 i o5 T s R = T B iE 2t
e e

NPOs should have a documented anti-corruption policy. Organisations
should analyse and define the risks of corruption in the specific context
they are working in (e.g. fraud, excessive pricing and kickbacks, double
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payments, cumulated salaries or exchange rate manipulation.) NPOs
should have adequate systems in place like accurate project planning,
transparent financial reporting, regular project reporting and standards
for procurements for goods and suppliers as well as double-checks and
independent information sources. There should be a standardised process
to be followed when cases of misuse of funds are discovered, including
information flow, actions to be taken and sanctions to be imposed.

s JEEFHESEA —EVHIE sHEHECR - S4ASIIES I IKE
B Z R ERRREAN R E S R (41 FERR - (AR /K ]
1~ ERARK - EEHTEEREFE ) - IREHMHEER B = HIH
J& - AEEMERVE SRS - BB S - EIHRVE BRI
on PRI EA LIRS LU AR BB L AR S i‘?E B —EARAE LAY
By DMEESIREEEIE AR ARTEE - BEEULE - B
AT TEI A R E R R -

Box 29.
Bl 29

An NPO that provides humanitarian assistance to high risk areas uses a variety of internal controls to
prevent, deter and detect fraudulent activities, including the diversion of resources to prohibited parties.
H—{E1E = Bt R B BRI EEFIAHRER A T AN E 2B - TEP; ~ 7BPE R AR
HoEs) - AEERERGERZE NS —T7 -

Internal controls which are implemented to promote financial accountability and transparency include:

B P DURR T 55 2 (i B B I Y P B P2 P L A

m  Responsibilities in key financial, procurement and asset custody
processes are separated among several employees rather than entrusted
to one employee. When procuring a good, for example, the following are
done by separate employees: originating the procurement request,
collecting quotations, selecting the vendor, receipt of goods and
payment.

n  ZETOAEREENS - REUREEREBESESE - kT
BB TEHE - 2O @ B —IH R - AEFE 5
BT NHISEIH © fRHERE G - BoRE(ER - PoEAtER - Bales
TR o

m  Signatures are required by the originator, approver and financial
reviewer at several stages in any financial transaction process in order to
avoid unauthorised transactions. Moreover, the organization maintains a
document which outlines the key transactions and functions for which
approval must be sought and who has the authority to approve the
transaction and up to what level.

m PERCA - HEAEE B B i B VAR (T i 5 AR Th S (EFE
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BT %4 > IR GERIEGIRE TRT - RS - sHERFRAERT—
EAERUSHE AR EE S FHYIIRE KT N HEAESTRR S HIREIR Ko
PR S -

m  Regular checks are done to verify the existence of assets. These checks
include regular and surprise cash counts and annual physical equipment
inventories

= DHERIET %MEFﬁTW§V 7 otn A A0S HIAIAN E HARY
ﬁiﬁﬁ%iﬁ SR

m  Asystem of double-checks or reviews with all financial transactions is
used. Every financial transaction is approved by an employee other than
the originator, and has a financial review by a separate employee. In
addition, when used, checks require two signatures, and all bank
transfers require dual signatures.

. RA-EHYUTE SRR S EENEZHE - SRS HE
H B TidEFER Z A A B S — % B TR T E % - it
Hh o BTTHY » I E BTN AZ AL B ATA R TIER S H MW A%
£ o

m  Budget versus actual expenditure reports are prepared and reviewed with
senior management on a monthly basis.

= HEANEFREEE LRGN THE AT RS HRE -

m  Manuals and guidelines which provide procedures for support functions
in the areas of finance, procurement, administration and asset
management are required to be followed by all of the organisation’s field
programs.

= Zﬂ%ﬁﬁﬁﬁﬁﬁﬂﬁﬁiiﬁ* B LU ~ BRI ~ T EUA R &

BT ETREIIE Fr AR AR

Box 30.
Y

An NPO that operates internationally and occasionally contracts UN Agencies and other humanitarian
organisations to provide humanitarian relief implements several measures to maintain accountability
and transparency over the use of funds. These measures include the:
A —{E ERFRAEE {E G AR B e M & B A DL R ELM B AR S s THR At B R & 4R 2 FI4H
& R TEREeERTENEESBEEHRE T IR - = e

m Evaluation and review of program design, budget, feasibility, and

assessment of the risks associated with prospective projects.
MG REZETENEGET - THE - AT RGBT REE T AR R A

bz
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Implementation of contractual requirements for procurement processes,
regular reporting on the program impact, and budgetary allocations with
supporting documentation.

SRR iR ] G EK - EHEHET ERERA TR
R ARIE TR THCE -

Transfer of financial transactions through major financial institutions
whenever possible to ensure that all funds can be traced to the delivery
of services or humanitarian items to the beneficiary.

= REE B AT SRR ET SRS S IR DIREIR FTEHEFTA
BRAYARAE Eﬁﬁcﬁﬁlﬁﬁ‘&)\ BEHHGZmA -

Examination of partners’ bookkeeping practices and confirmation that
expenses reported are substantiated and match the allowed expenditures.

1o B EARBRATRTIR MO A N FERD A S 9 B AP S B AR
e

Adherence to generally accepted accounting principles and undertaking
of independent annual audits.

IR ATRH e TR NG L 2 5 =TT TR RIS -

and transparency:

B —(E7E = b [ 7

An NPO operating in high risk areas uses the following measures to enhance financial accountability

EEHIREFAHSEA Ty e T H R B (£ B A

Box 31.
B 31

Only makes transfers against performance milestones

(&S ¥R E BRI B IR TS

Ensures financial reporting expectations are clear

T DRI A 755 2 R U7 FE R

Asks for copies of original source documents to substantiate
expenditures

BORTRMISZHIH H R an &S Rl A LA S

Asks for partners to use a separate bank account and/or ledger for your
funds

FOREFESST RV E S - S —(EsRITIR SR ER

%‘o
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Requires that partners seek permission for variances from project
budgets

R GRS B E TR A R U AR

Puts a positive obligation to self report on non-compliance in the
contract terms

TE SRR AN A ST BRI (T TE %75

Has clear financial manuals and record keeping guides and manual of
operations for overseas employees

PSR TRBRERIM S TR sk 55 [ R E Tt

Ensures overseas employees are trained on financial management
practices

RIS N A TIgREZ I B B B AR 4R

Insists that interest on project funds be reinvested into the project
activities
R B SIS E N HE B B ZREE)

Is clear on financial record keeping expectations
HIBREI 4T 8%

Maintains and exercises audit rights
MR T ERE AR HE

The NPO sets out the types of expenses it is willing to fund for each project. Any other expenses are
not reimbursable. This mitigates the chances of potential misunderstandings with partners but also
lowers the risk of funds being abused.

Zo FETAH ST S IR A s E R B BNV E FISEAY » (R0 EA Y& RSN ERHE) - Atk mTfe
&R SaR ARy o] gE Ml H RE Sl (K E S8 215 FH AV E b -
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PROGRAMME PLANNING AND MONITORING
arE S

Box 32.
Bl 32

An independent monitoring organisation, whose aim is to increase public confidence in the country’s
NPOs and help donors make responsible decisions, developed a report on Standards of Transparency
and Best Practices. The Standards, which are used to assess compliance by the NPO sector, are
structured in blocks, most of which are relevant to countering the financing of terrorism, including
some that address programme planning and monitoring:

—{E 5 AEIS NIRRT 5% B P T R AR 4SS Ol o B B =2 5 LD TE e e Y 1 B B 4H Rt
I EFFRE B (AN T — e o RO DS IR B FIAH AR08 2 ARl - R ER D #AEt
BRVARR - EfE— e BT YA SRR AR

m  NPOs should have a documented policy for planning, monitoring and
evaluating their projects. This should include requirements regarding
narrative and financial reporting by the implementing partner
organisation(s), audits, on-site inspections, and frequency and scope of
external or internal evaluations. It should also include periodic payments
to partner organisations based on satisfactory reporting and the
possibility to withhold money if reporting requirements are not met. The
policy should specify how partner organisations and beneficiaries
participate in the process of planning, implementing and evaluating of
projects, and should be approved by the governing body.

n  JREFHSES —ERE - BEEGHEHERNERECR - ASTE
BEMEFHBSULIIM B R - 161 - BIGEX DRSNS
SRR B E A RNV EOK - TREE SRR RSN -
SAT4E G TEAHBRETRIOE LS AR R 22 3B R ORI A] REFIH YR © IE
BURIESEA & (RSB Z o A 2 BRE] - HiiDl M EHEE RN
B - I H S E B A

m  NPOs should establish a multi-year strategy and/or annual plan, which is
approved by governing body. The annual plan should clearly indicate the
objectives, indicators, calendar and area responsible of the
implementation of the project. Also, the plan should include all areas of
the organisation, including activities such as fundraising. It is a good
practice to include different stakeholders in the development of the plan,
like beneficiaries, volunteers and employees. The governing body should
also be involved in the development, discussion and approval of the
plan.

n  IREAHSERTL - E S ERISNEE TS - R EE e
itk - ZEEEEEFEREHERE - 1518 - FERFEEURATHT
ZHEENMEE - [ ZEtENECSESIFTAESE > 41 &
OEE o —EE BHUERR S EAZAER s T E R A
FE A Zm A STLHETE - EEEMNES BT ERHE -
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NPOs should establish a policy, which is approved by governing body,
that calls for an assessment of the organisation’s achievements,
effectiveness and impact and that it take place at least every two years.

IFEFHBER L —EBUR EEHﬁfE%i%ki%itt& Wﬁﬂiﬁ'ﬁﬁiﬁiﬂ?ﬁ%
FYRICER ~ SR BLAG R B A TRV A5 e 2/ 2 FEshfT— X

An NPO that provides humanitarian assistance to high risk areas employs a series of internal
monitoring measures to ensure that funds and services are being used as intended. These include:

A—EFeft s it B R BRI RS A A iR & S B RB (hf JF AR E R $REUT —
SIEIA SRS B R - B4

Box 33.
H151 33

Identification of beneficiary groups through a consultative process
involving local partners and often community representatives.

BEWE R E M S FAS AR TR A2 2 A -

Verification and screening of potential beneficiaries and local partners
connections to “prohibited parties™.

m]r:u*éﬁ EfYZ s NBLE SR " BEIZR LR TT ) Z
BBl g

Regular and timely reporting of budget versus actual expenditure reports
are prepared and reviewed by senior management on a monthly basis.

T E 5 A& R B I g S F A R TH R B IR AV S ek -
TTER - KFFHYE %ﬁ

Delivery verification processes, such as beneficiary verification
(including beneficiary signature or thumbprint to confirm receipt of
goods, as well as the date, and commodities received), distribution
monitoring (employing monitors who are based in the targeted
communities to directly monitor distribution or via photos or videos of
the distribution by local partners when direct monitoring isn’t possible)
and post distribution monitoring (visiting and surveying with a sample
of beneficiaries).

se R - 4 HERR R M A (&R m AL EENERE R 2
mn AR SRR B N E ) ~ BB ECER (KSR BiRESE
NHEEAR > Ei‘%ﬁk%‘%iﬂﬁiﬁiﬂzf ARG ENESENS
PEBERR YRR RCIR A S TR ) DM EE T ECR I
ot (B EZm A -
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m  Regular physical checks to verify the existence of assets. These checks
include regular and surprise cash counts and annual physical equipment
inventories.

= WEEFENENEREY - BdnEa e~ e iHnEE
= B RS S R -

m  Multi-signature requirements by the originator, approver and financial
reviewer at several stages in any financial transaction process.

m PERCA - HUAETT B B S AR SRR 5 112 R & P Y %
ERAEOR -

! According to the policy of this NPO, prohibited parties are collectively described as any party believed to be
supporting terrorism and/or one of the parties listed on a prohibited party list, or any party that is otherwise
actively engaged in fighting or actively supporting armed groups in a high-risk country. It is also this NPO’s
policy to prohibit paying bribes to any party, or paying fees to any political authorities in a high risk-country,
whether or not these persons or entities are included on any prohibited parties list. In this regard, political
authorities in a high risk-country are also considered prohibited parties.

ViR EI R AR ERIBOR o MRS ARG BT R IR EE A B
BAFEEIER IE S TR B R E— TSR E B2 B s £ B B = bR B R N R ERSHIE—T7 - 5 (E
IFEFIAHSHIB R 5 L IEFERR . — 7B T B 4G B Bl R RN T BUEHE - A B 5L NS
A S AR LA TTE R B - NIt > BUETTEM S © SRR E 53R N BUA TS 45 K2 B
B EHETT -

Box 34.
E 1| 34

An international NPO engaged in the provision of humanitarian relief through implementing partners
takes the following measures when working in areas of conflict in which sanctioned or designated
entities or individuals are engaged in territorial control.

A (B M N EREHIEIRI P E A S B BRI TR AR 2 B eits i I EG 8 A FzEi <
FfETZE e P A (R PRER N FIFE BE

m  Ensures cultural competency and engages community leaders and
stakeholders to help secure the delivery of humanitarian aid in a manner
that reduces potential for diversion.

m ORI AR E MO EAYSE BB B R (R T 281 > DUR RS AT RE
PRI > BN IR NIERE -

m  Actively monitors and ceases aid distribution if diversion occurs.

n (RS ESAN R EEE IR (L SRATR -

m Delivers aid to areas bordering or in proximity to conflict zone in cases
where a sanctioned or designated entities or individuals is exerting
territorial control, to reduce the risk of resources being diverted.

m (EZEIHIEEEE E R ERS S E NI T RS PR IR EADAT @IS
R - DUR &R E E R -
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These measures were applied in the following case:

ELEHHAE NYER TEEERA

A designated entity took control of a city where the NPO, operating through a domestic implementing
partner, was delivering aid services to the beneficiary population. The designated entity attempted to
take over the distribution of aid by ‘re-branding’ resources as their own. The implementing partner
informed the designated entity that it would cease the distribution of aid, and withdrew from the
contested area. The implementing partner moved its resources back to a central warehouse until such
time when distribution would be acceptable according to the NPO’s terms. Eventually, the
implementing partner was able to distribute aid in surrounding areas that were not under the control of
the designated entity and where the beneficiary population had congregated.

A—EFEENVERGTER] T IFEFAHEE - BB NPT ERPBER IR 452t AR - 5455
FEERGREE S T RN ) BR  (EHE R - SR ECIEE - TSRS
E BIRSERHE (7 Bo S 7% - W B T ZE @ it - TR &R e a - IRIEIREFIH
AR EENTBCR KB E AT B2 /KRR © ff% > BTG DUERZ 15 € BASZEHE H 2
2 R B SR E & S BC R B &R o
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ANNEX 3
A LIST OF REPRESENTATIONAL AND SELF-REGULATORY
ORGANISATIONS

Fifg 3
BN HEA B ESHRESRE

1. The NPO sector in many countries has representational and self-regulatory organisations that

have developed standards and initiatives to help individual organisations ensure accountability and

transparency in their operations, including strengthened internal controls and risk mitigation measures.

1. HFEBIFIEARIREFIGHSE A A FENE - BEA BEERIVAES 8B E—EE
RHIETE - WEE R BRI SRR AR A - AER LN E 2 B bRl R i -

2. One World Trust®® has undertaken a project that provides an inventory of civil society
selfregulatory initiatives worldwide. The project examines 309 initiatives currently in use and offers
insights into patterns at national, regional and international levels.

2. B FRUEEE ™ R T (A $HEHE RS R G4l 4 A R 2 TR B - 3%
Bzt 7 HAE F FEY 309 BHETFE IR AT B ~ & DL R B PR AYRE

3. The following list, taken from the One World Trust’s website, shows 83 examples of civil society
organisations that undertake certification initiatives.

3. LUN A BRE E B —tE FYSEERIEEnS - HIH T 83 (& SREGESE T B A R g 4HER -

4. This list is not comprehensive and included only as examples of initiatives in the NPO sector.
The FATF is not in a position to verify substance of each entry in this list.

4. Zoh AR & 2 EE RIRE A 2 s TE B - DiHess Rl T8 TIRARA RS
IHEE BT H T E IR AIRERY.

> The One World Trust is an independent charity that conducts research, develops recommendations and
advocates for reform to make policy and decision-making processes in global governance more
accountable to the people they affect now and in the future, and to ensure that international laws are
strengthened and applied equally to all.

% RS BT - FE IR E SRR IS A - DUE 2R e B EERBLA
FABRE P BRAEAIARRZ H B NS - 5 5 B 357 88 A R A 5 5 b A
FrAE A -
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Table 1. Examples of civil society organisations that undertake certification initiatives*
% 1 EGRETEN AR SaASE
Program name Certifying organization Location
sFERH Tong AH & HhiRh
Committed to Excellence European Foundation for Europe
ES Q)N Y Quality Management BIOM
BN EEE G
EFA Certification European Fundraising Europe
EFA 225 Association BN
BOME K e
COA Eighth Edition Standards ~ Council on Accreditation International
COA 5 /i 4E NG i ES
ForeignAid Certification Foreign Aid Ratings LLC International
SMEREE IMERTEL A ] S
Global Accountability Report One World Trust International
EREEDBERE H—RER S
HAP 2007 Standard in Humanitarian Accountability International
Humanitarian Accountability Partnership International 23
and Quality Management B& N EEETESTE
HAP 2007 4 NiEF 78 8l
=Kl
ISO 14000: Environmental International Organisation for International
Management Systems Standardisation [ ]52
ISO 14000 : BRIETHHIE [ PR AR AR B AH 45
ISO 9000: Quality Management International Organisation for International
Standards Standardisation A8
1SO 9000 : f'E EHIEEAE [P AR B AR 45
NGO Benchmarking Societe Generale de International
Certification Surveillance 52
NGO A:AE5TEE AR A S EE
Principles and Standards for Fundraising Institute of Australia
Fundraising Practice Australia B
SR AUA R Al LA A NS
ACFID Code of Conduct Australian Council for Australia
ACFID 17 &2H]| International Development e
BOMBPRGA S TS &
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Table 1. Examples of civil society organisations that undertake certification initiatives*

%1 IR EN AR SESEH

Program name

sTELH

Certifying organization

one aH &

Location

HRE

Austrian Seal of Quality for
Donations

BN AR o B A

Guia de Gestdo Responsavel
para OSC (Guide of Responsible
Management for Civil Society
Organizations)

AR GESETEEEN

NGO Governance and
Professional Practice Code of
Ethical Principles and Minimum
Standard for NGOs in Cambodia
and \Voluntary Certification
Scheme
MIHZELUR E T8 TEN
NGO 17 NGO ;&3 1 B ¥ i 2
JER A T B A { AR A

Code of Ethics and Operational
Standards

(AU (e

Standards of Organizational
Integrity and Accountability

HE S R (TR A

Charte de Déontologie des
organisations sociales et
humanitaires faisant appel a la
generosite du public (Charter of
ethics and conduct for
humanitarian and social services
organisations seeking funds
from the general public)
EESR=PNTE S GOPN

AR AH & (BB T B

O sterreichischen
Spendengutesiegels (Austrian
Donors Label)

LRl Ry

Parceiros Voluntarios (Volunteer
Partners)

S LBH

Cooperation Committee for
Cambodia

RIHEGIEFERY

Canadian Council for
International Co-operation

MEREIEEFEES

Canadian Council of Christian
Charities

MEAEEB SRS S

Le Comité de la Charte

Austria

BRI A

Brazil

Ery

Cambodia

ERTiE S

Canada

NIEVN

Canada

NIEVN

France

TR
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Table 1. Examples of civil society organisations that undertake certification initiatives*
%1 RIS TEN AR SaSEs
Program name Certifying organization Location
sFERH Tone AH&R Rk
Label "Gouvernance et Gestion  Association Frangaise de France
Responsible™ des associations et Normalisation certification VEE
des fondations ("Governanace EEREE RS
and Responsible Management"
Label for Foundations and
Associations)
BEegifan NasEEs(t
EH HE
Code of Ethics Citizens Advocate! Program // Georgia
fmEE R Civic Initaitive Center Bhgoa
ARIEE | 5 I AREE
==PTpN
DZI Spenden-Siegels (DZI Deutsches Zentralinstitut flr Germany
Donation Seal) soziale Fragen (German Central =[]
DZI igfmfEEs Institute for Social Issues)
TRt R E PR e
Initiative Transparente Transparency International Germany
Zivilgesellschaft Deutschland e. V Fi=1E|
TR A S
Trademark of Trust Civil Society Development Hungary
(SRR Foundation Hungary gl
WIAFARE g ESY
Charity Research Initiative Copal Partners India
REHIGTE 2153
Givelndia Credibility Alliance Givelndia India
Givelndia {Z FE# 5 FlIfE
Norms and Good Practices Credibility Alliance India
around Governance and Public 1= FHpEE E[IfE
Disclosure
VEEE B\ GRS BR A d U E B
7S
The Omega Rating Indian Confederation of NGOs India
Omega FLE I NGO [FHHE ENfE
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Table 1. Examples of civil society organisations that undertake certification initiatives*

%1 IR EN AR SESEH

and Transparency Indicators)
AR ELA BT FEAE

Certificate for small charities
INEIZEE SRS E

Certificate of No Objection
RIS

ZARY =N

Seal of Approval

Philanthropy)
ByEEEEDL

Centraal Bureau
Fondsenwerving (The Central
Bureau on Fundraising)

PR

Centraal Bureau
Fondsenwerving (The Central
Bureau on Fundraising)

IR

Centraal Bureau

Netherlands

faT [l

Netherlands

faT ]

Netherlands

Program name Certifying organization Location
sFERH Tong AH & Rk
Certification of Indonesian Satunama Indonesia
NGOs Hle
Ellfe NGO 356
Carta della donazione (Charter Istituto Italiano della Donazione Italy
for donation) (ltalian Institute of Donation) K
TPRE =R FARIERE e
Partners in NGO Excellence Academy for Educational Jordan
NGO B #FL 1 Development - Jordan Civil ZJH.
Society Program
HEHEENR - EARM
Y
National HIV and AIDS National AIDS Control Council  Kenya
Response Code of Conduct EYZ% AIDS 5 P s Hioo
% HIV B2 AIDS [ZJETT Fy e
1
Indicadores de Institucionalidad  Centro Mexicano para la Mexico
y Transparencia (Governance Filantropia (Mexican Centre for  ZEpHE;

EEHE Fondsenwerving (The Central a7 e
Bureau on Fundraising)
P =)
NPO Certification Model Pakistan Center for Philathrophy Pakistan
NPO FEE = ErEHTEZEZ FL AT
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Table 1. Examples of civil society organisations that undertake certification initiatives*

%1 IR EN AR SESEH

I B R AR A

Program name Certifying organization Location
sFERH Tong AH & HhiRh
Certificate of Good Governance  AMAN Coalition Palestinian Territories
for Palestinian AMAN [EER EEErHSE
Non-Governmental
Organizations (NGOs) - Nazaha
Project
BT EIERF 4 (NGO )
(B R/GHESE — Nazaha HX
Sistema de Evaluacion de Colegio de Organizaciones para  Paraguay
Desarrollo Organizacional- el Dessarrollo Social (School of [EHrE
SEDO (Evaluation of Organisations for Social
Organizational Development Development)
System) e A SR b
AHERBE S RSP
NGO Certification Philippine Council for NGO Philippines
NGO 5Z:8 Certification JEIRE
JEERE NGO RS HE g
CSO rating agency Humaneasy Consulting Portugal
CSO mYELi%tH Humaneasy g 22 =] %
Accountability Standards Accountability Alert- Sierra Sierra Leone
HiFERE e Leone ZENLH e AT
HEREEES - FEH ST
AIEY
Quality System for Slovenian Pravno-informacijski center Slovenia
NGOs nevladnih organizacij (Legal &k /Enn
&k /Ent NGO fE 248 Informational Centre for NGOs
Slovenia)
Hn&(LfEnE NGO JEERE S
ID\
Norma ONG con Calidad Instituto para la Calidad ONG Spain
(Norms for NGO with quality) (Institute for NGO Quality) [ispsinzn
NGO (/& #40 NGO B #hE
Principles for Transparency and ~ Fundacion Lealtad Spain
Good Practice PEEof
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Table 1. Examples of civil society organisations that undertake certification initiatives*

%1 IR EN AR SESEH

NGO /& fregti] (QUAM )

Accountability Framework
HIEERE R

Approved Provider Standards
a3 OE Ay s

Investing in Volunteers Standard
S AR

Investors in People Standards

BHENRRLE

Matrix Quality Standard for
Information advice and guidance
services

HaldEaR BlTE 5 [ Ry i
B

Association

A+ HARZEEHS

Disasters Emergency Committee
SHENEAE

Mentoring and Befriending
Foundation

WA AR

Investing in Volunteers
KEET

Investors in People

REAR

ENTO Ltd.
ENTO AR H]

Program name Certifying organization Location
FrERE oA AH &% ik
Accountability and Stiftelsen for Insamlingskontroll ~ Sweden
Transparency Report and Norms  (Swedish Foundation for
for Ethical Fundraising Fundraising Control)
FiEFEEAAERE M ER mHERIEEEeS
H B AR
Label de qualité ZEWO (ZEWO Stiftung ZEWO (ZEWO Switzerland
Seal of Approval) Foundation) i
ZEWO it AR ZEWO H4ér
Swiss NPO Code Konferenz der Prasidentinnen Switzerland
i1 NPO #:HI| und Présidenten grosser B
Hilfswerke (Conference of the
Presidents of Large
Humanitarian and Relief
Organisations)
RN BELRORH SREER &
NGO Quality Assurance Development Network of Uganda
Mechanism (QUAM) Indigenous Voluntary EFz=

United Kingdom
]

United Kingdom
L

United Kingdom
L

United Kingdom
T

United Kingdom
L
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Table 1. Examples of civil society organisations that undertake certification initiatives*
% 1 EGRETEN AR SaASE
Program name Certifying organization Location
St B o
New Philanthropy Capital New Philanthropy Capital United Kingdom
Charity Rating Database =5 L[]
M EEREESETILER
ES
NGOIndex Accountability NGO Index United Kingdom
Services NGO 584 LR
NGO FER = (R B s
Practical Quality Assurance Charities Evaluation Services United Kingdom
System for Small Organisations  ZE=HREE(E RS B[]
Quality Mark (PQASSO)
A EREEEIE B R &
4 (PQASSO)
Quality Accreditation Community Foundation United Kingdom
R S Network B[]
e
Quality Performance Mark Action 4 Advocacy United Kingdom
i SRS T4 5 B
THA's Quality Standard for The Helplines Association United Kingdom
Helplines HohEarin g L
THA BB EAGR B AR
Pennsylvania Standards for Pennsylvania Association for United States
Excellence: An Ethics and Nonprofit Organisations EE
Accountability Code for the E NI R4 Sk
Nonprofit Sector
BN A AR« JEFEFIERFIHY
fi BB 5 (R ZE ]
5 Star Rating System Ministry Watch United States
5 B GPLLAIE i b S
Best in America Independent Charities of United States
EBEE America eI
LY R SR
Charity Navigator Ratings Charity Navigator United States
HEHEEN AL HEEENTE B
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Table 1. Examples of civil society organisations that undertake certification initiatives*
% 1 EGRETEN AR SaASE
Program name Certifying organization Location
sFERH Tong AH & HhiRh
Charity Rating Guide American Institute of United States
S IEETLLTE Philanthropy =B

Child Sponsorship Accreditation
Project

SEERFERTE

Code of Ethical Principles and
Standards

i 2 2 Pl B AT A

Criteria for membership in
Global Impact

ENRTEGERE

ECFA Standards and Best
Practices

ECFA FEABLEL (EfUA

GiveWell

InterAction PVO (Private
Voluntary Organisation)
Standards: Self Certification
Plus

InterAction PVO (FA A ET4H

&) FRtE - HIGETEEHERS R

International Declaration of
Fundamental Principles of
Standards of Excellence for
Non-Profit Organizations

e *U@ﬁé@fﬂfﬁﬁmﬁﬁ I
.E/-r = :l

EEFEEE

InterAction — American Council
for Voluntary International
Action

InterAction — EEE T BF&1T
EoypiiEEsay

Association of Fundraising
Professionals

EAEEAN LS

Global Impact (formerly
International Service Agencies)

ENTE (FIE REIERE %

e

&)

Evangelical Council for
Financial Accountability

MR R E S R

GiveWell (The Clear Fund)
GiveWell (JEZENES)

InterAction — American Coucil
for Voluntary International
Action
InterAction —

HEEG

FEEE TEIIE T

Non-Profit Evaluation &

Resource Center (NPERCI)

IREFRHSEHE & BIRTUL
(NPERCI)

United States
FEE

United States
E=H

United States
E=

United States
FEH

United States
E=H

United States
FEH

United States
FEH
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Table 1. Examples of civil society organisations that undertake certification initiatives*
%1 RIS TEN AR SaSEs
Program name Certifying organization Location
St B o
Louisiana Standards of Louisiana Association of United States
Excellence Certification Nonprofit Organizations EE
P& G PRI AR TLE B S PEZSINIFEFIAH &
Ohio Standards: Guiding Ohio Association of Non-profit ~ United States
Principles Organisations EE
Rz SRR © Al AN E S ST e
Oklahoma Standards for Oklahoma Center for Non United States
Excellence Profits EH
BR ST AL 1T R T L AT R B va A fer S IR A0
Quality Check, Accreditation Joint Commission on United States
and Certification Programs Accreditation of Healthcare EH
Podigdr - SPEBIRIEEETEE Organizations
A Az aY
Shining Lights and Donor Alerts  Ministry Watch United States
BB BRI T =g 2= B
Smart Givers Network Charities Review Council United States
Accountability Wizard (Minnesota) EH
HEBNEEEEEEBEE ZEWEEAEEE (HEH
ZMN)
Standards for Charity Better Business Bureau Wise United States
Accountability Giving Alliance EH
R ME LB 1B RS R R
Standards for Excellence National Leadership Roundtable  United States
ES A on Church Management EEH
B EHEARGEE R g5
Standards for excellence Colorado Center for Nonprofit United States
AR Excellence 2]
FIHEALZ MNIRE A 4H & ik
L
Standards for Excellence Delaware Associations for United States
B AR Nonprofit Agencies E=
TEHL FUNIFEA A &
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Table 1. Examples of civil society organisations that undertake certification initiatives

% 1 FREGEER T EN AR SASES

Standards for Excellence: An Maryland Association of

Ethics and Accountability Code ~ Nonprofit Organizations /

for the Nonprofit Sector Standards for Excellence

AL © JREAIEFTAYMMER  Institute

B (TR R S R INI 2 A4 Sk o e/ =5
AT AR RS

Standards of Ethics for Utah Nonprofits Association

Nonprofit Organizations in Utah gt )3 B Al 77 &r
TGt N B2 AH AR B AT AR

Transparency Grade Ministry Watch
FEHEER Hi iz

United States
FE&

United States
FEE

United States
FEE

1. Published on www.oneworldtrust.org/csoproject/cso/initiatives/results/?type=Certification+scheme

1. M www.oneworldtrust.org/csoproject/cso/initiatives/results/?type=Certification+scheme
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RECOMMENDATION 8
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Transparency International (2015), Addressing Corruption Risk in the EEA and Norway Grants,

Transparency International, Berlin, Germany,
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in_humanitarian_operations, (accessed 19 May 2015)
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