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GUIDANCE ON THE RISK-BASED APPROACH TO COMBATING
MONEY LAUNDERING AND TERRORIST FINANCING

BHflEss e TR B R 5 A Te5 |

HIGH LEVEL PRINCIPLES AND PROCEDURES FOR TRUST AND
COMPANY SERVICE PROVIDERS (TCSPS)

SR ATIRBEEE (TCSP) RIEEAIEER

SECTION ONE: USING THE GUIDANCE -
PURPOSE OF THE RISK-BASED APPROACH

F— : EAES] — ERRERANER

Chapter One: Background and Context
F—E I HRES

1. In June 2007, the FATF adopted Guidance on the Risk-Based Approach to Combating Money
Laundering and Terrorist Financing: High Level Principles and Procedures, which includes guidance for
public authorities and guidance for financial institutions. This was the culmination of extensive

consultation between private and public sector members of an Electronic Advisory Group (EAG)
established by the FATF.

1 PSR BRI TE LIFAHART 2007 FEERANTTHIZESE R T BB R PR iRt 7% =P Al
R HAE S BURFRRITE S IR SR RETES [ - ILAPHIEsR e R B LIFHAE 15550/ NH(EAG)
NFLERFIR B Z T THY S a5 SRR

2. In addition to financial institutions, the FATF Recommendations also cover a number of
designated non-financial businesses and professions (DNFBPs). At its June 2007 meeting, the FATF's
Working Group on Evaluations and Implementation (WGEI) endorsed a proposal to convene a meeting of
representatives from the DNFBPs to assess the possibility of developing guidance on the risk-based
approach for their sectors, using the same structure and style as the completed guidance for financial
institutions.
2. bR T Rt - iRt R TE LIRS R e e — e e 2 JE R S SR A B
(DNFBP) © 7> 2007 4 6 HEy&Ed - idless R T LIRS S 8T TIF4E (WGEID)
w5 T —IniRE - HUAREE ZIFemERR AN B AR NG - #EaHE Rie e 2 IEE R E s
N B & B E R B 7 AR5 (AT REME © WGE B sy Rt R e [AE FI AV 4SRE B = -

3. This meeting was held in September 2007 and was attended by organisations which represent
lawyers, notaries, accountants, trust and company service providers, casinos, real estate agents, and
dealers in precious metals and dealers in precious stones. This private sector group expressed an interest in
contributing to FATF guidance on implementing a risk-based approach for their sectors. The guidance for
the DNFBPs would follow the principles of the risk-based approach already established by FATF, and
would highlight risk factors specific to the DNFBPs, as well as suggest mitigation strategies that fit with
the particular activities and businesses of the DNFBPs. The FATF established another EAG to facilitate
the work.

3. gt 2007 42 9 HET » AR EFERAD - A - Eathl - (Fet A EIRBFERE -
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4. The private sector group met again in December 2007 and was joined by a number of specialist
public sector members. Separate working groups comprising public and private sectors members were
established, and private sector chairs were appointed.

4. BERLESFIEIAG Y 2007 48 12 R ESEGH - —LAEPIERMSIN 7R EG# - 559NE
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5. The EAG continued work until this guidance for trust and company service providers (TCSPs)
was presented to the WGEI. After further international consultation with both public and private sectors,
the FATF adopted this guidance at its June 2008 Plenary. Guidance for each of the other DNFBP sectors is
being published separately.

5. EAG F1E5577 » HEIIL BN EE R A FIRBEZEHITES [TE5C4E WGEI - ZEEBL AR
TR AR - DRI sE R i TEN L IF4HA. 2008 4 6 A HBERY RS LR ItdE5] - H
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Purpose of the guidance

55 [ HEY

6. The purpose of this Guidance is to:

6. BErEs I HA R |

e  Support the development of a common understanding of what the risk-based approach
involves.

o SUFFHEBNE R b AL T A R R A o

e  OQutline the high-level principles involved in applying the risk-based approach.

o PR ELEE AR S PR A A A PR R R B

e Indicate good practice in the design and implementation of an effective risk-based
approach.

o SHHIARURIRELE ARG A TR B B ET -

7. However, it should be noted that applying a risk-based approach is not mandatory. A properly
applied risk-based approach does not necessarily mean a reduced burden, although it should result in a
more cost effective use of resources. For some countries, applying a rules-based system might be more
appropriate. Countries will need to make their own determinations on whether to apply a risk-based
approach, based on their specific ML/FT risks, size and nature of the DNFBP activities, and other relevant
information. The issue of timing is also relevant for countries that may have applied anti-money
laundering/combating the financing of terrorism (AML/CFT) measures to DNFBPs, but where it is
uncertain whether the DNFBPs have sufficient experience to implement and apply an effective risk-based
approach.

7. ZAT - FEERNVE - AR ERRATETTE - WIFRHIZOK o MEZR R T R bR ERE T0E
JERE L ERAYE FH RA S (BRMEANE A FoRAE RES S HE o FLECE 5 n] REE & PR P s
B (rules-based) %4t - S EIEME HAARYASRERVERR  fEE 2 ISR EE A BIEEH A
EAME R AR AR - B TVE R A E R 70k - Bl RE st e E 2 FRE RIS SR B
BEREEsEN ] FTRER (AMUCFT) #if ~ BAHEESSE 2 JE e E A BRI E
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Target audience, status and content of the guidance

55 B - 7

8. This guidance is presented in a way that is focused and relevant for TCSPs. The roles and
therefore risks of the different DNFBP sectors are usually separate. However, in some business areas, there
are inter-relationships between different DNFBP sectors, and between the DNFBPs and financial
institutions. For example, in addition to specialised trust and company service providers, financial
institutions, lawyers, and accountants may also undertake the trust and company services covered by the
Recommendations.

8. IfE5 12 2B T ABENHER G A FIRBES (TCSP) HYREI - NEFEE 2 IFEmSE
SEEC BRI A e B i B B 2% B &l o 2RI > AERLER SRS - AEIHVHEE 2 IR Rl S SR
AN B DL R E 2 IR RSB B SRR 2 ME R E M AR (& - B0 - bR T H2E(ER
FNTEIREERE Z AN SR - AT Tt T RE B RS e R i TE) T FAR SR R Ry
{EFLBLAEAR -

9. DNFBPs provide a range of services and activities that differ vastly, e.g. in their methods of
delivery, in the depth and duration of the relationships formed with customers, and the size of the
operation. For example, some of these entities are single person operations. This Guidance is written at a
high level to cater for the differing practices of TCSPs in different countries, and the different levels and
forms of supervision or monitoring that may apply. Each country and its national authorities should aim to
establish a partnership with its TCSPs and other DNFBP sectors that will be mutually beneficial to
combating money laundering and terrorist financing.

9. TR 2 IF R A BIR BT AR IR 520 » P RARAY A B 1 ~ B AR A
FITHAZAEAE SIS B A ERG LUER F PGS - IS (RS E IR S
P& IS BIEE A IR EEN AR EGH TR - DS BETERH sE i S B 25 -
25 B B EL R I R T = R B EL (B 56 e N B R R 8 S Both Fa e Z TR Rl SR SR B BRI 1L RS
Bk > BEORIEDTHIZESE R T B & Rt =2 5 -

10. The FATF definition of TCSP relates to providers of trust and company services that are not
covered elsewhere by the FATF Recommendations, and therefore excludes financial institutions, lawyers,
notaries, other independent legal professionals and accountants. Separate guidance is being issued for
those sectors, and they should therefore apply that guidance. However, all those engaged in TCSP
activities may also wish to refer to the TCSPs guidance, as it is more specifically tailored to TCSP
services.

10. BAHI LS R TE) LIRS (St R A RIS E SN KGRl TB TR
AR H AR EA SR A TR R - INIETRR GRS - £RAT - A5 - MDA
BEE A BRIEEHD - B E RINETIES | SUER SR HEETES | - 2800 » (EHEEE R A IR
EEEEINVATA A TRt A E S REFR A FREREES D AREEEM BEFRR A FIREE
HiRBESITENES| -

11. The primary target audience of this guidance is the TCSPs themselves, when they conduct
activities that fall within the ambit of the FATF Recommendations, as described below.

11. BEFES |6 E B RAER IS il T8 LIE Ry s N RS A Fk
e o dhinR

12. FATF Recommendation 12 mandates that the requirements for customer due diligence,
record-keeping, and paying attention to all complex, unusual large transactions set out in Recommendation
5, 6, and 8 to 11 apply to DNFBPs in certain circumstances. Specifically, Recommendation 12 applies to
TCSPs when they prepare for and carry out transactions for a client in relation to the following activities:
12. RIS 12 30 25355 5~ 6 2 8 £ LI IHARIE FHFE ~ W irFUCTERT A& -
AFERELGHIER » AT NEANREE 2 IEEmEEER AR - AR - SEtAE
MeBs2EE R e B oL MHBEBIN R et RT3 5 - AIE A EReE 12 95 ¢



e Acting as a formation agent of legal persons.

o PEMIEANAYRCIAEA -

e Acting as (or arranging for another person to act as) a director or secretary of a company, a
partner of a partnership, or a similar position in relation to other legal persons.

o BT (BZHIAIET) AFIERENME - eBEERZEGRA > BOENZ AR
fir e

e Providing a registered office; business address or accommodation, correspondence or
administrative address for a company, a partnership or any other legal person or

arrangement.
o EMLEIEIECHIRAE © RBHibbEEE - A @RS T - SR BT H
UAZYNE 3

e Acting as (or arranging for another person to act as) a trustee of an express trust.

o EME (LI AIEE) BEGHIZEEA -

e Acting as (or arranging for another person to act as) a nominee shareholder for another
person.

o IE(E (BLZFHEINIEL) Roftt AFZFeedy AR -

13. Recommendation 16 requires that FATF Recommendations 13 to 15 regarding reporting of
suspicious transactions (see paragraphs 116-118) and internal AML/CFT controls, and Recommendation
21 regarding measures to be taken with respect to countries that do not or insufficiently comply with the
FATF Recommendations, apply to DNFBPs subject to the certain qualifications. Specifically,
Recommendation 16 applies to trust and company service providers when they prepare for or carry out a
transaction on behalf of a client, in relation to the activities referred to at R.12 above.

13. R 16 THEOR - AR TEI LIFAHS RS 13 & 15 THNEIFR A5 S (25K
55 116-118 Ef ) BIAERGGHIE A TR EIES] - USRS 21 TS BRI T BOR S B ii i
PR TE) TIFAH SR R BRI HE T - ARk NN EE 2 IFemEERA A - B
K > HEFE A EIIRBSEEE R Bt R.12 B 5338 RAHRR GBI 2 (R SO T30 5 » R A
PR 16 15 -

14. The wider audience for this guidance includes countries, regulators, and self regulatory
organisations (SROs), which are considering how to apply AML/CFT measures to TCSPs. Countries need
to identify the most appropriate regime, tailored to address individual country risks, which takes into
consideration the idiosyncrasies and activities of TCSPs and the other DNFBP sectors in their country.
This regime should recognise the differences between the DNFBP sectors, as well as the differences
between the DNFBPs and financial institutions. However, this guidance does not override the purview of
national authorities.

14. PEFE 5 (A A S A FE SR A RT RO e 81 T B S S i B R B 5 e A FI ARG S = 1Y
R - BB S ERERS (SRO) - SEIES ¥ H OB AR S 0IH S R % B R - WE
R HEEAEE A FEIRG RS MEMIEE < JEeR SR s B IR B EE) - FLAHI R AR
SHEE Z IR E A BRI = R UK ST E 2 JEe R SR B Bemis A= o 28000
BEFES REUEI SRR RER

Observation on the particular activities carried out by TCSPs

B EFE A IR A R R R ES)

15. The following general observation about TCSPs should help inform the approach. Consideration
should also be given to the particular activities performed by TCSPs on a national basis.

15. DUTEHERE R A EIRBSEE R — B R IEA B R 7E &R - BRI 241 - BEL B
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16. TCSPs can take different forms. In some countries they may be predominantly lawyers. In other
countries—particularly in countries with a high concentration of non-resident business—TCSPs are
independent trust companies or are trust companies that are subsidiaries of banks, and may be other
professionals such as accountants. In other countries, trust service providers (e.g. trust companies) and
company service providers are separate and distinct categories of entities subject to separate regulatory
requirements. As a result, not all persons and businesses active in the TCSP industries provide all of the
services listed in the definition of a TCSP. Accordingly, risk should be identified and managed on a
service-by-service basis.

16. St AFEIRBEE TR ST - FEHEES @ (SRt A EIIRB S R RN - 1F
HAEZ > FrplEAEI AR MV AFIIRE ZHIEISE Bt A FIIRE SRS RIS A = 2R T
ERETAE B A Re R A HIE AR - flaErsthn - MBI - Ertiissis (FIEEELs)
RN AR G R BT ~ @ RIIHEREAG » R A FRVEE 2K - It - EEFERA
EIf B A > NIRRT A SRR (A BN SR M E R A FIIR S R B E IR RT A IR -
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Chapter Two: The Risk-Based Approach — Purpose, benefits and challenges
PO ERAETE - BRY - FllamBpkEk

The purpose of the risk-based approach

JB\ B L 7 RN EH Y

17. The FATF Recommendations contain language that permits countries to some degree to adopt a
risk-based approach to combating money laundering and terrorist financing. That language also authorises
countries to permit DNFBPs to use a risk-based approach in applying certain of their AML/CFT
obligations.

17. Pt e R T PR K T S BTN E 88 S T8 » AR A A
JERBERRE 502 - B e s M T8 LIFAH R N M S Bl e e € L JE Rl R N BAEETTH
FE MR8 T B E R Fe I (o b AR 70 -

18. By adopting a risk-based approach, it is possible to ensure that measures to prevent or mitigate
money laundering and terrorist financing are commensurate with the risks identified. This will allow
resources to be allocated in the most efficient ways. The principle is that resources should be directed in
accordance with priorities so that the greatest risks receive the highest attention. The alternative
approaches are that resources are either applied evenly, or that resources are targeted, but on the basis of
factors other than risk. This can inadvertently lead to a “tick box” approach with the focus on meeting
regulatory requirements rather than on combating money laundering or terrorist financing efficiently and
effectively.

18. PREUE\ B A E J7 75 AT R R TRET B0 D88 S B R - PR I FE i B A Ay e AR & -
D5 AR DA A BRI T U BC & - B ER IR B el Al o i - i OR Ry R 15 5
AL - AR ITER P BCETR - BUEREE ERY 3B 528 B M DI MYRE - BT
ERRE G R T BT VUTE - R E ENE S EE K - MIELLARER RA R
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19. A number of the DNFBP sectors, including TCSPs, are already subject to regulatory or
professional requirements which complement AML/CFT measures. Where possible, it will be beneficial
for TCSPs to devise their AML/CFT policies and procedures in a way that harmonises with other
regulatory or professional requirements. A risk-based AML/CFT regime should help ensure that the honest
customers can access the services provided by TCSPs, but creates barriers to those who seek to misuse
these services.



19. AR E 2 IR R SR e N B IS FH B e B R ORISR E R G s T e
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20. Arisk analysis must be performed to determine where the money laundering and terrorist
financing risks are the greatest. Countries will need to identify the main vulnerabilities and address them
accordingly. TCSPs will need this assistance to help them to identify higher risk customers, products and
services, including delivery channels, and geographical locations. These are not static assessments. They
will change over time, depending on how circumstances develop, and how threats evolve.

20. JE T N B S P A DA RE PR 88 S B RV e = VB 7 » S BB A B R 558G - I (UH E R
B o (S50 5N F IR SR T BB T SR AR T B s A B s = 2 =~ B s (LRSS ) -
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21. The strategies to manage and mitigate the identified money laundering and terrorist financing

activities are typically aimed at preventing the activity from occurring through a mixture of deterrence (e.g.

appropriate CDD measures), detection (e.g. monitoring and suspicious transaction reporting), and

record-keeping so as to facilitate investigations.

21. AR E HBLRY DI ARt 88 S B RO EEN - HORESHY H /Y £ AR A B A B A RO
(PlaEt)n & FaEaRE) « (58 (FRIEFEM S AE ) RO nT S8 aTe L UESTH
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22, Proportionate procedures should be designed based on assessed risk. Higher risk areas should be
subject to enhanced procedures; this would include measures such as enhanced customer due diligence
checks and enhanced transaction monitoring. It also follows that in instances where risks are low,
simplified or reduced controls may be applied.

22. FERRBE Y B fE T S L BIVRR e - B s 0 HsEE a2 i - BFEsdTings
BPEE DN S EE - B - b 2 RIE FH 5 2 B Brg vz -

23. There are no universally accepted methodologies that prescribe the nature and extent of a
risk-based approach. However, an effective risk-based approach does involve identifying and categorising
money laundering and terrorist financing risks and establishing reasonable controls based on risks
identified.

23. N SN PR 288 7 VAR R B A B T AR M B - 2RI - Ay R AL T AR B
e sR ROA R b A TR A L o AT o ] R e T 5 PR A 2R

24. An effective risk-based approach will allow TCSPs to exercise reasonable business and
professional judgement with respect to customers. Application of a reasoned and well-articulated
risk-based approach will justify the judgements made with regard to managing potential money laundering
and terrorist financing risks. A risk-based approach should not be designed to prohibit TCSPs from
continuing with legitimate business or from finding innovative ways to diversify their business.

24. AR R BT TT A ST E R R A E IR B B W P T S EAY R R B HE - SR
B JE B AR 5 AR B IEME FIET a0 (e B B VAR A R % RO RV bR - R\ B BEbiE 7 VA A T Al FH 2 2
IHEFER ARG EAEERE AR - REHDAR TS A b EHE -

25. Regardless of the strength and effectiveness of AML/CFT controls, criminals will continue to
attempt to move illicit funds undetected and will, from time to time, succeed. They are more likely to
target the DNFBP sectors, including TCSPs, if other routes become more difficult. For this reason,
DNFBPs may be more or less vulnerable depending on the effectiveness of the AML/CFT procedures
applied in other sectors. A risk-based approach allows DNFBPs, including TCSPs, to more efficiently and



effectively adjust and adapt as new money laundering and terrorist financing methods are identified.

25. A embh e T B R o 8 BLUR A - FRIU ARG B E E 5 B AR R IR A
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26. A reasonably designed and effectively implemented risk-based approach will provide an
appropriate and effective control structure to manage identifiable money laundering and terrorist financing
risks. However, it must be recognised that any reasonably applied controls, including controls
implemented as a result of a reasonably designed and effectively implemented risk-based approach, will
not identify and detect all instances of money laundering or terrorist financing. Therefore, designated
competent authorities, SROs, law enforcement, and judicial authorities must take into account and give
due consideration to a well reasoned risk-based approach. In cases where there is a failure to implement an
adequately designed risk-based approach or failure of a risk-based programme that was not adequate in its
design, regulators, SROs, law enforcement or judicial authorities should take action as necessary and
appropriate.

26. EHERE] HARBENT IR AR T AR L U A R RAE I - DUE E AT Ry sE
R o ZATT » DMERERINIE - AT S TEAYRES] (ISR R G AR E] B AR THY E s A Ty
VAT DA TR ) #RARAE A S SR A e BE 01 - IRIIL - FRERE ST IERA - B ERIERG
BUETERAN B ATERA AN ES e S FRAY B A0 705 4G TIEARVE - B RBITHE 2 S0 E
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Potential benefits and challenges of the risk-based approach
JE\ B LR T VA VB A 4 B PR B

Benefits

Flfa

217. The adoption of a risk-based approach to combating money laundering and terrorist financing
can yield benefits for all parties including the public. Applied effectively, the approach should allow a
more efficient and effective use of resources and minimise burdens on customers. Focusing on higher risk
threats should mean that beneficial outcomes can be achieved more effectively.

27. bR BB AR A TR ER G BT ESE A (R HARF R » HRERRER
1T > BB 7 A EREE R DU AR T2 VA RE I E TR - R PR SRR RS - TR
R B B R RS R AR -

28. For TCSPs, the risk-based approach allows the flexibility to approach AML/CFT obligations
using specialist skills and responsibilities. This requires TCSPs to take a wide and objective view of their
activities and customers.

28. Eab R A EIIRES R A R AR T A ISR S YRR - 58 M R B SRR B T TR 1
DESEATREREFS o WHUAZOREE AT = R R A S -

29. Efforts to combat money laundering and terrorist financing should also be flexible in order to
adapt as risks evolve. As such, TCSPs will use their judgement, knowledge and expertise to develop an
appropriate risk-based approach for their particular organisation, structure and business activities.

29. BHHIESE R A TR R E ORI - WECRBE & M B HE2 sl - fELIE T Eet AR
B n s R e A, - SSTEElpgSihE) - A » RISk B b A R b AL o
Vabe



Challenges
PEE

30. Arisk-based approach is not necessarily an easy option, and there may be challenges to
overcome when implementing the necessary measures. Some challenges may be inherent to the use of the
risk-based approach. Others may stem from the difficulties in making the transition to a risk-based system.
A number of challenges, however, can also be seen as offering opportunities to implement a more effective
system. The challenge of implementing a risk-based approach with respect to terrorist financing is
discussed in more detail at paragraphs 42-46 below.

30. JEBRERE T AR RS BT - FEERAULERHETET - PR e B SR E e ARATHkE - A
TR (o P o e B 7 TR 28 AR Y [ PKEER - LA 8 m e S DR R i 2 o o L e 1] PR e 28 1 DRI e 1
FERYPKEL - 2810 - A LBk o] 1R B2 LB ARG E - DUTER 42 2 46 Eoffafdlisdimsn
17\ B B 5 A A B T R FRIHREK -

31. The risk-based approach is challenging to both public and private sector entities. Such an
approach requires resources and expertise to gather and interpret information on risks, both at the country
and institutional levels, to develop procedures and systems, and to train personnel. It further requires that
sound and well-trained judgement be exercised in the design and implementation of procedures, and
systems. It will certainly lead to a greater diversity in practice which should lead to innovations and
improved compliance. However, it may also cause uncertainty regarding expectations, difficulty in
applying uniform regulatory treatment, and lack of understanding by customers regarding information
required.

31. B AT TEALE P TERS - ERRERE AR S —IANREL - HOTARR T HREEIEIN - B
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32. Implementing a risk-based approach requires that TCSPs have a sound understanding of the risks
and are able to exercise sound judgement. This requires the building of expertise including for example,
through training, recruitment, taking professional advice and “learning by doing”. The process will always
benefit from information sharing by designated competent authorities and SROs. The provision of good
practice guidance is also valuable. Attempting to pursue a risk-based approach without sufficient expertise
may lead to flawed judgements. TCSPs may overestimate risk, which could lead to wasteful use of
resources, or they may underestimate risk, thereby creating vulnerabilities.
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33. TCSPs may find that some staff members are uncomfortable making risk-based judgements.
This may lead to overly cautious decisions, or disproportionate time spent documenting the rationale
behind a decision. This may also be true at various levels of management. However, in situations where
management fails to recognise or underestimates the risks, a culture may develop that allows for
inadequate resources to be devoted to compliance, leading to potentially significant compliance failures.
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34. Designated competent authorities and SROs should place greater emphasis on whether a TCSP
has an effective decision-making process with respect to risk management, and sample testing should be
used or individual decisions reviewed as a means to test the effectiveness of a TCSP’s overall risk
management. Designated competent authorities and SROs should recognise that even though appropriate
risk management structures and procedures are regularly updated, and the relevant policies, procedures,
and processes are followed, decisions may still be made that are incorrect in light of additional
information that was not reasonably available at the time.
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35. In implementing the risk-based approach, TCSPs should be given the opportunity to make
reasonable judgements with respect to their particular situations. This may mean that no two TCSPs or no
two businesses are likely to adopt the same detailed practices. Such potential diversity of practice will
require that designated competent authorities and SROs make greater effort to identify and disseminate
guidelines on sound practice, and may pose challenges for staff working to monitor compliance. The
existence of good practice guidance, training, industry studies and other available information and
materials will assist the designated competent authority or an SRO in determining whether a TCSP has
made sound risk-based judgements.
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36. Recommendation 25 requires adequate feedback to be provided to the financial sector and
DNFBPs. Such feedback helps institutions and businesses to more accurately assess the money laundering
and terrorist financing risks and to adjust their risk programmes accordingly. This in turn makes the
detection of suspicious activity more likely and improves the quality of suspicious transaction reports. As
well as being an essential input to any assessment of country or sector wide risks, the promptness and
content of such feedback is relevant to implementing an effective risk-based approach.
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The potential benefits and potential challenges can be summarised as follows:

AJGELT R LEPR BT AT T -

Potential Benefits:

T REHYMERS

e Better management of risks

o FHHFERETE T -

e Efficient use and allocation of resources

o  HRCRINEEFIHESH -

e Focus on real and identified threats

o FHNCHEINNEERE -

e Flexibility to adapt to risks that change over time
o SEUERCAFEI S LAY E TR -

Potential Challenges:

TREHIHEK :

e Identifying appropriate information to conduct a sound risk analysis

o EHIEG AN REERR TR -

e Addressing short term transitional costs

o RHEGHIEERA -

e Greater need for more expert staff capable of making sound judgements.

o FEHOEZL MM T ZHETIEEAR -

e Developing appropriate regulatory response to potential diversity of practice.

o SHETETRERYZ TTHUERIE B EHLER LA R[EIE -

Chapter Three: FATF and the Risk-Based Approach
P2 RS ERTE TR EERERT A

37. The varying degrees of risk of money laundering or terrorist financing for particular types of
DNFBPs, including TCSPs, or for particular types of customers or transactions is an important
consideration underlying the FATF Recommendations. According to the Recommendations, with regard to
DNFBPs there are specific Recommendations where the degree of risk is an issue that a country either
must take into account (if there is higher risk), or may take into account (if there is lower risk).

37. JesR e E RN R E IR E 2 IR B R (SEFER ARG RS ) SR e
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38. The risk-based approach is either incorporated into the Recommendations (and the Methodology)
in specific and limited ways in a number of Recommendations, or it is inherently part of or linked to those
Recommendations. For instance, for DNFBPs, including TCSPs, risk is addressed in three principal areas
(a) Customer Due Diligence (R.5, 6, 8 and 9); (b) businesses’ internal control systems (R.15); and (c) the
approach of oversight/monitoring of DNFBPs, including TCSPs (R.24).

3. EBRALTET AU AR TR AL (ROTiE ) » SR A S
HsY o BT S 2 PRI R (SRERERATRGES) BRI F71=HE2E
AT (2) ZPEE (E5 6 -8 779) (b) RSEMEHEEME (2#15) DK (o) Bl
eI MERRAE (SEERATIRERE) WA (Z#24)-
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Customer Due Diligence (R. 5, 6, 8 and 9)
EEE (##5 -6 -8 RO

39.
39.

Risk is referred to in several forms:

JEB AR IR =R A

a)

b)

b)

d)

d)

Higher risk — Under Recommendation 5, a country must require its DNFBPs, including
TCSPs, to perform enhanced due diligence for higher-risk customers, business relationships
or transactions. Recommendations 6 (politically exposed persons) is an example of this
principle and is considered to be a higher risk scenario requiring enhanced CDD.

JERzRE S — AR 5 - FEIANE BfRE 2 IR EENA R (SEERATER
BEE) S ERER SRS  ERRIGER ST bR FEE - B 6 TH(H
FPCAMERE AN 1) RILFEATRYES] - 4 s BRI m R TiimE A EE -

Lower risk — A country may also permit its DNFBPs, including TCSPs, to take lower risk
into account in deciding the extent of the CDD measures they will take (see Methodology
criteria 5.9). TCSPs may thus reduce or simplify (but not avoid completely) the required
measures.

JERREAE — SEtOE R R E 2 IFEMEENAR (BERRA TR ESR)
TERE R THY 2 P & 1 e A I R R A5 R (5T 5058w 5.9 TR -
Sat A IR B EE RIS LU DS b ((EfEE 2 ) FraRiviE -

Risk arising from innovation — Under Recommendation 8, a country must require its
DNFBPs, including TCSPs, to give special attention to the risks arising from new or
developing technologies that might favour anonymity.

BT ARV E RS — MRIBEE 8 - BEWVEANE BAEE 2 IFERERENAE (&E
sE A FEIRRGSER ) FraliEEA AR B AR Er R e e 2% sh iz AR A s -

Risk assessment mechanism — The FATF standards expect that there will be an adequate
mechanism by which designated competent authorities or SROs assess or review the
procedures adopted by TCSPs to determine the degree of risk and how they manage that
risk, as well as to review the actual determinations themselves. This expectation applies to
all areas where the risk-based approach applies. In addition, where the designated
competent authorities or SROs have issued guidelines on a suitable approach to risk-based
procedures, it will be important to establish that these have been followed. The
Recommendations also recognise that country risk is a necessary component of any risk
assessment mechanism (R.5 & 9).

JE bR AEtEE — DI SR T LIRS & A — (B E IS - B E
REETERAE B B RS RESE AL B X (B Rt R A B SE B ERHAVAR e - s e
F2IE - DA e B B S bll: B 17 At B PRI IR E © A B SEAE 78 P DU P A it
J3EIR S PSSR - LA > S5 TR e S AR B B R B RS U T\ A AR ey i T
JiERRZER] - BVEREE BT Z A - DiRE R T LIFAHS R R R
R\ AT b s P A A N BT R (k=8 5 ) 9 TH) »
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Internal control systems (R.15)

PIESEEFIR)E (&5 15 7] )

40. Under Recommendation 15, the development of “appropriate” internal policies, training and
audit systems will need to include a specific, and ongoing, consideration of the potential money

laundering and terrorist financing risks associated with customers, products and services, geographic areas
of operation and so forth. The Interpretative Note to Recommendation 15 makes it clear that a country
may allow DNFBPs, including TCSPs, to have regard to the money laundering and terrorist financing
risks, and to the size of the business, when determining the type and extent of measures required.

40. R 15 e T AHRE ) PETBOR - JISRAIFEIZ IR B TR SR E R S R R = -
anPA SRR ~ s PRI I AT RE A RV RS A BT e - SR 15 VSRS IR IS S e
EZIEBREEN AR (SEFL A ERBEE ) TR E TR AR s m] e s A &
ENANYSETae 5 e RN

Regulation and oversight by designated competent authorities or SROs (R.24)
TEEREE R, HEER 1 EHEE (##7 24 7H)

41. Countries should ensure that TCSPs are subject to effective systems for monitoring and ensuring
compliance with AML/CFT requirements. In determining whether the system for monitoring and ensuring
compliance is appropriate, regard may be had to the risk of money laundering or terrorist financing in a
given business, i.e. if there is a proven low risk then lesser monitoring measures may be taken.

41. FHEUERER S RE R A TR S 2 A TS B IR TR B RO Z R - TR E R
B ERAEGEEAE - FTRERE SRR E BRI e e b - JREN © bR ALRE IR
& - ATATRESRELELHOA B AU B E R -

Applicability of the risk-based approach to terrorist financing
JE\ B R VR S R

42. There are both similarities and differences in the application of a risk-based approach to terrorist
financing and money laundering. They both require a process for identifying and assessing risk. However,
the characteristics of terrorist financing make its detection difficult and the implementation of mitigation
strategies may be challenging due to considerations such as the relatively low value of transactions
involved in terrorist financing, or the fact that funds can be derived from legitimate as well as illicit
sources.

42. JE\ B A T A B R SR i M A R - (B AR E 2R - WA 2 e b i )
B ARAR - (HIE » ERAVRHEE (RS A - i B R 58 T 58S R A 5 (B B L
KECE & AIRE R H VAR Z AR FE AR » At AT IR b s =] RE RSB -

43. Funds that are used to finance terrorist activities may be derived either from criminal activity or
may be from legal sources, and the nature of the funding sources may vary according to the type of
terrorist organisation. Where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money laundering may also be appropriate for terrorist financing,
though the activity, which may be indicative of suspicion, may not be identified as or connected to terrorist
financing. It should be noted that transactions associated with the financing of terrorism may be conducted
in very small amounts, which in applying a risk-based approach could be the very transactions that are
frequently considered to be of minimal risk with regard to money laundering. Where funds are from legal
sources, it is even more difficult to determine if they could be used for terrorist purposes. In addition, the
actions of terrorists may be overt and outwardly innocent in appearance, such as the purchase of materials
and services to further their goals, with the only covert fact being the intended use of such materials and
services purchased. Therefore, while terrorist funds may be derived from criminal activity as well as from
legitimate sources, transactions related to terrorist financing may not exhibit the same traits as
conventional money laundering. However in all cases, it is not the responsibility of the TCSPs to
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determine the type of underlying criminal activity, or intended terrorist purpose; rather, the TCSP’s role is
to identify and report the suspicious activity. The FIU and law enforcement authorities will then examine
the matter further and determine if there is a link to terrorist financing.

43. HUERAE £ TR K HARSREEE AT RE AR 5 &VATREE - 1 HEBhAY IR S mT a1k IR
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44, The ability of TCSPs to detect and identify potential terrorist financing transactions without
guidance on terrorist financing typologies or unless acting on specific intelligence provided by the
authorities is significantly more challenging than is the case for potential money laundering and other
suspicious activity. Detection efforts, absent specific national guidance and typologies, are likely to be
based on monitoring that focuses on transactions with countries or geographic areas where terrorists are
known to operate or on the other limited typologies available (many of which are indicative of the same
techniques as are used for money laundering).

44. SRIFEERT IR G HES [Sa RRR R (R e SRIEEE A SRS R ALy
PYRTREAVE RN 5 2 RE T IRFA RS B BLPRER T - S B EEsRI EAt AT S8 E BN T - fERA = BIRERY
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45. Particular individuals, organisations or countries may be the subject of terrorist financing
sanctions, in a particular country. In such cases a listing of individuals, organisations or countries to which
sanctions apply and the obligations on TCSPs to comply with those sanctions are decided by individual
countries and are not a function of risk. TCSPs may commit a criminal offence if they undertake a
business with a listed individual, organisation or country, or its agent, in contravention of applicable
sanctions.

45. TERFERIZIEN - FrE A - SHEREERZ il e Rl Ry BRI 52 - DUBERENRIN S » 3
FHRERAELA ~ SHAREE 5 B DA B 50 S A FIAR % S B IR s Lo sy 5 2 ER B R 5 E
RIBFERE L - (ERE R A TIRBEE AR EAVE A - 8RB RS A NARGER &
FAHBAGIF - BRI RERERIUTRIT K -

46. For these reasons, this Guidance has not comprehensively addressed the application of a
risk-based process to terrorist financing. It is clearly preferable that a risk-based approach be applied
where reasonably practicable, but further consultation with key stakeholders is required to identify a more
comprehensive set of indicators of the methods and techniques used for terrorist financing, which can then
be factored into strategies to assess terrorist financing risks and devise measures to mitigate them.
DNFBPs, including TCSPs, would then have an additional basis upon which to more fully develop and
implement a risk-based process for terrorist financing.

46. PAILE - EEFES IRERE Y B B AL 2 8 PR B2 i - AR S ERAY TS T 28 e
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Limitations to the risk-based approach

JR\ P TR R

47. There are circumstances in which the application of a risk-based approach will not apply, or may
be limited. There are also circumstances in which the application of a risk-based approach may not apply
to the initial stages of a requirement or process, but then will apply to subsequent stages. The limitations to
the risk-based approach are usually the result of legal or regulatory requirements that mandate certain
actions to be taken.

47. TEFELEILT » ATREME A2 F R BB 0502 » B A2 BRI  thA tefE bl il sE AR i
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48, Requirements to freeze assets of identified individuals or entities, in countries where such
requirements exist, are independent of any risk assessment. The requirement to freeze is absolute and
cannot be impacted by a risk-based process. Similarly, while the identification of potential suspicious
transactions can be advanced by a risk-based approach, the reporting of suspicious transactions, once
identified, is not risk-based. See paragraphs 116-118.

48. Eht RS N SRERSEENBER - RGGERG I ERUA A RS - ARG Z R EA
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49. There are several components of customer due diligence — identification and verification of the
identity of customers and beneficial owners, obtaining information on the purposes and intended nature of
the business relationships, and conducting ongoing due diligence. Of these components, the identification
and verification of the identity of customers are requirements which must be completed regardless of the
risk-based approach. However, in relation to all the other CDD components, a reasonably implemented
risk-based approach may allow for a determination of the extent and quantity of information required, and
the mechanisms to be used to meet these minimum standards. Once this determination is made, the
obligation to keep records and documents that have been obtained for due diligence purposes, as well as
transaction records, is not dependent on risk levels.
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50. Countries may allow TCSPs to apply reduced or simplified measures where the risk of money
laundering or terrorist financing is lower. However, these reduced or simplified measures do not
necessarily apply to all aspects of customer due diligence. Moreover, where these exemptions are subject
to certain conditions being met, it is necessary to verify that these conditions apply, and where the
exemption applies under a certain threshold, measures should be in place to prevent transactions from
being split artificially to avoid the threshold. In addition, information beyond customer identity, such as
customer location, may be needed to adequately assess risk. This will be an iterative process: the
preliminary information obtained about a customer should be sufficient to determine whether to go further,
and in many cases customer monitoring will provide additional information.

50. BB AIFEEE A ERGEE R e R R b (R R sk D Y B A LS I - (B2
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51. Some form of monitoring is required in order to detect unusual and hence possibly suspicious
transactions. Even in the case of lower risk customers, monitoring is needed to verify that transactions
match the initial low risk profile and if not, trigger a process for appropriately revising the customer’s risk
rating. Equally, risks for some customers may only become evident once a relationship with a customer
has begun. This makes appropriate and reasonable monitoring of customer transactions an essential
component of a properly designed risk-based approach; however, within this context it should be
understood that not all transactions, accounts or customers will be monitored in exactly the same way.
Moreover, where there is an actual suspicion of money laundering or terrorist financing, this could be
regarded as a higher risk scenario, and enhanced due diligence should be applied regardless of any
threshold or exemption.

51. JAPRECE I VB - DUEEAFHEAVEE A5 S - B EEREENE = BEHR
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Distinquishing risk-based monitoring and risk-based policies and processes
JaE e B i 12 AR e o R R LR A Y [

52. Risk-based policies and processes should be distinguished from risk-based monitoring by
designated competent authorities or SROs. There is a general recognition within supervisory/monitoring
practice that resources should be allocated taking into account the risks posed by individual businesses.
The methodology adopted by the designated competent authorities or SROs to determine allocation of
monitoring resources should cover the business focus, the risk profile and the internal control environment,
and should permit relevant comparisons between businesses. The methodology used for determining the
allocation of resources will need updating on an ongoing basis so as to reflect the nature, importance and
scope of the risks to which individual businesses are exposed. Consequently, this prioritisation should lead
designated competent authorities or SROs to focus increased regulatory attention on businesses that
engage in activities assessed to present a higher risk of money laundering or terrorist financing.

52. TR AE REEC TR 2 B FR AR E 7 R b A R R B F A N b BB B 22 (2 B (B s
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53. However, it should also be noted that the risk factors taken into account to prioritise the
designated competent authorities’ or SROs’ work will depend not only on the intrinsic risk associated with
the activity undertaken, but also on the quality and effectiveness of the risk management systems put in
place to address such risks.

53. B2 » WIEZEEE « fEstHfa PR s B ERE R A T EE EE M 4R - A AT
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54. Since designated competent authorities or SROs should have already assessed the quality of risk
management controls applied throughout TCSPs, it is reasonable that their assessments of these controls
be used, at least in part, to inform money laundering and terrorist financing risk assessments conducted by
individual firms or businesses.

54. N Ffia e HE P A = B R RS FE P Al T B I FrA (B 50 R A R B A I e e
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Summary box: Arisk-based approach to countering money laundering and terrorist financing at the national
level: key elements for success

R © B BRI S TR B B R 77k ¢ TR

e TCSPs, designated competent authorities or SROs should have access to reliable and actionable information
about the threats.

J SRR AFEIRBES - e e R TR B B B RS S FERE A S TR A RHHY AT 5E ~ A DR TEIRY &5

e There must be emphasis on cooperative arrangements among the policy makers, law enforcement, regulators,
and the private sector.

o WIHRIHIBURHIES ~ HUEKRE - BB TRRAEAL S PIR S 1 2eHE -

e Authorities should publicly recognise that the risk-based approach will not eradicate all elements of risk.

o EBHE AR R REE AR AIRERATA MR -

e Authorities have a responsibility to establish an atmosphere in which TCSPs need not be afraid of regulatory
sanctions where they have acted responsibly and implemented adequate internal systems and controls.
o XEIHAREEEIL—EAE - HHEE © St A EIRBEEE 75 T AT A B BRI T BhAI B e A B P9 T el e A
BRFIEZERFIR -
e Designated competent authorities’ or SROs’ supervisory staff must be well-trained in the risk-based approach,
both as applied by designated competent authorities/SRO and by TCSPs.
i 7 HE E AR B0 B R EIRS AV ERE N B VH DUR B R U705 R ikl 2 S S VR SR (B i e e ME SRR/ B R RS
FASEt R A FIRBEE BRI OE) -
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SECTION TWO: GUIDANCE FOR PUBLIC AUTHORITIES
BEN - AHFIES

Chapter One: High-level Principles for Creating a Risk-Based Approach
F—F | BURERERTEZEEREA

55. The application of a risk-based approach to countering money laundering and the financing of
terrorism will allow designated competent authorities or SROs and TCSPs to use their resources most
effectively. This chapter sets out five high-level principles that should be considered by countries when
designing a risk-based approach. They could be considered as setting out a broad framework of good
practice.

55. TERHUE SN R PR R b AR B U704 - A1) 5 e ME PR B B BRSNS 56 R S B IR S
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56. The five principles set out in this paper are intended to assist countries in their efforts to improve
their AML/CFT regimes. They are not intended to be prescriptive, and should be applied in a manner that
is well-considered and is appropriate to the particular circumstances of the country in question.

56. TR A S AE B = BISGE ELPG IR TR B RHIE - S e R AN Bt - e
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Principle one: Understanding and responding to the threats and vulnerabilities: a national risk assessment

AL - 7RG e e R 550G RS e

57. Successful implementation of a risk-based approach to combating money-laundering and
terrorist financing depends on a sound understanding of the threats and vulnerabilities. Where a country is
seeking to introduce a risk-based approach at a national level, this will be greatly aided if there is a
national understanding of the risks facing the country. This understanding can flow from a national risk
assessment.
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58. National risk assessments should be tailored to the circumstances of each country. For a variety
of reasons, including the structure of designated competent authorities or SROs and the nature of DNFBPs,
including TCSPs, each country's judgements about the risks will be unique, as will their decisions about
how to implement a national assessment in practice. A national assessment need not be a single formal
process or document. The desired outcome is that decisions about allocating responsibilities and resources
at the national level are based on a comprehensive and current understanding of the risks. Designated
competent authorities and SROs, in consultation with the private sector, should consider how best to
achieve this while also taking into account any risk associated with providing information on
vulnerabilities in their financial and non-financial systems to money launderers, terrorist financiers, and
other criminals.

58. FEST S BRI A T B A B R bt h - AN SRR (ELETE e R s B G
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Principle two: A legal/requlatory framework that supports the application of a risk-based approach

A 2 © SR —F S R DU\ R B A AR

59. Countries should consider whether their legislative and regulatory frameworks are conducive to
the application of the risk-based approach. Where appropriate the obligations imposed should be informed
by the outcomes of the national risk assessment.

59. HBEES B H DA EREE S AN B R L - & 01T  BIREREHGEE R
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60. The risk-based approach does not mean the absence of a clear statement of what is required from
the DNFBPs, including from TCSPs. However, under a risk-based approach, TCSPs should have a degree
of flexibility to implement policies and procedures which respond appropriately to their own risk
assessment. In effect, the standards implemented may be tailored and/or amended by additional measures
as appropriate to the risks of an individual business. The fact that policies and procedures, in accordance to
the risk levels, may be applied to different products, services, customers® and locations does not mean that
policies and procedures need not be clearly defined.

60. PR LUEE BAEER A A IR H IR E 2 IR EBEENA R (SEFRAFEIRBES)
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61. Basic minimum AML requirements can co-exist with a risk-based approach. Indeed, sensible
minimum standards, coupled with scope for these to be enhanced when the risk justifies it, should be at the
core of risk-based AML/CFT requirements. These standards should, however, be focused on the outcome
(combating through deterrence, detection, and reporting of money laundering and terrorist financing),
rather than applying legal and regulatory requirements in a purely mechanistic manner to every customer.

61. HPGHI R R (RE AT A B R R AL AT - BH L UG EIEAYR(REEEDURAR
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Principle three: Design of a monitoring framework to support the application of the risk-based approach

JFA 3 5ET—F S Fr R DR\ Ry LB 575 2 BB AR

62. Where designated competent authorities or SROs have been assigned responsibility for
overseeing AML/CFT controls, countries may wish to consider whether such authorities and SROs are
given the necessary authority to implement a risk-based approach to monitoring. Barriers to this may
include inappropriate reliance on detailed and prescriptive requirements in the designated competent

For TCSPs, the term “client” is often considered more appropriate; references to “customer” include the
concept of client.

' DMERER AFIRBSEETS @ T EEA ) sl hibioEs © 280 T&5F ), —d@thasT
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authorities’ or SROs’ rules. These requirements may, in turn, stem from the laws under which the
designated competent authority or SRO exercises its powers.

62. T EFE SRR S E BRSO Bo B B D e s T A R B B R (B0 BB r e g
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63. Where appropriate, designated competent authorities and SROs should seek to adopt a risk-based
approach to the monitoring of controls to combat money laundering and terrorist financing. This should be
based on a thorough and comprehensive understanding of the types of activity carried out by TCSPs, and
the money laundering and terrorist financing risks to which these are exposed. Designated competent
authorities and SROs will probably need to prioritise resources based on their overall assessment of where
the risks in the TCSP’s business are.
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64. Designated competent authorities and SROs with responsibilities other than those related to
AML/CFT will need to consider these risks alongside other risk assessments arising from the designated
competent authority’s or SRO’s wider duties.
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65. Such risk assessments should help the designated competent authority or SRO choose where to
apply resources in its monitoring programme, with a view to using limited resources to achieve the
greatest effect. A risk assessment may also indicate that the designated competent authority or SRO does
not have adequate resources to deal with the risks. In such circumstances, the designated competent
authority or SRO may need to obtain additional resources or adopt other strategies to manage or mitigate
any unacceptable residual risks.
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66. The application of a risk-based approach to monitoring requires that designated competent
authorities” and SROs’ staff be able to make principle-based decisions in a fashion similar to what would
be expected from a TCSP or the staff of a TCSP’s business. These decisions will cover the adequacy of the
arrangements to combat money laundering and terrorist financing. As such, a designated competent
authority or SRO may wish to consider how best to train its staff in the practical application of a
risk-based approach to monitoring. This staff will need to be well-briefed as to the general principles of a
risk-based approach, the possible methods of application, and what a risk-based approach looks like when
successfully applied within the context of the national risk assessment.
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Principle four: Identifying the main actors and ensuring consistency
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67. Countries should consider who the main stakeholders are when adopting a risk-based approach
to combating money laundering and terrorist financing. These will differ from country to country. Thought
should be given as to the most effective way to share responsibility among these parties, and how
information may be shared to best effect. For example, consideration may be given to which body or
bodies are best placed to provide guidance to TCSPs about how to implement a risk-based approach to
AML/CFT.
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68. A list of potential stakeholders may include the following:
68. AR E AR A E A RE A ¢

e Government — This may include legislature, executive, and judiciary.

o UM - FIREEEILE ~ TTHORIEARER -

e Law enforcement agencies — This might include the police, custom and similar agencies.

o AR - TIRERSERE - BRINITHLIEIIE -

e The financial intelligence unit (FIU), security services, and other similar agencies.

o EEhfFEHTL (FIU) -~ (REEIBAIE ALY -

e Designated competent authorities/SROs.

o IEEMEEER/EHEEE

e  The private sector — This might include TCSPs and their firms, national and international
trade bodies and associations, etc.

o MAHM - REEEE AR S K EAE - BINHIBIRR Sk g

e The public — Arrangements designed to counter money laundering and terrorist financing
are ultimately designed to protect the law-abiding public. However, these arrangements may
also act to place burdens on customers of TCSPs’ businesses.

o HERR - SGETH B PUE SIS R R IR TN RIE B P AR & AR -
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e  Others — Those who are in a position to contribute to the conceptual basis underpinning the
risk-based approach, such stakeholders may include academia and the media.
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69. Clearly a government will be able to exert influence more effectively over some of these
stakeholders than others. However, regardless of its capacity to influence, a government will be in a
position to assess how all stakeholders can be encouraged to support efforts to combat money laundering
and terrorist financing.
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70. A further element is the role that governments have in seeking to gain recognition of the
relevance of a risk-based approach from designhated competent authorities and SROs. This may be assisted
by relevant authorities making clear and consistent statements on the following issues:
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e TCSPs can be expected to have flexibility to adjust their internal systems and controls
taking into consideration lower and high risks, so long as such systems and controls are
reasonable. However, there are also minimum legal and regulatory requirements and
elements that apply irrespective of the risk level, for example suspicious transaction
reporting and minimum standards of customer due diligence.

o HTHHNEEE A EIIRFSHE S B R B AR A E T =\ R B = e [l sy
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e Acknowledging that a TCSP’s ability to detect and deter money laundering and terrorist
financing may sometimes be necessarily limited and that information on risk factors is not
always robust or freely available. There can therefore be reasonable policy and monitoring
expectations about what a TCSP with good controls aimed at preventing money laundering
and the financing of terrorism is able to achieve. A TCSP may have acted in good faith to
take reasonable and considered steps to prevent money laundering, and documented the
rationale for its decisions, and yet still be abused by a criminal.

o IEBAENBER  (SRRATIRESE (IR LSRR T 2 SR
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e Acknowledging that not all high-risk situations are identical and as a result will not always
require the application of precisely the same type of enhanced due diligence.

o KFNIRFTA S E A AL HE - B DO RS K DU 58 S E RV Isa
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Principle five: Information exchange between the public and private sector

GEUERIAV NS DEN= S

71. Effective information exchange between the public and private sector will form an integral part
of a country's strategy for combating money laundering and terrorist financing. In many cases, it will
allow the private sector to provide designated competent authorities and SROs with information they
identify as a result of previously provided government intelligence.

71. INRLERF BRSO & SRR R — B 88 S d T8 B i P BR AR IR Y EE ZE R 7 © 5F
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72. Public authorities, whether law enforcement agencies, designated competent authorities or other
bodies, have privileged access to information that may assist TCSPs to reach informed judgements when
pursuing a risk-based approach to counter money laundering and terrorist financing. Likewise, TCSPs are
able to understand their clients’ businesses reasonably well. It is desirable that public and private bodies
work collaboratively to identify what information is valuable to help combat money laundering and
terrorist financing, and to develop means by which this information might be shared in a timely and
effective manner.
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73. To be productive, information exchange between the public and private sector should be
accompanied by appropriate exchanges among public authorities. FIUs, designated competent authorities
and law enforcement agencies should be able to share information and feedback on results and identified
vulnerabilities, so that consistent and meaningful inputs can be provided to the private sector. All parties
should of course, consider what safeguards are needed to adequately protect sensitive information held by
public bodies from being disseminated too widely.
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74. Relevant stakeholders should seek to maintain a dialogue so that it is well understood what
information has proved useful in combating money laundering and terrorist financing. For example, the
types of information that might be usefully shared between the public and private sector would include, if
available:
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e  Assessments of country risk.
o [HSEPRAVEFL

e Typologies or assessments of how money launderers and terrorists have abused the
DNFBPs, especially TCSPs.

o BIEEREAEMRG O TOERTEE ZIEEMEBEENAR (FihlEEFE AT IR %
F) PRI -

e Feedback on suspicious transaction reports and other relevant reports.

o A Sl I AATRE AR A Y [

e Targeted unclassified intelligence. In specific circumstances, and subject to appropriate
safeguards and a country’s legal and regulatory framework, it may also be appropriate for
authorities to share targeted confidential information with TCSPs.

o HIEMEIEREER - FEFFEEI T - N BB R MR S BUAAESS - SR
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e  Countries, persons or organisations whose assets or transactions should be frozen.

o EHENXSMETHRENEIR « (H NSEHA -

75. When choosing what information can be properly and profitably shared, public authorities may
wish to emphasize to TCSPs that information from public bodies should inform, but not be a substitute for,
TCSPs’ own judgements. For example, countries may decide not to create what are perceived to be
definitive country-approved lists of low risk customer types. Instead, public authorities may prefer to share
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information on the basis that this will be one input into TCSPs’ decision making processes, along with any
other relevant information that is available.

75. FEBEFRIILE B R o] LU & 3t~ RESOA Ay T T T 0 20 AR rTse g (S
sE RN EIRFEE TR | KA AFERIRTE SR S50 R A B RS BT R 2% - T
FRSE MU CEHET - OIS - SETREE R EAN B Re S B A - AREMEAVRERERE
PSR - AR - SRR T RE S LEE B E H AT REAY A SR R A B IR IR (SR DA R AV AL
o ST AR AT AR EER o

Chapter Two: Implementation of the Risk-Based Approach
S PTERERTTA

Assessment of Risk to Inform National Priorities
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76. A risk-based approach should be built on sound foundations: effort must first be made to ensure
that the risks are well understood. As such, a risk-based approach should be based on an assessment of the
threats. This is true whenever a risk-based approach is applied, at any level, whether by countries or
individual firms. A country’s approach should be informed by its efforts to develop an understanding of
the risks in that country. This can be considered as a “national risk assessment”.
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77. A national risk assessment should be regarded as a description of fundamental background
information to assist designated competent authorities, law enforcement authorities, the FIU, financial
institutions and DNFBPs to ensure that decisions about allocating responsibilities and resources at the
national level are based on a practical, comprehensive and up-to-date understanding of the risks.
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78. A national risk assessment should be tailored to the circumstances of the individual country, both
in how it is executed and its conclusions. Factors that may influence the risk of money laundering and
terrorist financing in a country could include the following:
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e Political environment.
BUBIRIE -

e Legal environment.
o REEERLR

e  Acountry's economic structure.
o [UZHVEIRLEHE -

e  Cultural factors, and the nature of civil society.

o SUEHRZEHARMEHINE -

e  Sources, location and concentration of criminal activity.
o JUSEEFIHVEIR ~ MrBLEH[ELE -
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e Size and composition of the financial services industry.

o RIS EAISIEEIHNER

e  Ownership structure of financial institutions and DNFBPs businesses.

o RTINS E ZIE RIS BRI RESS

e Size and nature of the activity carried out by DNFBPs, including TCSPs (this applies
particularly to company incorporation for non-residents).

o TEEZIRERMPEREAR (SEFRAFRGTRMSE) - SUTHYEEREERMEE (2
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e Corporate governance arrangements in relation to financial institutions and DNFBPs and
the wider economy.

o MR ERIEEILIEE 2 IEERE RN B AF A Z R Z O -

e The nature of payment systems and the prevalence of cash-based transactions.
o U RGHIME IR SRR HIVERT

e  Geographical spread of the financial industry’s and DNFBPs’ operations and customers

o ERISEANNEE IR REEREE PRI i -

e  Types of products and services offered by the financial services industry and DNFBPs

o ERIIRFESENTEE ZIEERIFE R B IRAAY AR AR -

e  Types of customers serviced by financial institutions and DNFBPs.

o ERIMERENITEE Z IR SRS BIRIE Pk A -

e  Types of predicate offences.
o FIEJLIRAVEAL -

e  Amounts of illicit money generated domestically.
o FNEAHIRIREHH -

e  Amounts of illicit money generated abroad and laundered domestically.
o RAMEANTR SRS EHBIE NS -

e  Main channels or instruments used for laundering or financing terrorism.
o hEESECTFIEEENERMTHE -

e  Sectors of the legal economy affected.
o BN ETRNEI -

e  Underground/informal areas in the economy.

o IR /IRIEF AL FIK -

79. Countries should also consider how an understanding of the risks of money 