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SECTION ONE: USING THE GUIDANCE
PURPOSE OF THE RISK-BASED APPROACH

S8 MRS | —EEERE AR B Y

Chapter One: Background and Context
F—FE:HRES

1. In June 2007, the FATF adopted Guidance on the Risk-Based Approach to Combating Money
Laundering and Terrorist Financing: High Level Principles and Procedures, which includes guidance for
public authorities and guidance for financial institutions. This was the culmination of extensive
consultation between private and public sector members of an Electronic Advisory Group (EAG)
established by the FATF.

1 Pl e s R i TEI LIF4HAR - 1 2007 £ 6 HER TSk s B2k i (R B BB U7 0%
fa5l - mlEFEASERRR - A EBUFERITES (FERtEREES | - tLRPTHIER SR TEI LIFAHSE T
itah/ N (EAG) AFAERFIRI B Z T ET THY B Ras SRR

2. In addition to financial institutions, the FATF Recommendations also cover a number of
designated non-financial businesses and professions (DNFBPs). At its June 2007 meeting, the FATF’s
Working Group on Evaluation and Implementation (WGEI) endorsed a proposal to convene a meeting of
the representatives from the DNFBPs to assess the possibility of developing Guidance on the risk-based
approach for their sectors, using the same structure and style as the completed Guidance for financial
institutions.

2. Prmiterish - Ditlesd SRl TE LIRSS - IR — 5 e 2 IRl R B
A B (DNFBPs)- 7 2007 £ 6 HAY&E & kst es e ml 178 TIFAH ARG T LIF4H (WGEI)
REAFEC I EeMEBEERNABRRAGS  sHEA O 7 SRtEE s [HIHEZREP R
FlE BT SR E SR AR T AT 5 (Y AT RETE -

3. This meeting was held in September 2007 and was attended by members of organisations which
represent lawyers, notaries, trust and company service providers (TCSPs), accountants, casinos, real estate
agents and dealers in precious metals and dealers in precious stones. This private sector group expressed
an interest in contributing to FATF Guidance on implementing a risk-based approach for their sectors. The
Guidance for the DNFBPs would follow the principles of the risk-based approach already established by
FATF, and would highlight risk factors specific to the DNFBPs, as well as suggest mitigation strategies
that fit with the particular activities and businesses of the DNFBPs. The FATF established another EAG to
facilitate the work.

3. Z G 2007 29 HET - AEEN - AT~ B FIRGEE (TCSPs) ~ Gathl »
W5~ AN AL E B 5 R NIE O SR HIZE B R B 2 - (&L ie
BBkl TE LIFAHE - sepl(EplE S 2 Mg A ETES | - 6 2 IFER S
ANEf55(  BEEYHEES SR T8 LIRS T 2 At 7%  sasiE N e € 2 Ik ek
A BRERBRAR - AR aTEE L IFam s R o N B e BB KR b (R 2 k-
s m i B LIFAHER 555 L EAG HEEN L TAF -



4. The private sector group met again in December 2007 and was joined by a number of specialist
public sector members. Separate working groups comprising public and private sectors members were
established, and private sector chairs were appointed.

4. BERLESFIEIAG Y 2007 48 12 HHREEGH - — LA PIER TSI RER - S5IMEK
I {E AR IR RAY TAF /N - AT AR B HRFE R £ -

5. The EAG continued work until this Guidance for legal professionals was presented to the WGEI.
After further international consultation with both public and private sectors, the FATF adopted this
Guidance at its October 2008 Plenary. Guidance for each of the other DNFBP sectors is being published
separately.

5. EAG R F - HZE [ WGEI fe i AREHEE N BTES [ Rk o AEELNE P IRIRAE T — 23
TTEIPR LR o DHIEss Rl TE) TIFAHARE 2008 4 10 HE B KgimimAtss| - HATERES
AR 2 2 IR B B SHIAvTES | -

Purpose of the Guidance

1551 HHY

6. The purpose of this Guidance is to:

6. BEFES IR H AR -

e  Support the development of a common understanding of what the risk-based approach
involves.

o HEBNHIE AN ST ARTA R AR AR -

e Outline the high-level principles involved in applying the risk-based approach.

o P EPREGETANSIEEA A - SRS -

e Indicate good practice in the design and implementation of an effective risk-based
approach.

o SHYIARURIREBE ARG TEETT - fREt BE A -

7. However, it should be noted that applying a risk-based approach is not mandatory. A properly
applied risk-based approach does not necessarily mean a reduced burden, although it should result in a
more cost effective use of resources. For some countries, applying a rules-based system might be more
appropriate. Countries’ will need to make their own determinations on whether to apply a risk-based
approach, based on their specific money laundering/terrorist financing risks, size and nature of the DNFBP
activities, and other relevant information. The issue of timing is also relevant for countries that may have
applied anti-money laundering/counter-terrorist financing (AML/CFT) measures to DNFBPs, but where it
is uncertain whether the DNFBPs have sufficient experience to implement and apply an effective
risk-based approach.

7. ZRT > MRS » (50 P\ A (risk-based) J7 A0 ol : - 8 & bbbk P R\ B 5725
RMRF AR (B TR R (o PR 25 - R 5 A £ AR IR (rules-based)
ZSRATRE T B - BB © AR HAL s BRI T Eb 52 2 JEER R A
BRI RS - DUREATHBIERN - BT E R S DU A E 2 7575 - WEAKstHEE

! All references in the FATF Recommendations and in this document to country or countries apply equally

to territories or jurisdictions.
. Bl 2E s R TE TAR SRR oA SR e B T BI%E ) (VBT RIERE A, T i ) B T AR
U



ZIEBRSEENAR - SREATRERGHIEERAT R ERE (AMUCFT) il - (B HEETSE ZIE RS
FEHAR - HINEREBRERE L - B AT RAITERVEIRINS - Rt B R0 -

Target Audience, Status and Content of the Guidance

55 1 B - 7

8. This Guidance has been prepared for, and in relation to, legal professionals.? The legal
professionals sector includes various professions, including lawyers and notaries, and in some countries
there are also different categories of lawyers e.g. barristers and solicitors. Many legal professionals are
required to comply with specific legislation and regulation and rules and regulations enacted or adopted by
professional associations or other self regulatory organisations (SROs). The activities of legal
professionals are very diverse, as are the legal and professional obligations with which they are required to
comply. The specifics of an individual legal professional’s and/or a firm or other collection of legal
professionals’ particular risk-based processes should accordingly be determined based on the activities
undertaken by the legal professional, the ethical and existing supervisory structure for legal professionals
and the susceptibility of a legal professional’s activities (both generally and particularly) to money
laundering and terrorist financing.

8. AAGS [STEPAEEE A LEEER A EEE AL - 2 REEE A LaEEIm A A
B TECE - FREE S E A [FER HYERAT - G EERAT (barristers ) FIZE#54AT (solicitors ) -
FFEHEREE AL WHESREER - DURECE A B @B E HERS (SROs) SRAHEGEME
HIRREE o JEERECE N BRVEIIRE 2t » WHESFRNARREER G —HRIFE 25 - WL - (Eh
ERESEANB R BUARESE N BEGAT S MAH AR e B A AR AV ED - JERURNGZE
EREEABREEY) - BEE B MO R E SR SAERES) (—MRRrE ) BIEsRIE B
1 FHIBURLE -

9. Legal professionals provide a range of services and activities that differ vastly, such as in their
methods of delivery and in the depth and duration of the relationships formed with clients. This Guidance
is written at a high level to take into account the differing practices of legal professionals in different
countries, and the different levels and forms of supervision or monitoring that may apply. It is not intended
as a template for national legislation imposing obligations on legal professionals or SROs. Each country
and its national authorities should aim to establish an active dialogue with its legal professionals and other
DNFBP sectors that will be mutually beneficial in establishing effective systems to combat money
laundering and terrorist financing.

9. EEREE N SRR EEE BT - TR T U B N BT B E 2R RO HARE
LT  EREEAER - AET ISR AR - FEAEERAREEABNAEEG - DURA]
FE YA [F) Be B BB E /K ERIE 2 » H HAVIGIRE R s AR B N Bl H R E RS AT 2L
EEIA o BEIR NEE RFEELERESE N BMEAMEE 2 JEEmESE s N BfataaS - HEEII7
BT TR B8 R BB TV A SRS -

2 This refers to sole legal practitioners and partners or employed legal professionals within professional

firms. It is not meant to refer to “internal” (i.e. in-house) professionals that are employees of other types of
businesses, nor to legal professionals working for government agencies, who may already be subject to separate
measures that would combat money laundering and terrorist financing. See FATF 40 Recommendations Glossary,
definition of “Designated Non-Financial Businesses and Professions” (e).

2 ARE AR JOARESRE AT - BBEB AN OAREREAR - NMEFEZERHM A
ReRER T AL (REIANEE ) HEAE - TN EFE BBUN B TIERAFRBEAE » B AR A2 HAtl
FT8e58 K& Bh Rty T-(E S HEA AR - 352 REP M8 SR TEI LIFAHAR 40 THESRMTRER - T fEEZ Ik
RIEENAR ) ZER (e)-



10. The following general observations about legal professionals should help inform the approach.
Consideration should also be given to the particular activities performed by legal professionals on a
national, provincial, or local basis. Because legal professionals typically refer to those benefiting from
their services as “clients” rather than “customers”, that term is thus generally used throughout this paper,
except where specific terms of art such as “customer due diligence” and “know your customer” are used
(in such cases a customer can be equated to a client).
10. PUTNBAFRERER AN BN —REIZ - ERINEILE(E VA - STRNARESE N B ERR -
HEM I THITHYR E5E) - FET RS - PVEREE AN B EE R ARG ML Rt A e &
o B A5 R EE I ilTsE - BAE T B A R T EEIRE S FRE E R
"EE ) ATRERLE T &=EEA L

11. For purposes of this Guidance, legal professionals include both lawyers and notaries.

11. FEASES [T TAEER ARG ATEA -

e Lawyers are members of a regulated profession and are bound by their specific professional
rules and regulations. Their work is fundamental to promoting adherence to the rule of law
in the countries in which they practice. Lawyers hold a unique position in society by
providing access to law and justice for individuals and entities, assisting members of society
to understand their increasingly complex legal rights and obligations, and assisting clients to
comply with the law. Lawyers have their own professional and ethical codes of conduct by
which they are regulated. Breaches of the obligations imposed upon them can result in a
variety of sanctions, including disciplinary and criminal penalties. The provisions contained
in this Guidance, when applied by each country, are subject to professional secrecy and
legal professional privilege. As is recognised by the interpretative note to the FATF
Recommendation 16, the matters that would fall under legal professional privilege or
professional secrecy and that may affect any obligations with regard to money laundering
and terrorist financing are determined by each country. Likewise, ethical rules that impose
obligations, duties, and responsibilities on legal professionals vary by country. The legal
professionals’ counseling and advisory role, especially in an increasing regional and global
marketplace, does not generally involve a cash handling function.

o RENE—MEZETENECE - FEETRIERNEEABHE o MH AR Ry
HEPCEBIRAAFEIERE - A EEE T ARRRAYHIAL - R E AR A
EE - Bt E R B IR AR R AR ARIER TS - DA Bh Rt N SFAR -
ERETA B B TR ESE ROETE T R Rl - BRI MMIHIERS - nlRe g2
FIRFEAFAYHEL - SO SONERET - SERERNAIES IWRER » G255
W ROEEREEE N BRI - EAIDGHIESR SRTE LIRSS 16 TR Ml
BARTAREY. » BT BT TRE » WP AR R AN BTSSR - HalRER
BRI st BBy TV RIS - [FIERRY - TAEREEANEKIERTE - F5
HHVE RS BEIVBE AL AR - JAEREE N BN A - @A R
BRI IAE » CHEE H i R E A 2R -

e  Both civil and common law countries have notaries, but the roles of civil and common law
notaries differ. Common law mainly differs from civil law in that precedents can be drawn
from case law, while in civil systems codified rules are applied by judges to the cases before
them. In some common law countries, the common law notary public is a qualified,
experienced practitioner, trained in the drafting and execution of legal documents. In other
common law countries, the notary public is a public servant appointed by a governmental
body to witness the signing of important documents (such as deeds and mortgages) and
administer oaths. Known only in civil law jurisdictions, civil law notaries are both members
of an autonomous legal profession — although regulated by the law — and qualified public
officials, as they are appointed by the State through a selective public contest among law
graduates. Civil law notaries, who are bound by an obligation of impartiality with respect to
both parties, must be regarded, in matters of real property (conveyancing), family law,



inheritance and corporate legal services as practising non-contentious activities. They act as
gatekeepers by drafting, ensuring the legality and certainty of the instruments and the
authenticity of signatures presented to them; providing as well a public fiduciary function
by performing the role of a trusted third party . Civil law notaries are obliged by law not to
detach themselves from the core of the relationship, therefore making them responsible for
all aspects of the deed. For this reason, civil law notaries are assigned functions of a public
nature as part of their legal assignments. In civil law jurisdictions, notarial written
documents are particular means of evidence, unlike in the common law systems, which are
based on the free evidence of witnesses in court: special supreme State powers are devolved
to civil law notaries and they can therefore assign “public authority” to each deed they
perform. Thereby the civil law notary’s deed has a special effectiveness in a trial, whereby it
is a means of peremptory binding evidence; furthermore, it is as judicially enforceable as a
judgement; if it complies with the law, it can be registered on a public registry. Owing to
these characteristics, civil law notaries play a different role in comparison to the services
provided by other legal professionals. This Guidance does not cover those common law
notaries who perform merely administrative acts such as witnessing or authenticating
documents, as these acts are not specified activities.

REEEZRNIFERBEFE A RNFEN - BREERIEFELRATAA LA -
PRAZIAR AR FEEER AENTA LRI RIS AP ITAREAZRIEAE
AER B UL > BRI ERZE - ERERERARER T AEAES
A ERIHCEAN R - B EFIGR - o] DU R E 3 TAR ST » HANSERE S
BZ - AFEANEBIFRIRNVARA S - SR REEE (BFINSZIREEIT) &E L
KREFEE - AAHEREELREEERER - A AR BIEAFEBCENIRE (=7AF
R ) WA ABAR » BBBEZEARES - (SRS RE ik - KX
RN NERFFR G ETT AT AEABE (E38) - Uk ~ BRREFRARIRE T
H - PITEFREY) - TEBEESCE - RZSCEN A KEEN - DU St
MRt s BV EEN - BETMIEAC  MMTEBZEENVE=Tra0 > 2ftE
HEENMEIRTS - KA R AT AMOE A EER (% L VA PHEFT A BRI AR -
it - REEEZRABABEAHMENREE - SRAREBI 8D - EAREERE
EEEN - NEEERENREIE A > BEISEARAR > HEERLEBAEEE T
FY B FR RIS R AR - FPRI = BURIBAE MBI AR A - AL - A =]
LUkt TS ) 3 IRETHIE—TATT R © Fibl > REEERZRABATT RAEFHAT - B
HRIRTT » B EEAEEHR NI TA © [k SHUHE R EE LT
—REFIR ARG EERME - AJMEAS SO E TR - N EERE - BHA
REEHE AN BIRAVIRBAHRL - KEEAZABADNEARNAT - A955 @EA s
FFERAEA > WRMFRR T A AITEIT R > PR sGEEE S - EET
FollIEATE S [FriaivRs 2 iE®)

Recommendation 12 mandates that the requirements for customer due diligence requirements
(CDD), record-keeping, and paying attention to all complex, unusual large transactions set out in
Recommendations 5, 6, and 8 to 11 apply to DNFBPs in certain circumstances. Recommendation 12
applies to legal professionals when they prepare for and carry out certain specified activities:

o 12 SR BRSNS 5 T 55 6 TH R 56 8 TH 56 1L IH A T Y& P A B R(CDD) »
IR LUSOEBATA AR T KU 5 520K IR e iR FEE TR E Z JE R EsE s
B o EEEE N BAEAER KT TR E B SEhi - eSS 12 T

Buying and selling of real estate.

HEA#E -

Managing of client money, securities or other assets.

EHEFEAESD  ier M EE



e  Management of bank, savings or securities accounts.

o HHHRIT - (HEBEETRIRE -

e Organisation of contributions for the creation, operation or management of companies.
o Rl BESEHATNEEESSE -

e  Creation, operation or management of legal persons or arrangements, and buying and
selling of business entities.

o Al - EHESEHIANSUARTE  UNEERELRE -

This Guidance has been prepared to assist legal professionals in those situations. Unless legal advice and
representation consists of preparing for or carrying out transactions relating to these specified activities, it
is not subject to the FATF Recommendations. The Recommendations would thus not cover, for example,
an initial meeting before any preparatory work is carried out, or the usual level of advice given at legal aid
or other “walk up” clinics.

KIS IVEY » IR L E R AEREE A G - BEAriER - BOIRAERER BT - AR A
TELE R E RN 2 35 - AR ZPiHI s R T TRl ek iia - L - Padiliicss
SR TEI LIFAHSRAVER - RS AR TET S 6 TIEZAiey e 5 - SOREED - BCEA R
Gret Bt AR ey -

13. It is possible that more than one legal professional will be preparing for or carrying out a
transaction, in which case they will all need to observe the applicable CDD and record-keeping obligations.
However, several legal professionals may be involved in a transaction for a specified activity but not all
are preparing for or carrying out the overall transaction. In that situation, those legal professionals
providing advice or services (e.g. a local law validity opinion) peripheral to the overall transaction who are
not preparing for or carrying out the transaction may not be required to observe the applicable CDD and
record-keeping obligations.

13. AR A DL EAERESE N B - SN TE AL I - M0 E R ST A
RI& P EE AP IRTFRS « AT E A S ADEREEA R - SEFIER EEENAC S - EIE
EEEELE B TERIE AL 5 o BEH - BEEAG S SR R B M E Y R B (IS A AR
BREER)  ERERENTIONNEREEANE - MR ETHE P EE AR IRTRTS

14. Recommendation 16 requires that FATF Recommendations 13 to 15 regarding reporting of
suspicious transactions and AMLCFT controls, and Recommendation 21 regarding measures to be taken
with respect to countries that do not or insufficiently comply with the FATF Recommendations, apply to
DNFBPs subject to the certain qualifications. Specifically, Recommendation 16 applies to legal
professionals when they engage in a financial transaction on behalf of a client, in relation to the activities
referred to in Recommendation 12. Recommendation 16, however, provides that legal professionals are
not required to report their suspicions if the relevant information was obtained in circumstances where
they are subject to professional secrecy or legal professional privilege. The lawyer-client relationship is
protected by law, regulations, and rules, and codes of conduct (such as legal professional privilege) in
many countries, including in some countries by constitutional provisions. This is recognised by the
Interpretative Note to Recommendation 16.

14. % 16 JHEHNUE - FrERMFZfEE 2 JEEmER A 8 - BRIt SRTE TIF
ARENEE 13 THZ SR 15 THE A RATR S mI e Sy U0t e 884 T e e I e DRGSR 21 TR -
A BT R e BT R B e R TE) LFAH SR et B R PR 5Tt - ELASARER » BEIYSS 12
THERPTIE VS > 55 16 IR E AN R L AN E SRS SR ARERE A S - 555 16 IHE
HRE  ERUFHEBIE AR - ZECER R BOAEREE N BRI - AREE A BRFEREE
SENE © EFTZEIZ > RATEZRFE N ZHMBIRZ ENEAR - BUE  (ROISAT RHZERT (FIanEEEH
EANEFRHE) WiRE - ARERRERZHFERE - B 16 HERSRC T -

15. The wider audience for this Guidance includes countries, regulators, and self-regulatory
organisations (SROs), which are considering how to apply AML/CFT measures to legal professionals.
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Countries need to identify the most appropriate regime, tailored to address individual country risks, which
takes into consideration the activities and professional and ethical codes of conduct of legal professionals
in their countries. This regime should recognise the differences between the DNFBP sectors, as well as the
differences between the DNFBPs (particularly legal professionals) and financial institutions. However,
this Guidance does not override the purview of national authorities. The manner in which legal
professionals, SROs, or other supervisory bodies approach their responsibilities under a risk-based CDD
system must necessarily be informed by and conform with the existing legal and oversight framework
within each country’s jurisdiction.

15. A5 [ATREE ARV S - B IEAE S A AT s T S E b - FERI AR A
BWEZ - BLETEIME RERS (SROs) « S BV S HIRaH] - ST R 5 m g T &
B W AR EE N BREBI DR SR E ST RVAER] - ARRRGHIEARGETE E Z IR S
HEFEZHER DRIEEZIFEMEBERE AR (L HEAEER AR ) BLERIE 2 25 -
A5 A ZE S EIE /AR - AEERAR - BEERESCHAEE R - B TR R
EHEEERGHERB RS - WENRBIETT & S BR SAE BRI AR R BB -

e To the extent a country has adopted a risk-based approach regime, the legal professionals
practising in that country should refer to that country’s guidance for that regime.

o EHEIZHERMEIREE AR > AEZEHCERAREE AR - NIESHZEE
FHAERH RS HHTES] -

e  This Guidance does not supplant specific professional guidance issued by designated
competent authorities or SROs in a particular country, and does not constitute a legal
interpretation of AML or CFT obligations of legal professionals, and should not be relied on
by legal professionals or the judiciary in determining whether a legal professional has
complied with his or her AML or CFT obligations.

o AT [ARENUURIE B AE B IARH 2 B R ERE AR R E SR 5 | IR AR
ENE - REER SIS TR BRI R B I A e - FUAREE N BEUEER GBI
HENEREHEANS - BEEETEI RS TE &SR -

16. The provisions in this Guidance are subject to applicable professional secrecy, legal professional
privilege or rules of professional conduct, which are determined by each country.

16. A5 IR ENE 2 S BIAE Z AR SR IR ~ TAEREHIE N B s SR T R B IR G -

Chapter Two: The Risk-Based Approach — Purpose, Benefits and Challenges
FE ¢ EREARIA-BHHY - FI23EEPkER

The purpose of the Risk-Based Approach
BB LR T AR H Y

17. The FATF Recommendations contain language that permits countries to some degree to adopt a
risk-based approach to combating money laundering and terrorist financing. That language also authorises
countries to permit DNFBPs to use a risk-based approach in applying certain of their AML and CFT
obligations.

17. Pl sesd R TR TIFAHARAV R - et S BIEF T R & B () 105 - i ETE
JEE 3t 25 P B A U7 0% - % R E TN A S B ] DAL IR E 2 IR RS SR B R R E
SEPHI R BB - FI bS5 0% -

18. By adopting a risk-based approach, it is possible to ensure that measures to prevent or mitigate
money laundering and terrorist financing are commensurate with the risks identified. This will allow
resources to be allocated in the most efficient ways. The principle is that resources should be directed in
accordance with priorities so that the greatest risks receive the highest attention. The alternative

11



approaches are that resources are either applied evenly, or that resources are targeted, but on the basis of
factors other than risk. This can inadvertently lead to a ‘tick box’ approach with the focus on meeting
regulatory requirements rather than on combating money laundering or terrorist financing efficiently and
effectively.

18. PRI B AR 7% - wT DU op B D B b AR e s B B (T e DA AT
HEPRLURA BRI TR ICE R - EIREIZIRE IR aI A - MR R R - SER S0
REDE o Bt ARSI ECER - BUEEE BRI T ECHSNY - FREERIIIMIAE - S Y
MEGA—TE T A8 % FURREEEEZK - MRS AR AR R T s 8 & Bh 2 il
Fo

19. A number of the DNFBP sectors, including legal professionals, are already subject to regulatory
or professional requirements (including as promulgated by SROs) that complement AML/CFT measures.
For example, by virtue of their professional codes of conduct, many lawyers are already subject to an
obligation to identify their clients (e.g. to check for conflict of interest) and the substance of the matter
submitted to them by such clients, in order to appreciate the consequences that their advice may have. If a
lawyer provides legal advice to a client that helps the client commit an offence, that lawyer may,
depending on the lawyer’s state of knowledge, become an accomplice to the offence. This Guidance must
be considered in the context of these professional and ethical codes of conduct. Where possible, it will be
beneficial for legal professionals (and relevant authorities and SROs) to devise their AML/CFT policies
and procedures in a way that harmonises with other regulatory or professional requirements. A risk-based
AML/CFT regime should not impede free access to the services provided by legal professionals for
legitimate purposes, but should create barriers to those who seek to misuse these services.
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20. Arisk analysis must be performed to determine where the money laundering and terrorist
financing risks are the greatest. Countries will need to identify the main vulnerabilities and address them
accordingly. Legal professionals will need this assistance and information to help them to identify higher
risk clients and services, including delivery channels, and geographical locations. These are not static
assessments. They will change over time, depending on how circumstances develop, and how threats
evolve.
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21. The strategies to manage and mitigate money laundering and terrorist financing are typically
aimed at preventing the activity from occurring through a mixture of deterrence (e.g. appropriate CDD
measures), detection (e.g. monitoring and suspicious transaction reporting), and record-keeping so as to
facilitate investigations.
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22. Proportionate procedures should be designed based on assessed risk. Higher risk areas should be
subject to enhanced procedures; this would include measures such as enhanced CDD checks and enhanced
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transaction monitoring. It also follows that in instances where risks are low, simplified, modified or
reduced controls may be applied.
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23. There are no universally accepted methodologies that prescribe the nature and extent of a
risk-based approach. However, an effective risk-based approach does involve identifying and categorising
money laundering and terrorist financing risks and establishing reasonable controls based on risks
identified.
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24. An effective risk-based approach will allow legal professionals to exercise reasonable business
and professional judgement with respect to clients. Application of a reasoned and well-articulated
risk-based approach will justify the judgements made with regard to managing potential money laundering
and terrorist financing risks. A risk-based approach should not be designed to prohibit or impede legal
professionals from continuing with legitimate practice — especially given their role in society and the
proper functioning of the justice system - or from finding innovative ways to diversify or expand their
practices.
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25. Regardless of the strength and effectiveness of AML/CFT controls, criminals will continue to
attempt to move illicit funds undetected and will, from time to time, succeed. Criminals are more likely to
target the DNFBP sectors, including legal professionals, if other routes become more difficult. For this
reason, DNFBPs may be more or less vulnerable depending on the effectiveness of the AML/CFT
procedures applied in other sectors. A risk-based approach allows DNFBPs, including legal professionals,
to more efficiently and effectively adjust and adapt as new money laundering and terrorist financing
methods are identified.
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26. A reasonably designed and effectively implemented risk-based approach can provide an
appropriate and effective control structure to manage identifiable money laundering and terrorist financing
risks. However, it must be recognised that any reasonably applied controls, including controls
implemented as a result of a reasonably designed and effectively implemented risk-based approach, will
not identify and detect all instances of money laundering or terrorist financing. Therefore, designated
competent authorities, SROs, law enforcement, and judicial authorities must take into account and give
due consideration to a well reasoned risk-based approach. When there is a failure to implement an
adequately designed risk-based approach or failure of a risk-based programme that was not adequate in its
design, designated competent authorities, SROs, law enforcement or judicial authorities should take action
as necessary and appropriate.
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Potential Benefits and Challenges of the Risk-Based Approach
B LR VRN VA 1 s ALK R

Benefits

217. The adoption of a risk-based approach to combating money laundering and terrorist financing
can yield benefits for all parties, including the public. Applied effectively, the approach should allow a
more efficient and effective use of resources and minimise burdens on clients. Focusing on higher risk
threats should mean that beneficial outcomes can be achieved more effectively.
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28. For legal professionals, the risk-based approach allows the flexibility to approach AML/CFT
obligations using specialist skills and responsibilities. This requires legal professionals to take a wide and
objective view of their activities and clients.
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29. Efforts to combat money laundering and terrorist financing should also be flexible in order to
adapt as risks evolve. As such, legal professionals should use their judgement, knowledge and expertise to
develop an appropriate risk-based approach for their particular organisation, structure and practice
activities.
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Challenges
PEE
30. The risk-based approach is not necessarily an easy option and is challenging to both public and

private sector entities. Some challenges may be inherent to the use of the risk-based approach. Others may
stem from the difficulties in making the transition to a risk-based system. A risk-based approach requires
resources and expertise to gather and interpret information on risks, both at the country and institutional
levels, to develop procedures and systems, and to train personnel. It further requires that sound and
well-trained judgement be exercised in the design and implementation of procedures, and systems. It will
certainly lead to a greater diversity in practice that should lead to innovations and improved compliance.
However, it may also cause uncertainty regarding expectations, difficulty in applying uniform regulatory
treatment, and lack of understanding by clients regarding information required.
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31. Implementing a risk-based approach requires that legal professionals have a sound understanding
of the risks and are able to exercise sound judgement. This requires the building of expertise including for
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example, through training, recruitment, taking professional advice and ‘learning by doing’. The process
will always benefit from information sharing by designated competent authorities and SROs. The
provision of good practice guidance is also valuable. Attempting to pursue a risk-based approach without
sufficient expertise may lead to flawed judgements. Legal professionals may over-estimate risk, which
could lead to wasteful use of resources, or they may under-estimate risk, thereby creating vulnerabilities.
They, and (if applicable) their staff members, may be uncomfortable making risk-based judgements. This
may lead to overly cautious decisions, or disproportionate time spent documenting the rationale behind a
decision. This may also be true at various levels of management. However, in situations where
management fails to recognise or underestimate the risks, a culture may develop that allows for inadequate
resources to be devoted to compliance, leading to potentially significant compliance failures.
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32. Designated competent authorities and SROs should place greater emphasis on whether legal
professionals have an effective decision-making process with respect to risk management. Sample testing
may be used or individual decisions reviewed as a means to test the effectiveness of a legal professional’s
overall risk management. Designated competent authorities and SROs should recognise that even though
appropriate risk management structures and procedures are regularly updated, and the relevant policies,
procedures, and processes are followed, decisions may still be made that are incorrect in light of additional
information that was not reasonably available at the time.
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33. In implementing the risk-based approach, legal professionals should be given the opportunity to
make reasonable judgements for their particular services and activities. This may mean that no two legal
professionals and no two firms are likely to adopt the same detailed practices. Such potential diversity of
practice will require that designated competent authorities and SROs make greater effort to identify and
disseminate guidelines on sound practice, and may pose challenges for staff working to monitor
compliance. The existence of good practice guidance, continuing legal education, and supervisory training,
industry studies and other materials will assist the designated competent authority or an SRO in
determining whether a legal professional has made sound risk-based judgements.
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34. Recommendation 25 requires adequate feedback to be provided to the financial sector and
DNFBPs. Such feedback helps institutions, firms and businesses to more accurately assess the money
laundering and terrorist financing risks and to adjust their risk programmes accordingly. This in turn
makes the detection of suspicious activity more likely and improves the quality of any required suspicious
transaction reports. As well as being an essential input to any assessment of country or sector wide risks,
the promptness and content of such feedback is relevant to implementing an effective risk-based approach.
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The potential benefits and potential challenges can be summarised as follows:

FJRENT BT AT T -

Potential Benefits:

T RERYEES

e Better management of risks and cost-benefits

o AR EER BRI S o

e Focus on real and identified threats

o FEHNCEINNEERE -

e Flexibility to adapt to risks that change over time
o [ bEn S LAY b T s e 2 -

Potential Challenges:

A REHTRE :

e Identifying appropriate information to conduct a sound risk analysis
o R RGN E R THIERN

e Addressing short term transitional costs

o JHEREFGRAIEIE A -

e Greater need for more expert staff capable of making sound judgements. Regulatory response to potential
diversity of practice.

o WNAEMURMEAIEERE R THEARK - FSHHBEES TEH CREHRE -

Chapter Three: FATF and the Risk-Based Approach
F=E RS eR TR TR R R AR A

35. The varying degrees of risk of money laundering or terrorist financing for particular types of
DNFBPs, including legal professionals, or for particular types of clients, or transactions is an important
consideration underlying the FATF Recommendations. According to the Recommendations, with regard to
DNFBPs there are specific Recommendations where the degree of risk is an issue that a country either
must take into account (if there is higher risk), or may take into account (if there is lower risk).
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36. The risk-based approach is either incorporated into the Recommendations (and the Methodology)
in specific and limited ways in a number of Recommendations, or it is inherently part of or linked to those
Recommendations. For instance, for DNFBPs, including legal professionals risk is addressed in three
principal areas (a) Customer/client Due Diligence (R.5, 6, 8 and 9); (b) legal professionals and/or firms’
internal control systems (R.15); and (c) the approach of oversight/monitoring of DNFBPs, including legal
professionals (R.24).
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Client Due Diligence (R. 5, 6, 8 and 9)
ZANETHFE (F5IH  F6H - F8IHRE HEH

37. Risk is referred to in several forms:

37. JEUB AR R =R A

a)

b)

b)

d)

d)

Higher risk — Under Recommendation 5, a country must require its DNFBPs, including
legal professionals, to perform enhanced due diligence for higher-risk clients, business
relationships or transactions. Recommendation 6 (politically exposed persons) is an
example of this principle and is considered to be a higher risk scenario requiring enhanced
due diligence.
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Lower risk — A country may also permit legal professionals to take lower risk into account
in deciding the extent of the CDD measures they will take (see Methodology criteria 5.9).
Legal professionals may thus reduce or simplify (but not avoid completely) the required
measures.
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Risk arising from innovation — Under Recommendation 8, a country must require legal
professionals to give special attention to the risks arising from new or developing
technologies that might favour anonymity.
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Risk assessment mechanism — The FATF standards require that there be an adequate
mechanism by which designated competent authorities or SROs assess or review the
procedures adopted by legal professionals to determine the degree of risk and how they
manage that risk, as well as to review the actual determinations themselves. This
expectation applies to all areas where the risk-based approach applies. In addition, where
the designated competent authorities or SROs have issued guidelines on a suitable approach
to risk-based procedures, it will be important to establish that these have been followed. The
Recommendations also recognise that country risk is a necessary component of any risk
assessment mechanism (R.5 & R.9).
JERB R AL TR - B Ess Ml TE) TIRaRGE AR A B &t - thisEfE R TRRA S
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Internal control systems (R.15)

AIEBFERIFIE (855 15 TR )

38. Under Recommendation 15, the development of “appropriate” internal policies, training and
audit systems will need to include a specific, and ongoing, consideration of the potential money
laundering and terrorist financing risks associated with clients, products and services, geographic areas of
operation and so forth. The Interpretative Note to Recommendation 15 makes it clear that a country may
allow legal professionals to have regards to the money laundering and terrorist financing risks, and to the
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size of the business, when determining the type and extent of measures required.
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Regulation and oversight by designated competent authorities or SROs (R.24)
TEETE TR B T R B Y B BRI (75 24 75 )

39. Countries should ensure that legal professionals are subject to effective systems for monitoring
and ensuring compliance with AML/CFT requirements. In determining whether the system for monitoring
and ensuring compliance is appropriate, regard may be had to the risk of money laundering or terrorist
financing in a given business, i.e. if there is a low risk then reduced monitoring measures may be taken.
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Applicability of the risk-based approach to terrorist financing
R\ B B T A E B R (TR R T

40. There are both similarities and differences in the application of a risk-based approach to terrorist
financing and money laundering. They both require a process for identifying and assessing risk. However,
the characteristics of terrorist financing make its detection difficult and the implementation of mitigation
strategies may be challenging due to considerations such as the relatively low value of transactions
involved in terrorist financing, or the fact that funds can be derived from legitimate as well as illicit
sources.
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41. Funds that are used to finance terrorist activities may be derived either from criminal activity or
may be from legal sources, and the nature of the funding sources may vary according to the type of
terrorist organisation. Where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money laundering may also be appropriate for terrorist financing,
though the activity, which may be indicative of suspicion, may not be identified as or connected to terrorist
financing. It should be noted that transactions associated with the financing of terrorism may be conducted
in very small amounts, which in applying a risk-based approach could be the very transactions that are
frequently considered to be of minimal risk with regard to money laundering. Where funds are from legal
sources then it is even more difficult to determine if they could be used for terrorist purposes. In addition,
the actions of terrorists may be overt and outwardly innocent in appearance, such as the purchase of
materials and services to further their goals, with the only covert fact being the intended use of such
materials and services purchased. Therefore, while terrorist funds may be derived from criminal activity as
well as from legitimate sources, transactions related to terrorist financing may not exhibit the same traits
as conventional money laundering. In all cases, however, legal professionals are not responsible for
determining the type of underlying criminal activity or intended terrorist purpose.
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42. The ability of legal professionals to detect and identify potential terrorist financing transactions
without guidance on terrorist financing typologies or unless acting on specific intelligence provided by the
authorities is significantly more challenging than is the case for potential money laundering and other
suspicious activity. Detection efforts, absent specific national guidance and typologies, are likely to be
based on monitoring that focuses on transactions with countries or geographic areas where terrorists are
known to operate or on the other limited typologies available (many of which are indicative of the same
techniques as are used for money laundering).
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43. Specific individuals, organisations or countries may be the subject of terrorist financing
sanctions, in a particular country. In such cases a listing of individuals, organisations or countries to which
such sanctions apply and the obligations on legal professionals to comply with those sanctions are decided
by individual countries and are not a function of risk. Legal professionals may commit a criminal offence
if they undertake business with a listed individual, organisation or country, or its agent, in contravention of
applicable sanctions.

43. HASHIE A ~ 2HER R R AT o] fE 2R E R B ity Rz 5 - IR T - 1
PR ZIARIE BN ~ dHE BRI INSER - DUROARRE SR N BT iE SehIsny #8775 R (B 22
TRIE » IEEUE R A ELERRTHAE - AR EE N BAEROH BRI BIRGIELA - SHERE R IETR S
ATREMERIUSE

44, For these reasons, this Guidance has not comprehensively addressed the application of a
risk-based process to terrorist financing. It is clearly preferable that a risk-based approach be applied
where reasonably practicable, but further consultation with key stakeholders is required to identify a more
comprehensive set of indicators of the methods and techniques used for terrorist financing, which can then
be factored into strategies to assess terrorist financing risks and devise measures to mitigate them.
DNFBPs, including legal professionals, would then have an additional basis upon 40-44 and such
subsequent consultations when they occur.
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Limitations to the risk-based approach

JE\ B 7 A PR 1

45, There are circumstances in which the application of a risk-based approach will not apply, or may
be limited. There are also circumstances in which the application of a risk-based approach may not apply
to the initial stages of a requirement or process, but then will apply to subsequent stages. The limitations to
the risk-based approach are usually the result of legal or regulatory requirements that mandate certain
actions to be taken.
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46, Requirements to freeze assets of identified individuals or entities, in countries where such
requirements exist, are independent of any risk assessment. The requirement to freeze is absolute and
cannot be impacted by a risk-based process. Similarly, while the identification of potential suspicious
transactions can be advanced by a risk-based approach, in countries where such obligations exist, the
reporting of such suspicious transactions, once identified, is not risk-based. (See paragraph 119.)
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47. CDD comprises several components — Identification and verification of the identity of clients
and of beneficial owners, obtaining information on the purposes and intended nature of the business
relationships and conducting ongoing due diligence. Of these components, the identification and
verification of identity of clients are requirements that must be completed regardless of the risk-based
approach. However, in relation to all other CDD components, a reasonably implemented risk-based
approach may allow for a determination of the extent and quantity of information required, and the
mechanisms to be used to meet these minimum standards. Once this determination is made, the obligation
to keep records and documents that have been obtained for due diligence purposes, as well as transaction
records, is not dependent on risk levels.
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48. Countries may allow legal professionals to apply reduced or simplified measures where the risk
of money laundering or terrorist financing is lower. However, these reduced or simplified measures do not
necessarily apply to all aspects of CDD. Where these exemptions are subject to certain conditions being
met, it is necessary to verify that these conditions apply, and where the exemption applies under a certain
threshold, measures should be in place to prevent transactions from being split artificially to avoid the
threshold. Information beyond client identity, such as client location, may be needed to adequately assess
risk. This will be an iterative process: the preliminary information obtained about a client should be
sufficient to determine whether to go further, and in many cases client monitoring will provide additional
information.
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49, Some form of monitoring is required in order to detect unusual and hence possibly suspicious
transactions. Even in the case of lower risk clients, monitoring is needed to verify that transactions match
the initial low risk profile and if not, trigger a process for appropriately revising the client’s risk rating.
Equally, risks for some clients may only become evident once a relationship with a client has begun. This
makes appropriate and reasonable monitoring of client transactions an essential component of a properly
designed risk-based approach; however, within this context it should be understood that not all
transactions or clients will be monitored in exactly the same way. Moreover, where there is an actual
suspicion of money laundering or terrorist financing, this could be regarded as a higher risk scenario, and
enhanced due diligence should be applied regardless of any threshold or exemption. Given the relationship
between a legal professional and his/her client, the most effective form of ongoing monitoring will often
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be continued observance and awareness of a client’s activities by the legal professional. This requires legal
professionals to be alert to this basis of monitoring and for training of legal professionals to take this
feature into account.
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Distinquishing Risk-Based Monitoring and Risk-Based Policies and Processes
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50. Risk-based policies and processes should be distinguished from risk-based monitoring by
designated competent authorities or SROs. There is a general recognition within monitoring practice that
resources should be allocated taking into account the risks posed by individual practices. The methodology
adopted by the designated competent authorities or SROs to determine allocation of monitoring resources
should cover the practice focus, the risk profile and the internal control environment, and should permit
relevant comparisons between practices. Most fundamentally, such methodology needs to recognize that
the relationship between the legal professional and the client is often an on-going one. The methodology
used for determining the allocation of resources will need updating on an ongoing basis so as to reflect the
nature, importance and scope of the risks to which individual practices are exposed. Consequently, this
prioritisation should lead designated competent authorities or SROs to focus increased regulatory attention
to legal professionals who engage in activities assessed to be of higher risk of money laundering or
terrorist financing.
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51. However, it should also be noted that the risk factors taken into account to prioritise the
designated competent authorities or SROs’ work will depend not only on the intrinsic risk associated with
the activity undertaken, but also on the quality and effectiveness of the risk management systems put in
place to address such risks.
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52. Since designated competent authorities or SROs should have already assessed the quality of risk
management controls applied by legal professionals, it is reasonable that their assessments of these
controls be used, at least in part, to inform money laundering and terrorist financing risk assessments
conducted by individual firms or businesses.

52. A TE E RS PR B B RS - R RS AR I N B PR b B B P PR A
on'E > R > IREERYE - MFIEE IR Rr S - 20 8H—80 - A EERE(E A = 2
FEHEITHY R R B B R Oy T A

21



Summary box: Arisk-based approach to countering money laundering and terrorist financing at the national
level: key elements for success

FHER MR BRI RN TR AR 74 - BOIBRNE

e |egal professionals, designated competent authorities and/or SROs should have access to reliable and
actionable information about the threats.

o EEHEEAR - fEEMERIRE R BE EERE AT DS BRI 2 L v SE i AR (ERY RN,

e There must be emphasis on cooperative arrangements among the policy makers, law enforcement, regulators,
and the private sector.

o FEHPURHIEE - PUATKR - BB TRRASIL AT 2 METE -
e Authorities should publicly recognise that the risk-based approach will not eradicate all elements of risk.

o ARAEEAFNETRRETE A - SARPRATA BRI -

e Authorities have a responsibility to establish an atmosphere in which legal professionals need not be afraid of
regulatory sanctions where they have acted responsibly and implemented adequate internal systems and
controls.

o FARAHMUARTRIE(HEENLE - BEAREREA S RERNATENTE » WLHEHEE ARSI
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e Designated competent authorities’ and/or SROs’ supervisory staff must be well-trained in the risk-based
approach, both as applied by designated competent authorities/SROs and by legal professionals.

o IEEMETEIRRE BB ERERSHRTE A BB BAFIIGR - SR IR R TE e RE SRR, B R RS P A B B
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SECTION TWO: GUIDANCE FOR PUBLIC AUTHORITIES
BEN - AHEFIES

Chapter One: High-level principles for creating a risk-based approach

F—E  BUREERERITARERERR

53. The application of a risk-based approach to countering money laundering and the financing of
terrorism will allow designated competent authorities or SROs and legal professionals to use their
resources most effectively. This chapter sets out five high-level principles that should be considered by
countries when designing a risk-based approach applicable to legal professionals. They could be
considered as setting out a broad framework of good practice.
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54. The five principles set out in this Guidance are intended to assist countries in their efforts to
improve their AML/CFT regimes. They are not intended to be prescriptive, and should be applied in a
manner that is well-considered, is appropriate to the particular circumstances of the country in question
and takes into account the way in which legal professionals are regulated in that country and the
obligations they are required to observe.
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Principle One: Understanding and responding to the threats and vulnerabilities: a national risk
assessment

SRR - B oI e R ST RE © BRI e AL

55. Successful implementation of a risk-based approach to combating money-laundering and
terrorist financing depends on a sound understanding of the threats and vulnerabilities. Where a country is
seeking to introduce a risk-based approach at a national level, this will be greatly aided if there is a
national understanding of the risks facing the country. This understanding can flow from a national risk
assessment that can assist in identifying the risks.

55. PATERERE T - FTRESM AR T > G » I Re & R AR 2 g5 Bk
MAE * & BITEZORBIR 4k FE A g ELE 7 AN » 5 Re Sl AR Bl o R Y 2 B s - B RE (L
TRARHB 4 - BIRERRETAS - A B by i S A s i e e e -

56. National risk assessments should be tailored to the circumstances of each country. For a variety
of reasons, including the structure of designated competent authorities or SROs and the nature of DNFBPs,
including legal professionals, each country’s judgements about the risks will be unique, as will their
decisions about how to implement a national assessment in practice. A national assessment need not be a
single formal process or document. The desired outcome is that decisions about allocating responsibilities
and resources at the national level are based on a comprehensive and current understanding of the risks.
Designated competent authorities and SROs, in consultation with the private sector, should consider how
best to achieve this while also taking into account any jurisdictional limitations of applying the risk-based
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approach to legal professionals, as well as any risk associated with providing information on money
laundering and terrorist vulnerabilities.
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Principle Two: A legal/regulatory framework that supports the application of a risk-based approach
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57. Countries should consider whether their legislative and regulatory frameworks are conducive to
the application of the risk-based approach. Where appropriate the obligations imposed should be informed
by the outcomes of the national risk assessment.
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58. The risk-based approach does not mean the absence of a clear statement of what is required from
the DNFBPs, including from legal professionals. However, under a risk-based approach, legal
professionals should have a degree of flexibility to implement policies and procedures which respond
appropriately to their own risk assessment. In effect, the standards implemented may be tailored and/or
amended by additional measures as appropriate to the risks of an individual legal professional and/or
practice. The fact that policies and procedures, in accordance to the risk levels, may be applied to different
services, clients and locations does not mean that policies and procedures need not be clearly defined.
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59. Basic minimum AML/CFT requirements can co-exist with a risk-based approach. Indeed,
sensible minimum standards, coupled with scope for these to be enhanced when the risk justifies it, should
be at the core of risk-based AML/CFT requirements. These standards should, however, be focused on the
outcome (combating through deterrence, detection, and, when there is a requirement in a particular country,
reporting of money laundering and terrorist financing), rather than applying legal and regulatory
requirements in a purely mechanistic manner to every client. SROs may assist in the development of such
standards for legal professionals.
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Principle Three: Design of a monitoring framework to support the application of the risk-based
approach

FRI= : SEtEREAR SO RbRERE T AR ER

60. In certain countries, SROs play a critical role in the regulation of legal professionals, which may
be based on fundamental constitutional principles. Some SROs have the ability to audit or investigate their
own members, although in some countries these powers may be limited to reviewing policies and
procedures as opposed to specific clients and matters. Depending on the powers of and responsibilities
accepted by SROs, SROs may be able to facilitate or ensure compliance by legal professionals with the
relevant legislation and/or develop guidance relating to money laundering. In some countries, the SROs
may provide a greater level of scrutiny than that which can be afforded by a government or regulatory
AML program. SROs should be encouraged to work closely with domestic AML/CFT regulators.
Countries should ensure that SROs have appropriate resources to discharge their AML/CFT
responsibilities. In some cases, legal professionals may conduct activities falling within the scope of
Recommendation 12 that under national law may also require supervision from appropriate authorities.
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61. Where appropriate, designated competent authorities and SROs should seek to adopt a risk-based
approach to the monitoring of controls to combat money laundering and terrorist financing. This should be
based on a thorough and comprehensive understanding of the types of activity carried out by legal
professionals, and the money laundering and terrorist financing risks to which these are exposed.
Designated competent authorities and SROs will probably need to prioritise resources based on their
overall assessment of where the risks are in the legal professionals’ practices.
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62. Designated competent authorities and SROs with responsibilities other than those related to
AML/CFT will need to consider these risks alongside other risk assessments arising from the designated
competent authority’s or SRO’s wider duties.
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63. Such risk assessments should help the designated competent authority or SRO choose where to
apply resources in its monitoring programme, with a view to using limited resources to achieve the
greatest effect. A risk assessment may also indicate that the designated competent authority or SRO does
not have adequate resources to deal with the risks. In such circumstances, the designated competent
authority or SRO may need to obtain, where possible, additional resources or adopt other strategies to
manage or mitigate any unacceptable residual risks.
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64. The application of a risk-based approach to monitoring requires that designated competent
authorities” and SROs’ staff be able to make principle-based decisions in a fashion similar to what would
be expected from the staff of a legal professional’s practice. These decisions will cover the adequacy of the
arrangements to combat money laundering and terrorist financing. As such, a designated competent
authority or SRO may wish to consider how best to train its staff in the practical application of a
risk-based approach to monitoring. This staff will need to be well-briefed as to the general principles of a
risk-based approach, the possible methods of application, and what a risk-based approach looks like when
successfully applied within the context of a national risk assessment.
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Principle Four: Identifying the main actors and ensuring consistency
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65. Countries should consider who the main stakeholders are when adopting a risk-based approach
to combating money laundering and terrorist financing. These will differ from country to country. Thought
should be given as to the most effective way to share responsibility between these parties, and how
information may be shared to best effect. For example, consideration may be given to which body or
bodies are best placed to provide guidance to legal professionals about how to implement a risk-based
approach to AML/CFT.
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66. A list of potential stakeholders may include the following:
66. TEAEM R AN BB A RE AL

e  Government — This may include legislature, executive, and judiciary.

o UM —AIREEFEILE ~ 1T ~ EIUAERAL -

e Law enforcement agencies — This might include the police, customs and similar agencies.

o HUAMKE — MIRERIEEE - JgRH AL -

e The financial intelligence unit (FIU), security services, and other similar agencies.

o RSN (FIU) - 585RARES - HAEIRERT -

e Designated competent authorities/SROs (particularly bar associations and law societies).

o IREMERME BEER CCHERMRENARER) -

e  The private sector — This might include legal professionals and law firms and legal
professional organisations and associations such as national, state, local, and specialty
professional societies and bar associations.

o FLERFT— MIREEFRIAEESE N B OB RUAEEE AN BHSATE IR -
I~ st AN SRS A B DR R -
e The public — Arrangements designed to counter money laundering and terrorist financing

are ultimately designed to protect the law-abiding public. However, these arrangements may
also act to place burdens on clients of legal professionals.
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e  Others — Those who are in a position to contribute to the conceptual basis underpinning the
risk-based approach, such stakeholders may include academia and the media.

o Hfth—IHFEBEETE AL MR E o Bl AR EARER S B -

67. Clearly a government will be able to exert influence more effectively over some of these
stakeholders than others. However, regardless of its capacity to influence, a government will be in a
position to assess how all stakeholders can be encouraged to support efforts to combat money laundering
and terrorist financing.
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68. A further element is the role that governments have in seeking to gain recognition of the
relevance of a risk-based approach from designated competent authorities. This may be assisted by
relevant authorities making clear and consistent statements on the following issues:

68. SN2 R B E SRS ERE BRI b g 7 A AR R MR [F > Py Ay A e
FERATAERE T LU DUR s A B — Sy - BB ey Bt A eigdtEe)

e Legal professionals can be expected to have the flexibility to adjust their internal systems
and controls taking into consideration lower and high risks, so long as such systems and
controls are reasonable. However, there are also minimum legal and regulatory
requirements and elements that apply irrespective of the risk level, such as minimum
standards of CDD.
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e Acknowledging that a legal professional’s ability to detect and deter money laundering and
terrorist financing may sometimes be necessarily limited and that information on risk
factors is not always robust or freely available. There can therefore be reasonable policy and
monitoring expectations about what a legal professional with good controls aimed at
preventing money laundering and the financing of terrorism is able to achieve. A legal
professional may have acted in good faith to take reasonable and considered steps to
prevent money laundering, and documented the rationale for his/her decisions, and yet still
be abused by a criminal.
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e Acknowledging that not all high-risk situations are identical and as a result will not always
require the application of precisely the same type of enhanced due diligence.
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Principle Five: Information exchange between the public and private sector
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69. Effective information exchange between the public and private sector will form an integral part
of a country’s strategy for combating money laundering and terrorist financing. In some cases, it will
allow the private sector to provide designated competent authorities and SROs with information they
identify as a result of previously provided government intelligence. In countries where SROs regulate and
monitor legal professionals for AML compliance, such SROs may well acquire information that would be
relevant to a country’s strategy for combating money laundering and terrorist financing. To the extent that
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such information may be released in accordance with applicable laws, regulations, and rules, the results
may be made available to the designated competent authorities.
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70. Public authorities, whether law enforcement agencies, designated competent authorities or other
bodies, have privileged access to information that may assist legal professionals to reach informed
judgements when pursuing a risk-based approach to counter money laundering and terrorist financing.
Likewise, legal professionals are able to understand their clients’ legal needs reasonably well. It is
desirable that public and private bodies work collaboratively to identify what information is valuable to
help combat money laundering and terrorist financing, and to develop means by which this information
might be shared in a timely and effective manner.
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71. To be productive, information exchange between the public and private sector should be
accompanied by appropriate exchanges among public authorities. FIUs, designated competent authorities
and law enforcement agencies should be able to share information and feedback on results and identified
vulnerabilities, so that consistent and meaningful inputs can be provided to the private sector. All parties
should of course, consider what safeguards are needed to adequately protect sensitive information held by
public bodies from being disseminated in contravention of applicable laws and regulations.
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72. Relevant stakeholders should seek to maintain a dialogue so that it is well understood what
information has proved useful in combating money laundering and terrorist financing. For example, the
types of information that might be usefully shared between the public and private sector would include, if
available:
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e  Assessments of country risk.
o [EHZJEEEFAL -

e Typologies or assessments of how money launderers and terrorists have abused DNFBPs,
especially legal professionals.

o PREEERIEMIN TGRS T FEAERE A (CHRAREEAE) 28
HERIPAS -

Feedback on suspicious transaction reports and other relevant reports.

o HRER Syt RIH A AH B He Ay [

e Targeted unclassified intelligence. In specific circumstances, and subject to appropriate
safeguards and a country’s legal and regulatory framework, it may also be appropriate for
authorities to share targeted confidential information with legal professionals.

o RPEIEMEMEER - RN T HAEE (RIS ARN R EHERE - &
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e  Countries, persons or organisations whose assets or transactions should be frozen.

o EENKGIETHREHIER - (E A -

73. When choosing what information can be properly and profitably shared, public authorities may
wish to emphasise to legal professionals that information from public bodies should inform, but not be a
substitute for legal professionals’ own judgements. For example, countries may decide not to create what
are perceived to be definitive country-approved lists of low risk client types. Instead, public authorities
may prefer to share information on the basis that this will be one input into legal professionals’ decision
making processes, along with any other relevant information that is available to legal professionals.
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Chapter Two: Implementation of the Risk-Based Approach
BE  PTRIRERTTA

Assessment of Risk to Inform National Priorities:
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74. A risk-based approach should be built on sound foundations: effort must first be made to ensure
that the risks are well understood. As such, a risk-based approach should be based on an assessment of the
threats. This is true whenever a risk-based approach is applied, at any level, whether by countries or
individual legal professionals and/or firms. A country’s approach should be informed by its efforts to
develop an understanding of the risks in that country. This can be considered as a “national risk
assessment”.
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75. A national risk assessment should be regarded as a description of fundamental background
information to assist designated competent authorities, law enforcement authorities, the FIU, financial
institutions and DNFBPs to ensure that decisions about allocating responsibilities and resources at the
national level are based on a practical, comprehensive and up-to-date understanding of the risks.
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76. A national risk assessment should be tailored to the circumstances of the individual country, both
in how it is executed, and its conclusions, though countries should be mindful that money laundering and
terrorist financing can often have an international dimension, and that such information may also add
value to the national risk assessment. Factors that may influence the risk of money laundering and terrorist
financing in a country could include the following:
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e  Political environment.

o BURIRER -

e Legal environment.

o JREERLT

e A country’s economic structure.

o EIRLLIESH -

e  Cultural factors, and the nature of civil society.

o SUEHTBIARMEHIEE -

e Sources, location and concentration of criminal activity.

o JUSEEENVEIR - HBGEBIEL -

e Size and composition of the financial services industry.

o BRIARFERIHELEL -

e  Ownership structure of financial institutions and DNFBPs businesses.

o DRIIEBIETE ~ JEER SR BN ARESERS -

e  Size and nature of the activity carried out by DNFBPs, including legal professionals.
o EEZIEERERNAE (EAREEANR) ST EFHVREMME -

e Corporate governance arrangements in relation to financial institutions and DNFBPs and
the wider economy.

o PR ERIMEREETEE 2 IFeR BN BN B RO SR -

e The nature of payment systems and the prevalence of cash-based transactions.

o (IKARSME B ST R -

e  Geographical spread of the financial industry’s and DNFBPs’ operations and clients.
o BRISENTEE ZIFERIZEFRNA B 2 E@EMZt \HYREE 467 -

e  Types of products and services offered by the financial services industry and DNFBPs.
o BRIRFESENEEE ZIFeRi R Bt 2 2 im R B IuRe -

e  Types of customers/clients serviced by financial institutions and DNFBPs.

o DRIINTEE ZIEERBERNABRBZEF Zst NIIRE -

e  Types of predicate offences.

o HIEIIFRAVIAL -

e  Amounts of illicit money generated domestically.

o ENEANNEEFEEE -

e  Amounts of illicit money generated abroad and laundered domestically.

o [EYMNEL - BEINEERIVNASEREEE -

e  Main channels or instruments used for laundering or financing terrorism.

o JhstsNERIMN T EEEESN T -

e  Sectors of the legal economy affected.

B E LT AES,

e  Underground/informal areas in the economy.

o N IRELLBEIL o

77. Countries should also consider how an understanding of the risks of money laundering and
terrorist financing can be best achieved at the national level. Relevant questions could include: Which
body or bodies will be responsible for contributing to this assessment? How formal should an assessment
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be? Should the designated competent authority’s or SRO’s view be made public? These are all questions
for the designated competent authority or SRO to consider.
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78. The desired outcome is that decisions about allocating responsibilities and resources at the
national level are based on a comprehensive and up-to-date understanding of the risks. To achieve the
desired outcome, designated competent authorities and SROs should ensure that they identify and provide
DNFBPs (including legal professionals) with the information needed to develop this understanding and to
design and implement measures to mitigate the identified risks.
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79. Developing and operating a risk-based approach involves forming judgements. It is important
that these judgements are well informed. It follows that, to be effective, the risk-based approach should be
information-based and include intelligence where appropriate. Effort should be made to ensure that risk
assessments are based on fresh and accurate information. Governments utilising partnerships with law
enforcement bodies, FIUs, designated competent authorities/SROs and legal professionals themselves, are
well placed to bring their knowledge and expertise to bear in developing a risk-based approach that is
appropriate for their particular country. Their assessments will not be static and will change over time,
depending on how circumstances develop and how the threats evolve. As such, countries should facilitate
the flow of information between different bodies, so that there are no institutional impediments to
information dissemination.
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80. Whatever form they take, a national assessment of the risks, along with measures to mitigate
those risks, can inform how resources are applied to combat money laundering and terrorist financing,
taking into account other relevant country policy goals. It can also inform how these resources are most
effectively assigned to different public bodies and SROs, and how those bodies make use of those
resources in an effective manner.
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81. As well as assisting designated competent authorities and SROs to decide how to allocate funds
to combat money laundering and terrorist financing, a national risk assessment can also inform
decision-makers on the best strategies for implementing a regulatory regime to address the risks identified.
An over-zealous effort to counter the risks could be damaging and counter-productive, placing
unreasonable burdens on legal professionals. Alternatively, less aggressive efforts may not be sufficient to
protect society from the threats posed by criminals and terrorists. A sound understanding of the risks at the
national level could help obviate these dangers.

81. SRiphBITE E RE B e EERIEIRG - DREAIM D BCE S - DITRESERIE B ity + 2 4b
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Effective systems for monitoring and ensuring compliance with AML/CFT requirements — General

Principles
B R EECR TS DI RIES TR E D RNARHIE - —HEFER]
82. FATF Recommendation 24 requires that legal professionals should be subject to effective

systems for monitoring and ensuring compliance with AML/CFT requirements. In determining whether
there is an effective system, regard may be had to the risk of money laundering or terrorist financing in the
sector. There should be a designated competent authority or SRO responsible for monitoring and ensuring
compliance by legal professionals; and the authority or SRO should have adequate powers and resources
to perform its functions, including powers to monitor and sanction.
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Defining the acceptable level of risk

JEF H] P2 1 R\ /KA

83. The level of AML/CFT risk will generally be affected by both internal and external risk factors.
For example, risk levels may be increased by internal risk factors such as weak compliance resources,
inadequate risk controls and insufficient senior management involvement. External level risks may rise
due to factors such as the action of third parties and/or political and public developments.
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84. As described in Section One, all activity involves an element of risk. Designated competent
authorities and SROs should not prohibit legal professionals from conducting business with high risk
clients. However, legal professionals would be prudent to identify, with assistance from this or other
Guidance, the risks associated with acting for high risk clients. When applicable law prohibits legal
professionals from acting for a client, the risk-based approach does not apply.
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85. However, this does not exclude the need to implement basic minimum requirements. For
instance, FATF Recommendation 5 (that applies to legal professionals through the incorporation of R.5
into R.12) states that “where [the legal professional] is unable to comply with [CDD requirements], it
should not open the account, commence business relations or perform the transaction; or should terminate
the business relationship; and should consider making a suspicious transaction report in relation to the
customer.” So the level of risk should strike an appropriate balance between the extremes of not accepting
clients, and conducting business with unacceptable or unmitigated risk. As is recognised by the
interpretative note to FATF Recommendation 16, however, in those countries where a reporting
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requirement has been adopted the matters that would fall under legal professional privilege or professional
secrecy are determined by each country.?
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86. Where legal professionals implement a risk-based approach, designated competent authorities
and SROs must expect legal professionals to put in place effective policies, programmes, procedures and
systems to mitigate the risk and acknowledge that even with effective systems not every suspect
transaction will necessarily be detected. They should also ensure that those policies, programmes,
procedures and systems are applied effectively to prevent legal professionals from becoming conduits for
illegal proceeds and ensure that they keep records and make reports (where obligated) that are of use to
national authorities in combating money laundering and terrorist financing. Efficient policies and
procedures will reduce the level of risks, but are unlikely to eliminate them completely. Assessing money
laundering and terrorist financing risks requires judgement and is not an exact science. Monitoring aims at
detecting unusual or suspicious transactions among an extremely large number of legitimate transactions;
furthermore, the demarcation of what is unusual may not always be straightforward since what is
“customary” may vary depending on the clients’ business. This is why developing an accurate client
profile is important in managing a risk-based system. Moreover, although procedures and controls are
frequently based on previous typologies, criminals will adapt their technigques, which may quickly limit
the utility of such typologies.
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87. Additionally, not all high risk situations are identical, and therefore will not always require
precisely the same level of enhanced due diligence. As a result, designated competent authorities/SROs
will expect legal professionals to identify individual high risk categories and apply specific and
appropriate mitigation measures. Further information on the identification of specific risk categories is
provided in Section Three, “Guidance for Legal Professionals on Implementing a Risk-Based Approach.”
87. AN - NEFTE S ERIRE—F - SEEEREHEIR (LR PEEALE - It 8¢
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See Annex 1 for a summary of decisions by judicial authorities on these issues.
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Proportionate Supervisory/Monitoring Actions to support the Risk-Based Approach
LR EEETE) - DU R b LR A

88. Designated competent authorities and SROs should seek to identify weaknesses through an
effective programme of both on-site and off-site supervision, and through analysis of internal and other
available information.
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89. In the course of their examinations, designated competent authorities and SROs should review a
legal professional’s AML/CFT risk assessments, as well as its policies, procedures and control systems to
arrive at an overall assessment of the risk profile of legal professionals’ practices and the adequacy of their
mitigation measures. Where available, assessments carried out by or for legal professionals may be a
useful source of information. The designated competent authority/SRO assessment of management’s
ability and willingness to take necessary corrective action is also a critical determining factor. Designated
competent authorities and SROs should use proportionate actions to ensure proper and timely correction of
deficiencies, taking into account that identified weaknesses can have wider consequences. Generally,
systemic breakdowns or inadequate controls will result in the most severe response.
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90. Nevertheless, it may happen that the lack of detection of an isolated high risk transaction, or of
transactions of an isolated high risk client, will in itself be significant, for instance where the amounts are
significant, or where the money laundering and terrorist financing typology is well known, or where a
scheme has remained undetected for a long time. Such a case might indicate an accumulation of weak risk
management practices or regulatory breaches regarding the identification of high risks, monitoring, staff
training and internal controls, and therefore, might alone justify action to ensure compliance with the
AML/CFT requirements.
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91. Designated competent authorities and SROs can and should use their knowledge of the risks
associated with services, clients and geographic locations to help them evaluate legal professionals’ money
laundering and terrorist financing risk assessments, with the understanding, however, that they may
possess information that has not been made available to legal professionals and, therefore, legal
professionals would not have been able to take such information into account when developing and
implementing a risk-based approach. Designated competent authorities and SROs (and other relevant
stakeholders) are encouraged to use that knowledge to issue guidelines to assist legal professionals in
managing their risks. Where legal professionals are permitted to determine the extent of the CDD
measures on a risk sensitive basis, this should be consistent with guidelines issued by their designated
competent authorities and SROs*. Guidance specifically designed for legal professionals is likely to be the

4 FATF Recommendations 5 and 25, Methodology Essential Criteria 25.1 and 5.12.
* Ptk s eml T B TR 4HAR RS 5 THERLSE 25 TH » U7 ARmAR A e 25.1 815,12 -
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most effective. An assessment of the risk-based approach will, for instance, help identify cases where legal
professionals use excessively narrow risk categories that do not capture all existing risks, or adopt criteria
that lead to the identification of a large number of higher risk relationships, but without providing for
adequate additional CDD measures.
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92. In the context of the risk-based approach, the primary focus for designated competent authorities
and SROs should be to determine whether or not the legal professional’s AML/CFT compliance and risk
management programme is adequate to: (a) meet the minimum regulatory requirements, and (b)
appropriately and effectively mitigate the risks. The monitoring goal is not to prohibit high risk activity,
but rather to be confident that legal professionals have adequately and effectively implemented appropriate
risk mitigation strategies. Appropriate authorities should, when considering taking action (including
applying penalties and sanctions), take into account and give due consideration to the reasoned
judgements of legal professionals who are implementing and/or operating an appropriate risk-based
approach, which judgements, in hindsight, may ultimately be determined to have been incorrect. In some
countries and situations, judicial authorities alone will determine whether the legal professional has
complied with the obligation to exercise reasonable judgement.
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93. Under FATF Recommendation 24, designated competent authorities and SROs should have
adequate powers to perform their monitoring functions, including the power to impose adequate sanctions
for failure to comply with statutory and regulatory requirements to combat money laundering and terrorist
financing. Fines and/or penalties are not appropriate in all regulatory actions, nor will they be permissible
in all jurisdictions, to correct or remedy AML/CFT deficiencies. However, subject to the requirements of
this paragraph, competent authorities, judicial authorities and SROs must have the authority and
willingness to apply appropriate sanctions in cases where substantial deficiencies exist. Often, action will
take the form of a remedial programme through the normal monitoring processes.
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94. In considering the above factors it is clear that proportionate monitoring will be supported by
two central features:
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a) Regulatory Transparency

a) AHENE

95. In the implementation of proportionate actions, regulatory transparency will be of paramount
importance. Designated competent authorities and SROs are aware that legal professionals, while looking
for professional freedom to make their own risk judgements, will also seek guidance on regulatory
obligations. As such, the designated competent authority/SRO with AML/CFT supervisory/monitoring
responsibilities should seek to be transparent in setting out what it expects, and will need to consider
appropriate mechanisms of communicating these messages. For instance, this may be in the form of
high-level requirements, based on desired outcomes, rather than detailed processes. If SROs responsible
for the regulation of the relevant legal professionals (including regulation of AML risks) carry out regular
AML compliance reviews of their members or otherwise take measures to supervise compliance, the form
of an SRO monitoring programme should be determined by each SRO’s rules and regulations.
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96. No matter what individual procedure is adopted, the guiding principle will be that there is an
awareness of legal responsibilities and regulatory expectations. In the absence of this transparency there is
the danger that monitoring actions may be perceived as either disproportionate or unpredictable, which
may undermine even the most effective application of the risk-based approach by legal professionals.
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b) General Education, Staff Training of Designated Competent Authorities, SROs, and Enforcement Staff
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97. SROs or other bodies that have a supervisory or educational role for legal professionals and legal
professional organisations all have a stake in an effective risk-based system. This includes making
available to legal professionals educational materials, further guidance and increasing awareness of money
laundering concerns and risks. Central to the ability of legal professionals to seek to train and guard
against money laundering effectively in a risk-based approach, is the provision of realistic typologies,
particularly those where there is unwitting involvement.
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98. In the context of the risk-based approach, it is not possible to specify precisely what a legal
professional has to do, in all cases, to meet its regulatory obligations. Thus, a prevailing consideration will
be how best to ensure the consistent implementation of predictable and proportionate monitoring actions.
The effectiveness of monitoring training will therefore be important to the successful delivery of
proportionate supervisory/monitoring actions.
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99. Training should aim to allow designated competent authorities/SRO staff to form sound
comparative judgements about AML/CFT systems and controls. It is important in conducting assessments
that designated competent authorities and SROs have the ability to make judgements regarding
management controls in light of the risks assumed by firms and considering available industry practices.
Designated competent authorities and SROs might also find it useful to undertake comparative
assessments so as to form judgements as to the relative strengths and weaknesses of different legal
professional organisations’ arrangements.
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100. The training should include instructing designated competent authorities and SROs about how to
evaluate whether senior management has implemented adequate risk management measures, and
determine if the necessary procedures and controls are in place. The training should also include reference
to specific guidance, where available. Designated competent authorities and SROs also should be satisfied
that sufficient resources are in place to ensure the implementation of effective risk management.
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101. To fulfil these responsibilities, training should enable designated competent authorities and
SROs monitoring staff to adequately assess:
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i The quality of internal procedures, including ongoing employee training programmes and
internal audit, compliance and risk management functions.
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ii. Whether or not the risk management policies and processes are appropriate in light of
legal professionals’ risk profile, and are periodically adjusted in light of changing risk profiles.
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ili.  The participation of senior management to confirm that they have undertaken adequate
risk management, and that the necessary procedures and controls are in place.
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102. Educating legal professionals on AML/CFT issues and the risk-based approach is a key element
of an effective risk-based approach. Designated competent authorities should thus consider, in discussion
with SROs and legal professionals and other appropriate organisations, ways of encouraging educational
bodies (such as universities and law schools) to include within the education and training of legal
professionals at all levels appropriate references to AML/CFT laws and the appropriate role that legal
professionals can play in combating money laundering and terrorist financing.
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SECTION THREE: GUIDANCE FOR LEGAL PROFESSIONALS ON
IMPLEMENTING A RISK-BASED APPROACH

B AEER A RERRRER AT

Chapter One: Risk Categories
F—E  EEEE

103. Potential money laundering and terrorist financing risks faced by legal professionals will vary
according to many factors including the activities undertaken by the legal professional, the type and
identity of client, and the nature of the client relationship and its origin. Legal professionals should
identify the criteria that enable them to best assess the potential money laundering and where feasible
terrorist financing risks their practices give rise to and should then implement a reasonable risk based
approach based on those criteria. These criteria are not exhaustive and are not intended to be prescriptive,
and should be applied in a manner that is well-considered, is appropriate to the particular circumstances of
the country and takes into account the way in which legal professionals are regulated in that country and
the obligations they are required to observe.
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104. Identification of the money laundering risks and terrorist financing risks associated with certain
clients or categories of clients, and certain types of work will allow legal professionals to determine and
implement reasonable and proportionate measures and controls to mitigate these risks. Although a risk
assessment should normally be performed at the inception of a client relationship, for a legal professional,
the ongoing nature of the advice and services the legal professional often provides means that automated
transaction monitoring systems of the type used by financial institutions will be inappropriate for many
legal professionals. The individual legal professionals working with the client are better positioned to
identify and detect changes in the type of work or the nature of the client’s activities, this is because the
lawyer’s knowledge of the client and its business will develop throughout the duration of what is expected
to be a longer term relationship. Legal professionals will need to pay attention to the nature of the risks
presented by isolated, small and short-term client relationships that, depending upon the circumstances,
may be low risk (e.g. advice provided to walk-ups in a legal aid clinic).

104, HEEEREZRC ASZEEE NN - DURSRE LA AYREAH BE e 88 b A B ki 17+ BBz - ]
DGRAEEEE NG - HIET R B & FE HAHRBAVIER AR U705 - DI RiE e m b - MR et -
S TEZ AT Ze st N B (RBRGHYIHER T (BRI AR ERE A BN S Rt bl R A R
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105. The amount and degree of monitoring will depend on the nature and frequency of the
relationship. A legal professional may also have to adjust his or her risk assessment of a particular client
based upon information received from a designated competent authority, SRO, or other credible sources.
105.  EEEAVEGEFIRERE - RUMMEREA(GRAVIHEERISAR - JARESE N Bl ge VARIBIE R
TRRE - BERERS S A A SERR HUG < &R - SRR E et AR RS TA -

106. Money laundering and terrorist financing risks may be measured using various categories.
Application of risk categories provides a strategy for managing potential risks by enabling legal
professionals, where required, to subject each client to reasonable and proportionate risk assessment. The
most commonly used risk criteria are: country or geographic risk; client risk; and risk associated with the
particular service offered. The weight given to these risk categories (individually or in combination) in
assessing the overall risk of potential money laundering or terrorist financing may vary from one legal
professional and/or firm to another, particularly given the size, sophistication, nature and scope of services
offered by the legal professional and/or firm. These criteria, however, should not be considered in isolation.
Legal professionals, in light of their individual practices and based on their reasonable judgements, will
need to assess independently the weight to be given to each risk factor.

106.  EERAIEBNRMM (TR o m] DRI A BERVERETTRE o EERERIRIER - HEEVEE
JEBR IR LR SRAEHRECE N BSNEERT - A DU R st N T S E AR A R ST - a i Ay
R E IR - BBt B by TRt AR DU BER E AR AERRAY s - s B s s & B
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107. Although there is no universally accepted set of risk categories, the examples provided in this
Guidance are the most commonly identified risk categories. There is no single methodology to apply these
risk categories, and the application of these risk categories is merely intended to provide a suggested
framework for approaching the management of potential risks.

107.  EEPNRA EESFEZAVE RS A4S i tasEaf - 2t #e2 FIRRE A E ] -
s S R Ay 7 AR s A1 - 1 EE SR b SR AR By > U R B BB E R R
(AR -

Country/Geographic Risk

[B5RSth PR e
108. There is no universally agreed definition by either designated competent authorities, SROs, or

legal professionals that prescribes whether a particular country or geographic area (including the country
within which the legal professional practices) represents a higher risk. Country risk, in conjunction with
other risk factors, provides useful information as to potential money laundering and terrorist financing
risks. Money laundering and terrorist financing risks have the potential to arise from almost any source,
such as the domicile of the client, the location of the transaction and the source of the funding. Countries
that pose a higher risk include:
108. R MFUEMAER - fHEEEEE - BEEERESUAREEANE - UER ERZ M &
(BFEAEEEABSEZER ) ARiaiy b - BRERE & B RN - BB E
YR - AR fR Bt A FIAVESRN o PR BBy T Ebe: - TRE D B ERER - PlaZsst AHYEE
H ~ R GHBILL R E SRS - B Ry B o ET

e  Countries subject to sanctions, embargoes or similar measures issued by, for example, the
United Nations (UN). In addition, in some circumstances, countries subject to sanctions or
measures similar to those issued by bodies such as the UN, but that may not be universally
recognised, may be taken into account by a legal professional because of the standing of the
issuer of the sanctions and the nature of the measures.
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e Countries identified by credible sources® as generally lacking appropriate AML/CFT laws,
regulations and other measures.

o IRHIFEACH ® PRTE - BT E RIS TR AR - BUE A I B -

e  Countries identified by credible sources as being a location from which funds or support are
provided to terrorist organizations.

o KUHSEACSEEE > TP (D T4 HERE R B 2 B

e Countries identified by credible sources as having significant levels of corruption or other
criminal activity.

o HIEANELE - IEHECHAESEEEN B R EE R

Client Risk
Zeab N\ JEfs

109. Determining the potential money laundering or terrorist financing risks posed by a client, or
category of clients, is critical to the development and implementation of an overall risk-based framework.
Based on its own criteria, a legal professional should seek to determine whether a particular client poses a
higher risk and the potential impact of any mitigating factors on that assessment. Application of risk
variables may mitigate or exacerbate the risk assessment. Categories of clients whose activities may
indicate a higher risk include:

109.  HERZE ASZESE B - W ARAVBAE SR ECE A T e - BT S B T RS
PR AEORHEZR T E o B 2 - AR YRR AR ER A BEE A FrEZst NE S AR S HyE g -
PARAE TR RN R - 2P EAE R E - EEEe S BIER - RUREdE st by EbE o
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e PEPs are considered as higher risk clients — If a legal professional is advising a client that is
a PEP, or where a PEP is the beneficial owner of the client, with respect to the activities
specified in Recommendation 12, then a legal professional will need to carry out
appropriate enhanced CDD, as required by Recommendation 6. Relevant factors that will
influence the extent and nature of CDD include the particular circumstances of a PEP, the
PEP’s home country, the type of work the PEP is instructing the legal professional to
perform or carry out, and the scrutiny to which the PEP is under in the PEP’s home country.

o HEEUEMBIE AL SLERE SR A AR EEABRE 12 THER T EH
ZEE)  WRFE AR - MZEE N EEDUEERE AL » SEEBUEERS

° “Credible sources” refers to information that is produced by well-known bodies that generally are

regarded as reputable and that make such information publicly and widely available. In addition to the FATF and
FATF-style regional bodies, such sources may include, but are not limited to, supra-national or international bodies
such as the International Monetary Fund, the World Bank, and the Egmont Group of Financial Intelligence Units, as
well as relevant national government bodies and non-governmental organisations. The information provided by these
credible sources does not have the effect of law or regulation and should not be viewed as an automatic
determination that something is of higher risk

® PHISEARE ) RonERNE A B ER - ELERE R GRS EE o AR - BT LS E
afl o FRIGHIZESE SRl T8 TR S HAHRR @R 4 - ST B AR E AR S B s B PR A - (il
SREMEE  HFURTT R OUSSEAHE - RIS A DU AR R BUS RS IS EBUR 4SS - SRt E
SO AAREEE RO - HATER Ry B Bhal e R H A i kg -
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If a PEP is otherwise involved in a client (other than in the circumstances of
Recommendation 6), then the nature of the risk should be considered in light of all relevant
circumstances, such as:

HEEPUETER AL DIEALTTE (55 6 TR LN AR ) BEZEt AR - RilE
FRIZARBEIRLS ek b > 40 -

o  The nature of the relationship between the client and the PEP. Even if the PEP does not
have a controlling interest or a dominant position on the board or in management and
therefore does not qualify as a beneficial owner, the PEP may nonetheless affect the
risk assessment.

o  ZRt N EHEBUATERGS A\ L Z MBI ARAIIEE - IIEZEEBUEEBS AL
HESRGOUEHE R AR BB - AMTEEEZ R AIER - HZ%
HEPUEERS AN L B2 e E -

o  The nature of the client (e.g. is it a public listed company).
o FZHLAWIMEE (fId - Ed K EHAE) -

o  The nature of the services sought. For example, lower risks may exist where a PEP is
not the client but a director of a client that is a public listed company and the client is
purchasing real property for adequate consideration.

o  EORIRBHIME - fla0 - HEEBUEMEBHE AL AEZREEA > TEAR EHAE
ZZSEAES > HERA AN EESEREATE » SRR SR -

Clients conducting their business relationship or requesting services in unusual or
unconventional circumstances (as evaluated in all the circumstances of the representation).

ZEE NDAFESIREGTTE COREZ AR Fravarah ) BT EBR R > =X
FORARFS -

Clients where the structure or nature of the entity or relationship makes it difficult to
identify in a timely fashion the true beneficial owner or controlling interests, such as the
unexplained use of legal persons or legal arrangements, nominee shares or bearer shares.

N RZet NSRRI AAVAE s - DRI A EIEEE 2m A SEdf 5
ZZEEN > PRV ERT AN ~ TR - Bt BdssC Ry -

Clients that are cash (and cash equivalent) intensive businesses including:
e (REEH®) BEMME I ZSEARRE -

o  Money services businesses (e.g. remittance houses, currency exchange houses, casas de
cambio, centros cambiarios, remisores de fondos, bureaux de change, money transfer
agents and bank note traders or other businesses offering money transfer facilities).

o EWREEZE (HIAIERRE - MBS HiiEE 5 [casas de cambio; centros
cambiarios; remisores de fondos; bureaux de change )~ FEZCEE A DL SRTTEEIERS 5
P RO LA B2 (L PR TR (B3 ) -

o  Casinos, betting and other gambling related activities.

o Y~ MZREH ARG S -

o  Businesses that while not normally cash intensive, generate substantial amounts of
cash.

o JERSWEEELNEREGHIMRIE -
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e  Where clients that are cash intensive businesses are themselves subject to and regulated for
a full range of AML/CFT requirements consistent with the FATF Recommendations this
may mitigate the risks.

o BEINHEHEMMENZIA > WEEERZ (W28E) B emTEI T4
SRR BV B T R EOK o T A R AH B -

e  Charities and other “not for profit” organisations (NPOs) that are not subject to monitoring
or supervision (especially those operating on a “cross-border” basis) by designated
competent authorities® or SROs.

o NAZIEEMEEIE ° SO RIS Y A A MM IR 4A4R(NPOs )

(CEZ "B, ME4ES) -

e Clients using financial intermediaries, financial institutions or legal professionals that are
not subject to adequate AML/CFT laws and measures and that are not adequately
supervised by competent authorities or SROs.

o LU AFIFIREEHRS B FEE A EE SEEN RPN - SRRSO EREAN
& o HAORHTRREECEZE A+ » RS2 E PR esF T i &8 RS AR G -

e Clients having convictions for proceeds generating crimes who instruct the legal
professional (who has actual knowledge of such convictions) to undertake specified
activities on their behalf.

o BRIUFEATESRIR LA - fEnAEEEGE S CEHREEF B T O IESRreibs) -

e Clients who have no address, or multiple addresses without legitimate reasons.

o it NIEIEETH MR ML - SREIRFHEA 2 (8L -

e Clients who change their settlement or execution instructions without appropriate
explanation.

o LRt ABHEREAI SRS - SR R R

e  The use of legal persons and arrangements without any apparent legal or legitimate tax,
business, economic or other reason.

o HHANBRZ SVASRETRNIES - pEE - KUK BCHMt & - ERE N RUA R -

Service Risk

HR 5 [ e

110. An overall risk assessment should also include determining the potential risks presented by the
services offered by a legal professional, noting that the various legal professionals provide a broad and
diverse range of services. The context of the services being offered or delivered is always fundamental to a
risk-based approach. Any one of the factors discussed in this Guidance alone may not itself constitute a
high risk circumstance. High risk circumstances can be determined only by the careful evaluation of a
range of factors that cumulatively and after taking into account any mitigating circumstances would
warrant increased risk assessment. When determining the risks associated with provision of services
related to specified activities, consideration should be given to such factors as:

110.  SHEEEGEPREE - VA HARER A BNIRFSRREREIN  AEEEAER - 2Rk
B IS MMREEAR > A — T JE - TR LB T IRV ARRE AR » BN b B R TR = > rIEE ALK -
HEwmAES [Fratima U —HERAE - aTRefo AR RGs B E I - HETE GBI e E R

See Special Recommendation VIII.
° SRR RIEHE S -
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Services where legal professionals, acting as financial intermediaries, actually handle the
receipt and transmission of funds through accounts they actually control in the act of
closing a business transaction.

EEEE A SRR RS M EREZEIRE - Bl N H0H » 5235

Services to conceal improperly beneficial ownership from competent authorities.
BN EEENE Z 2 ARE - NIRRT -

Services requested by the client for which the legal professional does not have expertise
excepting where the legal professional is referring the request to an appropriately trained
professional for advice.

EREHEEANR BT NEH IS LB SIRIIRS © [ARHEE A B A2 EE E IR
ZEEAN =R > AERLR -

Transfer of real estate between parties in a time period that is unusually short for similar
transactions with no apparent legal, tax, business, economic or other legitimate reason.’

MR ESE R E EE TR AZERF GRS G s ) - il L=
GIERRRRS - T - LU S AT T

Payments received from un-associated or unknown third parties and payments for fees in
cash where this would not be a typical method of payment.

FHEERE IR A PR 56 = TR & > RRFEALURGSTIRBER & IR 5l
ARG T AT -

Transactions where it is readily apparent to the legal professional that there is inadequate
consideration, such as when the client does not identify legitimate reasons for the amount of
the consideration.

EEREZE N BRI ZIE - BANE - et RSB I E - fRHE & TR
s o

Administrative arrangements concerning estates where the deceased was known to the legal
professional as being a person who had been convicted of proceeds generating crimes.
EREEANS - PHRBEE ARG RIUSEEEARN AR - RmMATHAIE - AR BN
A A T AR etk -

Clients who offer to pay extraordinary fees for services which would not ordinarily warrant
such a premium. However, bona fide and appropriate contingency fee arrangements, where
a legal professional may receive a significant premium for a successful representation,
should not be considered a risk factor.

LR AT AR - SIS - EEHES > RREEEEERER - 1 —1)
FaEBFEAR > SHERE R ERARE -

See the FATF Typologies report Money Laundering and Terrorist Financing through the Real Estate

Sector at http://www.fatf-gafi.org/dataoecd/45/31/40705101.pdf.
! 2 RS R R T LIRS Sn i & 28 B AT PE R Bl 7 8) » 48tk -
http://www.fatf-gafi.org/dataoecd/45/31/40705101.pdf.
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e  The source of funds and the source of wealth — The source of funds is the activity that
generates the funds for a client, while the source of wealth describes the activities that have
generated the total net worth of a client.

o EEKFEKMENRF- BRI EIEZFEAELDELEESED)  MERIREIEE:
NFELLBREH T F 40 = P EErEE) o

e  Unusually high levels of assets or unusually large transactions compared to what might
reasonably be expected of clients with a similar profile may indicate that a client not
otherwise seen as higher risk should be treated as such. Conversely, low levels of assets or
low value transactions involving a client that would otherwise appear to be higher risk
might allow for a legal professional to treat the client as lower risk.

o HIFEE/KAEME - TR ANEARE S/KENME - SEEAFZHIVEEHC S » #A
FralTE R EaEE e - K2 - Tt NEE/ NS » SCEEKE—
HERAEBORAL - FRIFEFHSERIEE - o URES R R ZEEA -

e Shell companies, companies with ownership through nominee shareholding and control
through nominee and corporate directors®,

o ZERRNE] o EBAEE (REN) BERFFAEFTARERNAE] » B0EE NTHEGE NE ST
PEdlr A E e

e  Situations where it is difficult to identify the beneficiaries of trusts; this might include a
discretionary trust that gives the trustee discretionary power to name the beneficiary within
a class of beneficiaries and distribute accordingly the assets held in trust, and when a trust is
set up for the purpose of managing shares in a company that can make it more difficult to
determine the beneficiaries of assets managed by the trust®;

o TERERNT » ARAREGHHHEHNEERZ A » EBEIRNENZ 0 AREEH
Gat > ZeE NAEE—BFZm AT BEERIZmA » 2 EEE I 0 X0&
REENEIR G 2 HINFTEIEST o IREEPHEPTE R AN ZRA - °

e  Services that deliberately have provided or purposely depend upon more anonymity in the
client identity or participants than is normal under the circumstances and experience of the
legal professional.

o EEEECE BB E B KEBINHE - HIOTEORIEE - RZTENER UE S
TFUETT - AT AR INENI S E RS ME -

e Legal persons that, as a separate business, offer TCSP services should have regard to the
TCSP Guidance, even if such legal persons are owned or operated by legal professionals.
Legal professionals, however, who offer TCSP services should have regard to this Guidance,
and should consider customer or service risks related to TCSPs such as the following:

o EADUBILMZEMAL - BIMRMEIE R AT IRBE B HBAIRGES - FON T EE TSR
RN GRS FEE 2651 SRR N A REE AN BN E SRR SECEEE - JRE -
EHRESEAR - BEMBIMEEE R A IR EE BT - DR BEST AR [ MR
[FIRFEREEE R A SRS B H B R R SO B~ Ak

8 See also the FATF typologies report “The Misuse of Corporate Vehicles, including Trust and Company

Service Providers” published 13 October 2006.
° TR B HIESE S RTE) T IF4RSRE AR 2 2006 4F 10 H 13 HErH IRy A2 A TE 2B » [
B AFEIRBEE -

’ See also the FATF typologies report “The Misuse of Corporate Vehicles, including Trust and Company

Service Providers” Annex 2 on trusts, for a more detailed description of “potential for misuse” of trusts.
° N2 RGHES SR T LIRS A S & A AN LR R - EEEERA FIRFEE - ik
2 BANEREE - ISR I 2 RET R 2R -
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o Unexplained use of express trusts.
o fEEHEREEHEERGST -

o Unexplained delegation of authority by the client through the use of powers of attorney,
mixed boards and representative offices.

o [MEHEEBPEABENZEE  REEREGARMAENITE  ETHEST
% o
o Inthe case of express trusts, an unexplained relationship between a settlor and

beneficiaries with a vested right, other beneficiaries and persons who are the object of
a power.

o FEEFFAER T ZEAKEAE SN2 N2 B2 4 A ]
e Ry ~ztm NHVEL AT » A & FEARREAIRA (% -

o Inthe case of an express trust, an unexplained (where explanation is warranted) nature
of classes of beneficiaries and classes within an expression of wishes.

o EREUESFLITH > MESRIE RS2 o NEEHIMEE IR R E 2 o6 N\ #alE 2 #
% o

Variables that May Impact Risk
T BE 2 2 N SR

111 Due regard must be accorded to the vast and profound differences in practices, size, scale and
expertise, amongst legal professionals. As a result, consideration must be given to these factors when
creating a reasonable risk-based approach and the resources that can be reasonably allocated to implement
and manage it. For example, a sole practitioner would not be expected to devote an equivalent level of
resources as a large law firm; rather, the sole practitioner would be expected to develop appropriate
systems and controls and a risk-based approach proportionate to the scope and nature of the practitioner’s
practice.

111. FAEREIE N BIVEHEES - Ko ~ B~ FISESEGE - fism e N &N AE(E -
PRI - BrRgaEE L SRV R AR )74 - MG EERVEHNSMTEE AR - BoRHEtRE
HAIAFE - LUBIIHCEE B > A lge R AR SEHE KRR &R HAEiRiE E SavsicE
B SRl o T E N RGOV E TR - A B R AR A

112 Assignificant factor to consider is whether the client and proposed work would be unusual, risky
or suspicious for the particular legal professional. This factor must always be considered in the context of
the legal professional’s practice. A legal professional’s risk-based approach methodology may thus take
into account risk variables specific to a particular client or type of work. Consistent with the risk-based
approach and the concept of proportionality, the presence of one or more of these variables may cause a
legal professional to conclude that either enhanced due diligence and monitoring is warranted, or
conversely that normal CDD and monitoring can be reduced, modified or simplified. These variables may
increase or decrease the perceived risk posed by a particular client or type of work and may include:

112, ZEEAMIFTZREEER > BERE - BiglResmiilst - REEEFERNE - BEAREEAN
BWHASHIE ST R SRR - AFEEEABWEREE L AR EZSE AL
TRAIREFR A AR B s B & - IoG BREE AN STLOIRRIAES: - AEREREA R REE
FIE Ml —TRER SRR EIR - BB e s PR AN SR P & R B (R
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e  The nature of the client relationship and the client’s need for the legal professional to
provide specified activities.

o LEL ANELAEHESEABAARRIGAVRIE - KTt NERIAREE N JREEHET) -

e The level of regulation or other oversight or governance regime to which a client is subject.
For example, a client that is a financial institution or legal professional regulated in a
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country with a satisfactory AML/CFT regime poses less risk of money laundering than a
client in an industry that has money laundering risks and yet is unregulated for money
laundering purposes.

ZREAPTEHEETE - TR EAGH] o PN E AR ARG R T R B
BRI E S MR A RSB BUAEER N R > B NS e s AR AR
B — R AEITIR - MR RERAEREHIEE - HAALERTIES -

The reputation and publicly available information about a client. Legal persons that are
transparent and well known in the public domain and have operated for a number of years
without being convicted of proceeds generating crimes may have low susceptibility to
money laundering.

Zt NHYMEAABERVABTE A FEARSISAAE S » REEFLECHLE
HEREEHEIRSINEAN - REBEA G ARSI UIRMHAAA FRRYECE: - AIPRAEE
AsEEEHY T REME LA K -

The regularity or duration of the relationship.
TEARHFATR BTG RERH

The familiarity of the legal professional with a country, including knowledge of local laws,
regulations and rules, as well as the structure and extent of regulatory oversight, as the
result of a legal professional’s own activities within the country.
EHRESE N B EHBAE R VPRI - BRI E S TOAEA R - BLE R A5
HfER - ERERE AN RS A LB E AR SRS -

The proportionality between the magnitude or volume and longevity of the client’s business
and its legal requirements, including the nature of professional services sought.
LREANHVEBHIEECER & - KOER ~ AR KRR (BfEpE K e e
ZMWE) A BAREEs]

Subject to other factors (including the nature of the services and the source and nature of the
client relationship), providing limited legal services in the capacity of a local or special
counsel may be considered a low risk factor. This may also, in any event, mean that the
legal professional is not “preparing for” or “carrying out” a transaction for a regulated
activity specified in Recommendation 12.

FEHAMRZRER (EFERE T EMZ st AR AMEE AR ) BYRTEE T DA
RITERE SRR ~ B R A TR & AR » B AR R (R s EE) © fsm(T - =2
AIREFR  ENARERE N BIDE R E S IR ES 12 TR & Sy
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Significant and unexplained geographic distance between the legal professional

organisation and the location of the client where there is no nexus to the type of work being
undertaken.

Zeat NI BRI ACA R ESE N BRR ORI - 1M ELATs R IR NS AKE - T
BTN -

Where a prospective client has instructed the legal professional to undertake a single
transaction-based service (as opposed to an ongoing advisory relationship) and one or more
other risk factors are present.

IVB EZSE AFTfE R TOAREE A BEDRACE » ST RIE—EI4AE (—RE
NBEAEULL) - i HAEEN — TR £ ST -

Risks that may arise from the use of new or developing technologies that permit non-face to
face relationships and could favour anonymity. However, due to the prevalence of electronic

communication between legal professionals and clients in the delivery of legal services,
non-face to face interaction between legal professionals and clients should not, standing
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alone, be considered a high risk factor. For example, non-face to face, cross-border work for
an existing client is not necessarily high risk work for certain organisations (such as
regional, national or international law firms or other firms regardless of size that practice in
that type of work) nor would customary services rendered by a sole practitioner on a local
basis to a client in the local community who does not otherwise present increased risks.

o EFMEFRIHEHY (GHET) MPHELE - EEANRRBES D > ATREEL R
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e The nature of the referral or origination of the client. A prospective client may contact a
legal professional in an unsolicited manner or without common or customary methods of
introduction or referrals, which may increase risk. By contrast, where a prospective client
has been referred from another trusted source subject to an AML/CFT regime that is in line
with the FATF standards, the referral may be considered a mitigating risk factor.

o  LREAHI NS R AHERTURE - —(VBAEREEAN - WIREESEBHEN - MR —f%
SCE MBS > SR R - HRRY - ERESEEIE (AR AR
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e  The structure of a client or transaction. Structures with no apparent legal, tax, business,
economic or other legitimate reason may increase risk. Legal professionals often design
structures (even if complex) for legitimate legal, tax, business, economic or other legitimate
reasons, in which case the risk of money laundering could be reduced.

o ZIELABKGHVETBAIRE - BN S - FERZIMAVARE « BB - pEsE - LOFN
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e  Trusts that are pensions may be considered lower risk.

o HNRIREBATEIIAEEE B HEREREAZE -

Controls for Higher Risk Situations
PR v e\ 17

113. Legal professionals should implement appropriate measures and controls to mitigate the
potential money laundering and terrorist financing risks with respect to those clients that, as the result of
the legal professional or firm risk-based approach, are determined to be higher risk. Paramount among
these measures is the requirement to train legal professionals and appropriate staff to identify and detect
changes in activity by reference to risk-based criteria. These measures and controls may include:

113, EEHEANEMREE SEFEEBT - DERERETTEAS T - sSEBR s ERIZEtA
AP T E TR S B - DAY ATRERY S KB R B\ - IS RR A B 2EHY - S BIARESE
N BRI AR B aRaller - 2 MR AT 0% - DI R (A E BN LA A BR R & ER - S b
Bt K2 7 7 T e B A -

e  General training on money laundering methods and risks relevant to legal professionals.

o RV » FARERE N BRIE SR T8 AR -
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e Targeted training for increased awareness by the legal professionals providing specified
activities to higher risk clients or to legal professionals undertaking higher risk work.

o SIS > BmElRZEt NSt EE R TEAARESEAR - ETREiEE) > 12
EAREIE A\ SHERERECE -

e Increased levels of CDD or enhanced due diligence for higher risk situations.

o BEERER  FFEFOCHIERIRE S EE -

e Escalation or additional review and/or consultation by the legal professional or within a
firm at the establishment of a relationship.

o mESw(EAEER N B EEEIAEEBT > eI EARE RAVERERF > B s
TS EER -

e Periodic review of the services offered by the legal professional and/or firm to determine
whether the risk of money laundering and terrorist financing occurring has increased.

o EitREMRARERNE K/EEEEEE BT MR R - BT T RIS
RO SRR A R - B IR o

e Reviewing client relationships from time to time to determine whether the risk of money
laundering and terrorist financing occurring has increased.

o EIFMHEERE ARVEAKE A - FIETE S SRR A AR

e The same measures and controls may often address more than one of the risk criteria
identified, and it is not necessarily expected that a legal professional establish specific
controls targeting each risk criterion.

o THEIFEHGENERITE - AIRESH A —TAD EEBRATAE % - MRl m A i —
TRE TERH -

Chapter Two: Application of a Risk-Based Approach
B ARERAZERM

Customer Due Diligence/Know Your Customer
BEBEE TR EF

114, Client Due Diligence/Know Your Client is intended to enable a legal professional to form a
reasonable belief that it has appropriate awareness of the true identity of each client. The legal
professional’s procedures should apply in circumstances where a legal and professional is preparing for or
carrying out'® the activities listed in Recommendation 12 and include procedures to:

114,  HPEEMEBIRIZFIHD  2RAERECEABSHMEE - BCHNSU TSt ANESR
Bl > ERESIIAMERIR o fEAHEEE A BB E & 12 EHERPTYIEER T 0 B
ERHEEANBARGIERFIN  BOEEIIER YRR

a) ldentify and appropriately verify the identity of each client on a timely basis.
Q) BEIFERZEL A - WEELE R -

10 See paragraphs 12-13 regarding when a legal professional would or would not be engaged in "preparing

for" or "carrying out" transactions for clients, and hence the requirements of Recommendation 12 would apply.
1 2 R5 12-13 B BRERHEEN BN TR BZet N EH ST - NN EEEA S
12 TR R E R BRI RUE -
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b) Identify the beneficial owner, and take reasonable measures to verify the identity of the
beneficial owner such that the legal professional is reasonably satisfied that it knows who the
beneficial owner is. The general rule is that clients should be subject to the full range of CDD
measures, including the requirement to identify the beneficial owner in accordance with this
paragraph. The purpose of identifying beneficial ownership is to ascertain those natural persons
who exercise effective control over a client, whether by means of ownership, voting rights or
otherwise. Legal professionals should have regard to this purpose when identifying the beneficial
owner. They may use a risk-based approach when determining the extent to which they are
required to identify the beneficial owner, depending on the type of client, business relationship
and transaction and other appropriate factors in accordance with Recommendation 5 and its
Interpretative Note, § 9-12*.

b) MWEBEZW=ASN @ BRIGHEHES R EN S ERHER - DIEEFREHEAE
TEGHEHEEN - MAEEZ= A o FALE » SRR A S ARIR S ERMITREA
FHEEN - AFENARR T EORY » MEAEE 2w NS - AHEE 2 ASHIYER
EEMEE - REAMSA AN E R NSRS BESHPTaRE - RAE
B A ARIR AR N BAEESE E 2 e N B (Vi o D ERFIR R B BV $8ECAE L
S 5 TEEH T RES 0-12" » SRR EEE A B TARIE T A RIRE - BRI - 55
FEAMERRZRAAE - # R EASUE - HEEZm AN S (R E R IR
TR -

¢) Obtain appropriate information to understand the client's circumstances and business
depending on the nature, scope and timing of the services to be provided. This information may
be obtained from clients during the normal course of their instructions to legal professionals.

¢) MRBIRBZMWE - #@E R - WEFRZEVERN - DIt AGIFE BCER A=
BN BRI BEERFE AT —RORIER T - — RIS T AR -

115. The starting point is for a legal professional to assess the risks that the client may pose taking
into consideration any appropriate risk variables (and any mitigating factors) before making a final
determination. The legal professional’s assessment of risk will then inform the overall approach to CDD
requirements and appropriate verification. Legal professionals will reasonably determine the CDD
requirements appropriate to each client given the legal professional’s familiarity with the client, which
may include:

115, JEEEEZE A SFEDENIMHE E xS (SR R E R R ) Bidn » 2t OEfTEPEETS -
T AR T0E - TA R R A BRI E el n] LG P E B IOREIHEE 2 s 2% -
EHREECE N BERIE S Zt AR - GEHES U ZSt ARRERITER P EEZ0R - ffF

e Astandard level of CDD, generally to be applied to all clients.
o FEREREYZPEE  BEANAAZTA -

e The standard level being reduced after consideration of appropriate risk variables, and in
recognised lower risk scenarios, such as:

o [BEHEMEEEREE - WL E IR B RN - A E R RE AR B
o  Publicly listed companies (and their majority owned subsidiaries).

1 Legal professionals should have regard to the Interpretative Notes to Recommendation 5 and the

AML/CFT 2004 Methodology Essential Criteria 5.5 and 5.8-5.12, which, among other things, provide more details
on the measures that need to be taken to identify beneficial owners, and the impact of higher or lower risk on the
required measures.

. EERERCEE T2 RS b IREERAVEERER] 2004 FERRFGHIVEERA TR B BIRMG FF 7 7AHTEE 5.5 K
5.8-5.12 SREAREA | iELHUE RN EE L RIS L EHEE 2 A1) - AT 2 R R A
Ve b < i (Eai g - A& e rRIRE -
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o ARASTAF RERKE-FBZ T AF] -

o  Financial institutions (domestic or foreign) subject to an AML/CFT regime consistent
with the FATF Recommendations.

o  Fralilstis R T LIFAH SRR ER AT R EREMRY (BTSN )
R -

o  Government authorities and state run enterprises (other than those from sanctioned
countries).

o BINERKAEEE (ZHIBEKRIN) -

e Anincreased level of CDD in respect of those clients that are reasonably determined by the
legal professional to be of higher risk. This may be the result of the client’s business activity,
ownership structure, particular service offered including work involving higher risk
countries or defined by applicable law or regulation as posing higher risk, such as the risks
outlined in paragraphs 108-109.

o EERFEREANBHHEGHAEBNEEFESNEEA > LHEEEEFELR  EREEA
JE\be o] LA =7 - PRI AT REZIE B U (e SERVSE B R e B e dhte » slRr e - BaEE
A e JE e B o) B A A AR EE A U Y = b LAF (410 108 ~ 109 Wi EFT oI )
R -

Monitoring of Clients and Specified Activities

At AR e R e %

116. The degree and nature of monitoring by a legal professional will depend on the type of legal
professional, and if it is a firm, the size and geographic ‘footprint’ of the firm, the AML/CFT risks that the
firm has identified and the nature of the regulated activity provided. Given the nature of the advisory
relationship legal professionals have with their clients and that an element of that advisory relationship
will usually involve frequent client contact, monitoring is typically best achieved by trained individuals
having contact with the client (either face to face or by other means of communication). For purposes of
paragraphs 116 to 118 (and related paragraphs), “monitoring” does not oblige the legal professional to
function as, or assume the role of, a law enforcement or investigative authority vis-a-vis his or her client.

It rather refers to maintaining awareness throughout the course of work for a client to money laundering or
terrorist financing activity and/or changing risk factors.

116.  JAEHFEA BZIRFHOERREIVERE - DUREEIERE N0 » —UIOEREE AN BRIEIRET
JE A AR BEESIVESTHIRE - 2R > RIRERIRIHDEER A TR E T E e -
P2 ZHEDSENAORE « AFOEAREE A BBt AR B AR (R - st m s aadls
VERERBHYE B > B TAFMUSY - BZst Ay N 8 FFEZIBEETISA 1T (EfEmH
il > LA RS A TR ) o LR EE 116 2= 118 B CE[EHRARR ) Py Beiz” » Wi g%
EEEENE - HWESE AT IR A KGR BRI A O RS R Rz at AEESR A
HEiR T - BRI B S AR 5 B s s S A i i - S S bRy m] RE AL -

117. Monitoring of these advisory relationships cannot be achieved solely by reliance on automated
systems and whether any such systems would be appropriate will depend in part on the nature of a legal
professional’s practice and resources reasonably available to the legal professional. For example, a sole
practitioner would not be expected to devote an equivalent level of resources as a large law firm; rather,
the sole practitioner would be expected to develop appropriate monitoring systems and a risk-based
approach proportionate to the scope and nature of the practitioner’s practice. A legal professional’s
advisory relationships are best monitored by the individuals having direct client contact being
appropriately trained to identify and detect changes in the risk profile of a client. Where appropriate this
should be supported by systems, controls and records within a framework of support by the firm (e.g.
tailored training programs appropriate to the level of staff responsibility).

117, TR AR LI - EEEEHE LRSS 50 > HE > EHNASEREE -
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Ui B AR SR A B HVECEIF R a] VTR 8301 Irsces 1 al R GBS AT A K
BER  HAERIE H SRR KR - BRI EE R AR BEEE A - AREEANRZ
s BE (R H R B LIPSy SRS N\ BRI AN B > —EZ 2 E IR - A 2 A5
e N ZRE N e b - BEBPZ T afEEBAH RIS Z A (B0 [F RS
TEFRFRIEBGTRIRIGRETE ) - S TRTRAVARL  EfERECHSHE -

118. Legal professionals should also assess the adequacy of any systems, controls and processes on a
periodic basis. Monitoring programs can fall within the system and control framework developed to
manage the risk of the firm. The results of the monitoring may also be documented.

118.  EAEREFEANBFEEHRHEATA R - ZEHROREHIRTE TR © 8P AR TR
A PRI RIZRE A > DR b BB e B R A IER S ERGGC 8% ©

119. The civil law notary does not represent parties to a contract and therefore must maintain a fair
position with regard to any duty to both parties.

119. REEZLBANGRPINE—HEFANEEAER > WHEFFALIL > BREHES
NZHE

Suspicious Transaction Reporting

SIS BCE R T

120. This Guidance does not address FATF Recommendations relating to suspicious transaction
reporting (STR) and the proscription against “tipping off” those who are the subject of such reports.
Different countries have undertaken different approaches to these Recommendations of the FATF. Where a
legal or regulatory requirement mandates the reporting of suspicious activity once a suspicion has been
formed, a report must be made and, therefore, a risk-based approach for the reporting of the suspicious
activity under these circumstances is not applicable. STRs are not part of risk assessment, but rather reflect
a response mechanism — typically to an SRO or government enforcement authority — once a suspicion of
money laundering has been identified. For those reasons, this Guidance does not address those elements of
the FATF Recommendations.

120.  [GHNAESE SR TEI LIFARSS - NGRS EE R S S ARV - DU g A
BEAARRENRIE - NEBINAES SEsR0vEE - SRR ST B LIFAHSRYER » &=
PR FEAMHERY TR - HEUEMEOR - JUFRMkEE — BMEsY > StV s S Bl Lisd o FELt
BT SirlsEEEH S S - BRAR AN E - St sE& R G - A8 K EET
R - SRE R IR S REEN - (o) B RS BB BVA & Ja SR 5 At EacE - 4551
AogFET SR TR TRARARI R T -

Education, Training and Awareness
HE -~ SR ST

121. Recommendation 15 requires that legal professionals provide their staff with AML/CFT training,
and it is important that legal professional staff receive appropriate and proportional training with regard to
money laundering. For legal professionals, and those in smaller firms in particular, such training may
assist with monitoring obligations. A legal professional’s commitment to having appropriate controls relies
fundamentally on both training and awareness. This requires a firm-wide effort to provide all relevant
legal professionals with at least general information on AML/CFT laws, regulations and internal policies.
To satisfy a risk-based approach, particular attention should be given to risk factors or circumstances
occurring in the legal professional’s own practice. In addition, governments, SROs and other
representative bodies for both common and civil law notaries and bar associations should work with
educational institutions to see that both legal professionals, and students taking courses to train for or
become legal professionals, are educated on money laundering and terrorist financing risks. For example,
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bar societies and associations should be encouraged to produce continuing legal education programs on
AML/CFT and the risk-based approach.

121, 55 15 SRS SORA I A BRI A B SEALI R T R A R4
ST A B ELAF S LL IS R 46 - IR T - $HAGEE A BT S - AHR IR
A EEETET + R R B RN e LU 3675 - AR \ B B MR T - A
EEESRE AR TG - BN RIS AT AR - SRAE R
S T BT A ~ M e PO BDECR S — AR, « VRS T » S BHE B 3
N EHEEETS - AT AEBHRR TR RIRL - BESL - BOTT - BB « HRE AR KA R AR
AREERE - RURATAS  FESEE AR - SHEDARESE \ BRSE » SiE (FETR)
LN B S5 o M TEM R R BRI S - B4 - SRR G R e
HEFPATRDT ISR TR - MR T AT A 3 -

122. Applying a risk-based approach to the various methods available for training, however, gives
each legal professional flexibility regarding the frequency, delivery mechanisms and focus of such training.
Legal professionals should review their own staff and available resources and implement training

programs that provide appropriate AML/CFT information that is:

122, EEEEABGRREREREITE - BRI 7EE - AIEISEER ~ 7= R
PR R P S RHYSEMEZE ] o TAERECE N BIEZEFGATA A B AT HER - 2N EE E i
R T BB AN TR SR TES - JRED

e Tailored to the relevant staff responsibility (e.g. client contact or administration).

o [LapTE AR (B FiRAE - fTBARSE) -

e At the appropriate level of detail (e.g. considering the nature of services provided by the
legal professional).

o DMENEHFFIEEEZRGH (B4 FEAHEERA SRR BT -

e Ata frequency suitable to the risk level of the type of work undertaken by the legal
professional.

o JERICGAHERARRHEFEFIE RS -

e Used to test to assess staff knowledge of the information provided.

o HIEEHEE BB HAVEE ST R iR /D

Chapter Three: Internal Controls

B=F  NEEE

123. Many DNFBPs differ significantly from financial institutions in terms of size. By contrast to
most financial institutions, a significant number of DNFBPs have only a few staff. This limits the
resources that small businesses and professions can dedicate to the fight against money laundering and
terrorist financing. For a number of DNFBPs, a single person may be responsible for the functions of front
office, back office, money laundering reporting, and senior management. This particularity of DNFBPs,
including legal professionals, should be taken into account in designing a risk-based framework for
internal controls systems. The Interpretative Note to Recommendation 15, dealing with internal controls,
specifies that the type and extent of measures to be taken for each of its requirements should be
appropriate having regard to the size of the business.

123. FFEEEZIEERIEEEN BRI E ISR L EE - BN ARE > SRS - K
O HITEE 2 JEEREER A G - HAVEET - MIHBEPRR NI ENBCEA L » FTLUHRT
BIRSERIEAIHTE R - B 2 BE € 2 JE e SR s B — A rIRE s E B B AR IR A
i - SR EEER - AIARERAREN - BEEE ZIFeRMEBEERABIRE -
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ST DU Ry B UER YA BEAEZE e ARy - WVEINELE R - BRI BRI B - AR 15
THAVEREREAR - B REEBARRR - B THEOR R & AN S E A TR -

124, To enable legal professionals to have effective risk-based approaches, the risk-based process
must be a part of the internal controls of the legal professional or firm. Legal professionals operate within
a wide range of differing business structures, from sole practitioners to large partnerships. These structures
often mean that legal professionals’ businesses have a flat management structure and that most or all of the
principals (or partners) of the firm hold ultimate management responsibility. In other organisations, legal
professionals employ corporate style organisational structures with tiered management responsibility. In
both cases the principals or the managers are ultimately responsible for ensuring that the organisation
maintains an effective internal control structure. Engagement by the principals and managers in AML/CFT
is an important aspect of the application of the risk-based approach since such engagement reinforces a
culture of compliance, ensuring that staff adheres to the legal professional’s policies, procedures and
processes designed to limit and control money laundering risks.

124. EEFEZEANENEE —ERT ZARAERERETTE - BRI EIRARE s - IA0E
SR AN A BB EE G AN BRI SRSt T - TAERECSE N BRVRESRASIB A > SuERE - /N(E
ANBZE > RAOEFHAS - EGEHEWAEERARNEEEE RS BN R TFHY > JRETRZ
s EEHEE (REBAN) EREEICESEIER - AREEABIE R A SIS RRHIAH S
G LS EE A - BGRE T EHCEESREHEA - S BUE OE Rt ORAE RN e
HVERE IR - BiER S BT - TEHCEEMGH A S EP e TR & B bRAARE TS
JERETS EUE RV R RRSE - AT AR BEUAM UL MR B TEARFEREAS - HEIR
4 RCE TEDE R U AAHRIBOR ~ 127 FORAR -

125. The nature and extent of the AML/CFT controls, as well as meeting national requirements, need
to be proportionate to the risk involved in the services being offered. In addition to other compliance
internal controls, the nature and extent of AML/CFT controls will depend upon a number of factors, such
as:

125. Bl s T R ERVETRN A G BEE KT EIZ0E S e 20K IEBLITR AL AR B Pl e
AT —ELLBIRRAREME - DRI sE s TS E RVE AT A B P E I > FRIBRR R At B E = N2
S BURAEMEZ ZERNE - il -

e The nature, scale and complexity of a legal professional’s business.

o EEEEZEANBEGHIRE - MIENHEREE -

e  The diversity of a legal professional’s operations, including geographical diversity.

o EHEEANBLBHITAREE - SfEHISIEIEE -

The legal professional’s client, service and activity profile.

o EHEEZEANBNZSEA IR RISEI -

e The degree of risk associated with each area of the legal professional’s operations.

o HEEFEANRSFHCEBNERER -

e  The services being offered and the frequency of client contact (either in person or by other
means of communication).

o TROLAVARFS LR N BHBHER (B E R E A H AR =) -

126. Subject to the size and scope of the legal professional’s organisation, the framework of
risk-based internal controls should:

126.  ZRPERFIEANBFTBHS KN R o R AR AR R AR

e Have appropriate risk management systems to determine whether a client, potential client,
or beneficial owner is a PEP.

o WHEENEEEAN  UAHEZRIEA  BEREASEEZR NEREERE
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a1

Provide increased focus on a legal professional’s operations (e.g. services, clients and
geographic locations) that are more vulnerable to abuse by money launderers.

BB SRS DesE 0 TR ARSI ~ FEPN &) - T EZHIRE -

Provide for periodic review of the risk assessment and management processes, taking into
account the environment within which the legal professional operates and the activity in its
marketplace.

T ke Rl B EURAR - RAERE SR A BRIV B BRI LTSRS
B —HAFE -

Designate personnel at an appropriate level who are responsible for managing AML/CFT
compliance.

fEIREE IR > SREHGHIERITRERAEE -

Provide for an AML/CFT compliance function and review programme if appropriate given
the scale of the organisation and the nature of the legal professional’s practice.

FEFT AR A N SR —ERYAITE T TARESE A B IEE L E s/
TR REEIIRE R Awma ] -

Inform the principals of compliance initiatives, identified compliance deficiencies and
corrective action taken.

FEEAEELE - PREERARIIIUELE -

Provide for programme continuity despite changes in management or employee
composition or structure.

s s TEPS o R TR EEE A ML > SHEATRERFAE -

Focus on meeting all regulatory record keeping or other requirements, as well as
promulgated measures for AML/CFT compliance and provide for timely updates in
response to changes in regulations.

R ESFAERFTUEHTE R R B PR S AR ZK > RIS HIBGHISE SR T B E A
Bt 5 $tEERIEE ] DU ST

Implement risk-based CDD policies, procedures and processes.
Bt B PR 2 % PEEBUR ~ R RORIE -

Provide for adequate controls for higher risk clients and services as necessary, such as
review with or approvals from others.

KRR REHIRFE AR - SR FEEETE » PINZEFRIS ANEE NS
KLt A StEAE DT U o

Provide for adequate supervision and support for staff activity that forms part of the
organisation’s AML/CFT programme.

STEHTAIRR LRI T R BRIV R TEE) - Rt E 2 SRS -

Incorporate AML/CFT compliance into job descriptions and performance evaluations of
relevant personnel.

PGS TREERVAE RS » GIAMHR NS TIEEN ST EE -

Provide for appropriate training to be given to all relevant staff.

BT R B TR AUEE AR -

For groups, to the extent possible, provide a common control framework.
FERTTHIEAY - 5 B PN P A E R E TR 2R A -
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ANNEXES
Fifsek

ANNEX 1
Btk 1

SOURCES OF FURTHER INFORMATION
LES GV

Various sources of information exist that may help governments and legal professionals in their
development of a risk-based approach. Although not an exhaustive list, this Annex 1 highlights a number
of useful web-links that governments and legal professionals may wish to draw upon. They provide
additional sources of information, and further assistance might also be obtained from other information
sources such AML/CFT assessments.

FF B A - AT DA BB SOE RS SR N BHET H B AR 0% o AMTSRAE th2 B a5 2ok
TR AR ST o FEAEBUN FOAREE N B RFRESE R o 5 A MY E AR
BanpGHlEsE  FTER B EHE SRS - o] DR E 2 e -

A. Financial Action Task Force Documents

A Bkl sk R T B T AR S

The Financial Action Task Force (FATF) is an inter-governmental body whose purpose is the development
and promotion of national and international policies to combat money laundering and terrorist financing.
Key resources include the 40 Recommendations on Money Laundering and 9 Special Recommendations
on Terrorist Financing, the Methodology for Assessing Compliance with the FATF Recommendations, the
Handbook for Countries and Assessors, methods and trends (typologies) reports and mutual evaluation
reports.

Pt e R TEI TIF4HAR (FATF) ZESEUFHA - H HAYE 3 Bl B o B PR A A s B A
RZBUR - EEEIREEEIEEEHY 40 (R - ¥ TREEY O RRr A - ST EIERT Rt
PR TE) LIRS R 2 J70E - BIRBIEFIRARRE T ~ J7AESS AR ) Hdy - DURIEERY
i e -

www.fatf-gafi.org

B. Legislation/and Court Decisions

B. ILREHIB]

The rulings by the ECJ of June 26™ 2007 by the Belgium Constitution Court of January 23" 2008 and the
French Conseil d’Etat of April 10", 2008 have confirmed that anti-money laundering regulation cannot
require or permit the breach the lawyer’s duty of professional secrecy when performing the essential
activities of the profession. In addition, the Court of First Instance in the Joined Cases T-125/03
&T-253/03 Akzo Nobel Chemicals Ltd and Akcros Chemicals Ltd v Commission of the European
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http://www.fatf-gafi.org/

Communities has recently restated the ruling in the AM&S case that professional secrecy “meets the need
to ensure that every person must be able, without constraint, to consult a lawyer whose profession entails
the giving of independent legal advice to all those in need of it (AM&S, paragraph 18). That principle is
thus closely linked to the concept of the lawyer’s role as collaborating in the administration of justice by
the courts (AM&S, paragraph 24).

BOMCARTRY 2007 42 6 H 26 H ~ CEAIRFEAZERE 2008 £ 1 H 23 H ~ FUABIREAEE &3kl 2008

4 H 10 HABRIEHEGE @ MRS AR A S ZOR S e A S TE R B EE) Ayl - B2
HAFE 2 HFETE o BN AR W) Ebe S A& 0f 25231y Akzo Nobel Chemicals Ltd B Z &

25 T-125/03 57 2% J7 Akcros Chemicals Ltd £5Ex 7 B & EF T-253/03 57 2 E H e XS AM&S
FEWHIRGER » Mt EETFER(TNE “BaeEiREE NG RESEERT_LIRAYSK B AR » ifEAn
AR HHCE BT » WVHERESRFFREILEIAILE - RIFTAERIACKEIN AT AL AR R R (AM&S )k

EE 18 ER) o JAREHIAGE S TE R I SRR T 5 A G A B s - gt B S AR B AT
B SR SV E A IHEE(AM&S FREE 24 FR) -

C. Links to Information on the Supervisory Program in Certain Countries

C. R B o B I R A T < TR S

Switzerland

1. See articles 18 to 21 of the lawyers and notaries' SRO regulations (SRO SAV/SNV):
www.sro-sav-snv.ch/fr/02 beitritt/01 regelwerke.htm/02 Reglement.pdf

1. 2 FARRT R AR N B EERE AT (SRO SAV/SNV) 55 18 2 21 {4 -
WWW.Sro-sav-snv.ch/fr/02 beitritt/01 regelwerke.htm/02 Reglement.pdf

2. See articles 38 and 45 to 47 of the lawyers and notaries' SRO statutes (SRO SAV/SNV):
www.oad-fsa-fsn.ch/fr/02 beitritt/01 regelwerke.htm/01 Statuten.pdf

2. 2 FLERRN S A58 N B B A (SRO SAVISNV)ES 38 fi fz 45 28 47 fi% -

www.oad-fsa-fsn.ch/fr/02 beitritt/01 regelwerke.htm/01 Statuten.pdf

D. Guidance on the Risk-based Approach

D. JE\BR LB TT A 1E T |

1. Law Society of Ireland: www.lawsociety.ie.

1 R EEE - www.lawsociety.ie.

2. Law Society of England and Wales: www.lawsociety.org.uk

2. ERE SRR AER 2 - www.lawsociety.org.uk

3. Law Society of Hong Kong: www.hklawsoc.org.hk

3. EHEEERE ¢ www.hklawsoc.org.hk

4. Organisme d'autoréglementation de la fédération suisse des avocats et de la fédération suisse des

notaires (SRO SAV/SNV): home page:
WWW.Sro-sav-snv.ch/www.sro-sav-snv.ch/fr/02 beitritt/01 regelwerke.htm/02 Reglement.pdf
(art. 41 to 46)

4. I ERAT A E SN EE N ARG HEEFE(SRO SAVISNY) © HH -
WWW.Sro-sav-snv.ch/www.sro-sav-snv.ch/fr/02_beitritt/01 regelwerke.htm/02_Reglement.pdf
(art. 41 to 46)

5. The Netherlands Bar Association: www.advocatenorde.nl
5. Taf e EREm 2 e - www.advocatenorde.nl
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6. The Royal Dutch Notarial Society: www.notaris.nl

6. o7 25 A58 AN E ¢ www.notaris.nl
E. Other sources of information to help assist countries’ and legal professionals’ risk

assessment of countries and cross-border activities

E. HAN AT 5B S B E & ho A R A B 5 S Bl B BTl A AR -

In determining the levels of risks associated with particular country or cross border activity, legal
professionals and governments may draw on a range of publicly available information sources, these may
include reports that detail observance of international standards and codes, specific risk ratings associated
with illicit activity, corruption surveys and levels of international cooperation. Although not an exhaustive
list the following are commonly utilised:

ETREZE N B BN E 5 R W E T E B2 B E ps B E BRI R e @ 4RI A 7R 22 - A 28R ES
ARG E AR AL E A - 15 sy S A IR A RE N SRR PR AR S B Al B2k, » SRS &
TR - BT E A R EIE S EKAE - MEPRIGIRR AR E B - (EaEE A LU AR -

e IMF and World Bank Reports on observance of international standards and codes (Financial
Sector Assessment Programme)
o EREIAS (IMF) B FERITH R BPE AR A 2 B 22 s (eRicEaTEETE)

o  World Bank reports: www1.worldbank.org/finance/html/cntrynew?2.html
o HFERTEREZE - wwwil.worldbank.org/finance/html/cntrynew?2.html

o International Monetary Fund:
www.imf.org/external/np/rosc/rosc.asp?sort=topic#RR

o EIMEHHESE :
www.imf.org/external/np/rosc/rosc.asp?sort=topic#RR

o  Offshore Financial Centres (OFCs) IMF staff assessments
www.imf.org/external/np/ofca/ofca.asp
o ARSI MR TUL(OFC) 1Y IMF SRS

www.imf.org/external/np/ofca/ofca.asp

e  Mutual evaluation reports issued by FATF Style Regional Bodies:
o  [5HIMeEE R TEN LORHARAH R S s H SR s (A AH sVl s

1. Asia/Pacific Group on Money Laundering (APG)
1. EEADIHISSAHL: (APG)

www.apgml.org/documents/default.aspx?DocumentCategory|D=8

2. Caribbean Financial Action Task Force (CFATF)
2. NENELE PRI EEE R T TIF 4% (CFATF)

www.cfatf.org/profiles/profiles.asp

3. The Committee of Experts on the Evaluation of Anti-Money Laundering Measures
(MONEYVAL)

3. BUMsE S R TS & B iln a5 B % Z B2 (MONEYVAL)
www.coe.int/t/e/legal_affairs/legal co-operation/combating_economic_crime/5_money lau
ndering/Evaluations/Reports_summaries3.asp#TopOfPage

4. Eurasian Group (EAG)
4. BRoofhli TR B B iy T-4HE, (EAG)

WWWw.eurasiangroup.org/index-7.htm
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http://www.imf.org/external/np/rosc/rosc.asp?sort=topic#RR
http://www.imf.org/external/np/ofca/ofca.asp
http://www.imf.org/external/np/ofca/ofca.asp
http://www.apgml.org/documents/default.aspx?DocumentCategoryID=8
http://www.cfatf.org/profiles/profiles.asp
http://www.coe.int/t/e/legal_affairs/legal_co-operation/combating_economic_crime/5_money_laundering/Evaluations/Reports_summaries3.asp#TopOfPage
http://www.coe.int/t/e/legal_affairs/legal_co-operation/combating_economic_crime/5_money_laundering/Evaluations/Reports_summaries3.asp#TopOfPage
http://www.eurasiangroup.org/index-7.htm

5. GAFISUD
5. FAEPGRIEEE SR TE) T F4H4%(GAFISUD)
www.gafisud.org/miembros.htm

6. Middle East and North Africa FATF (MENAFATF)
6. A R ALIRRGHs R M T B TIF4H&R(MENAFATF)

www.menafatf.org/TopicList.asp?cType=train

7. The Eastern and South African Anti Money Laundering Group (ESAAMLG)
7. HEIER EEE4HEE (ESAAMLG)

www.esaamlg.org/

8. Groupe Inter-gouvernemental d’Action contre le Blanchiment d’ Argent (GIABA)
8. JIEMBUR IS EsE T TEN4HE (GIABA)

www.giabasn.org/?lang=en&sid

OECD Sub Group of Country Risk Classification (a list of country of risk classifications
published after each meeting)

OECD BENR i\l S 4f e/ N (12K il sR A% 2 1 B 2 R\ 5 PR )
www.oecd.org/document/49/0,2340,en_2649 34171 1901105 1 1 1 1,00.html

International Narcotics Control Strategy Report (published annually by the US State
Department)

S B RIS (HEBEBEEFEET 20
www.state.gov/p/inl/rls/nrcrpt/

Egmont Group membership - Coalition of financial intelligence units that participate in
regular information exchange and the sharing of good practice, acceptance as a member of
the Egmont Group is based a formal procedure that countries must go through in order to be
acknowledged as meeting the Egmont definition of an FIU.

Egmont EEE & — EERIFERT OMNFGLHE - 2B EE Bk REFERTY
EEH) 0 FFEEIIA Egmont SEE S & B B R IEIB— RS IIER IR - HAEEAR
& Egmont  pRifEHR T OERE - JTAEAIIA -

WWW.egmontgroup.org/

Signatory to the United Nations Convention against Transnational Organized Crime
e B BSR4 A ETE ALY 2 % T H]
www.unodc.org/unodc/crime _cicp_signatures convention.html

The Office of Foreign Assets Control (“OFAC”) of the US Department of the Treasury
economic and trade, Sanctions Programmes

FEBEE « 5 A BB B NE EE A E (FOFACY)

www.ustreas.qgov/offices/enforcement/ofac/programs/index.shtmil

Consolidated list of persons, groups and entities subject to EU Financial Sanctions
Bl eREHEOE AL - ES R e

http://ec.europa.eu/comm/external relations/cfsp/sanctions/list/consol-list.htm

UN Security Council Sanctions Committee - Country Status:
BrEERZ e ETHEEZE RGN -
www.un.org/sc/committees/
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http://www.oecd.org/document/49/0,2340,en_2649_34171_1901105_1_1_1_1,00.html
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ANNEX 2
Fifsek 2

GLOSSARY OF TERMINOLOGY
MoahamseR

Beneficial Owner

HEZEA

Beneficial owner refers to the natural person(s) who ultimately owns or controls a client and/or the person
on whose behalf a transaction is being conducted. It also incorporates those persons who exercise ultimate
effective control over a legal person or arrangement.

EEZam AMMEREAZENEEHRSFTAENERS AN SR GREARRBEFTETZEHAN TR
BEBANSRIER BESABHERIRERIA -

Competent authorities

FEEIH

Competent authorities refers to all administrative and law enforcement authorities concerned with
combating money laundering and terrorist financing, including the FIU and supervisors.

RS TRFT ARG HIIE S S TR R A BREIT T AR - Bt Rl B - ORI B AR -

Designated Non-Financial Businesses and Professions (DNFBPs)

TREZIFEMEBEFRKAR (DNFBPs)

Casinos (which also includes internet casinos).

M QUASIER I DR

Real estate agents.

FEpELL N

Dealers in precious metals.
Dealers in precious stones.
HORXom -

Lawyers, notaries, other independent legal professionals and accountants — this refers to
sole practitioners, partners or employed professionals within professional firms. It is not
meant to refer to ‘internal’ professionals that are employees of other types of businesses, nor
to professionals working for government agencies, who may already be subject to measures
that would combat money laundering.

e. fRAN -~ AFA - BEMUBIDEREEA LG - EEEEIIICEAL - EBA 0 K
ZENHERENF Z HE AN AN EEZENHMEIRI AT TRE, FEAL - 52
RyBURTHRE TAE 2 B AL TR E4E 2 2P HIF AR &G -

o s

oo oo

®

59



f.  Trust and Company Service Providers refers to all persons or businesses that are not
covered elsewhere under the Recommendations, and which as a business, provide any of the
following services to third parties:

f. EERAEIRBER BRI RS =7 0 NV R i i a6 - (EAERPR IR
Gh > REIMNLUREE -
e Acting as a formation agent of legal persons.
o IEMLAENEIEEIINAEA -

e Acting as (or arranging for another person to act as) a director or secretary of a
company, a partner of a partnership, or a similar position in relation to other legal

persons.
o BT (HZHHIAET) ARIZEFEIE - aBHGZGB A » BELEHAMEA
LHERA VA RRAL -

e Providing a registered office; business address or accommodation, correspondence or
administrative address for a company, a partnership or any other legal person or
arrangement.

o JROLATE - R EHAMIA NSUARGHAGEN 2 A  EFMAE ~ JERT - R
EREENA N

e Acting as (or arranging for another person to act as) a trustee of an express trust.

o EE (BZHHIAIEE) BEEGHIZTA -

e Acting as (or arranging for another person to act as) a nominee shareholder for another
person.

o IE(E (BEFHEAIEE) AR -

Express Trust

BEfSRE

Express trust refers to a trust clearly created by the settlor, usually in the form of a document e.g. a written
deed of trust. They are to be contrasted with trusts which come into being through the operation of the law
and which do not result from the clear intent or decision of a settlor to create a trust or similar legal
arrangements (e.g. constructive trust).

ElEER MR R A NA (R LEERR) S22 550 - 2 A EEAEREST -
REAZFENAEEILEFEESAOUAR R (PIAHEEEE) ZREERR > MR Z (K8 -

FATF Recommendations

BatZes SR T TR E e

Refers to the FATF Forty Recommendations and the FATF Nine Special Recommendations on Terrorist
Financing.
SEGHIFIESRTE LIRS 40 TR - DURIEE ZIEEmEE R A BT HER Y O TR

E==Y
a3 °

Legal Person

2N

Legal person refers to bodies corporate, foundations, anstalt, partnerships, or associations, or any similar
bodies that can establish a permanent client relationship with a legal professional or otherwise own
property.

ENGIE TEUERESE AN BRI K AT E AT KR A - A EN AT - Aed - AFBEEE
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e (anstalt) ~ SRR  NEHAR N HAMR DS -

Legal Professional

EEEEAR

In this Guidance, the term “Legal professional” refers to lawyers, civil law notaries, common law notaries,
and other independent legal professionals.

ARIEN S » el X HEEFEAN S B - REERAFA ~ EEELRATA ~ KEHAE T
BEENEEAS -

Politically Exposed Persons (PEPs)
HEEPBUaMBHE AL (PEP)

Individuals who are or have been entrusted with prominent public functions in a foreign country, for
example Heads of State or of government, senior politicians, senior government, judicial or military
officials, senior executives of state owned corporations, important political party officials. Business
relationships with family members or close associates of PEPs involve reputational risks similar to those
with PEPs themselves. The definition is not intended to cover middle ranking or more junior individuals in
the foregoing categories.

1 %l%ﬂz?aﬁi'zﬂ%ﬁﬂﬁ EZMEA - PN ZR BB -~ SIEEUE AL ~ SfEEUE - 505 - HE
EE - HEFEESREEISE  EEBESE - BEIEBUATRBR A\ 155 B BT AREVE RS
(% /%/F&ﬁ%%ﬁ(m MR A A SRR R e - RLRRTE Fo AR & U 1) o R i B PR
FIMELA

Self-regulatory organisation (SRO)
EEE4HE (SRO)

A body that represents a profession (e.g. lawyers, notaries, other independent legal professionals or
accountants), and which is made up of member professionals or a majority thereof, has a role (either
exclusive or in conjunction with other entities) in regulating the persons that are qualified to enter and who
practise in the profession, and also performs certain supervisory or monitoring type functions. For
example, it would be normal for this body to enforce rules to ensure that high ethical and moral standards
are maintained by those practising the profession.

EHMCE N (T - A58 A ~ BBV EE AL - Gatii%) iR - RS
At (BT EEE MRS ILEEE) - AIEEAEIIEATICAHE AZITHEHEN A
EBINLUE » AR E 2 i TR EETE RS - 25 0 RESERTHE - IR EHEANER
1 = TR PR LB TR /KCE -
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ANNEX 3
Fifsek 3

MEMBERS OF THE ELECTRONIC ADVISORY GROUP
ETaEsER A

FATF and FSRB members and observers

il s SR TEI TIF4H4KEE FSRB pR B EHIZ 5

Argentina; Asia Pacific Group (APG); Australia; Belgium; Azerbaijan; Canada; Chinese Taipei, Ching;
European Commission (EC); Nigeria; France; Hong Kong, China; Italy; Japan; Luxembourg;
MONEYVAL,; Netherlands; New Zealand; Offshore Group of Banking Supervisors (OGBS); Portugal;
Romania; Spain; South Africa; Switzerland; United Kingdom; United States.

PefRAE ¢ SEORRGHIZESRAHER (APG) BN 5 EEAINF » SRR = hEERIL iR EE

(EC): ZRefllnn 5 ARL : B 0 AM - HA S AL © BONRE ROEHE KA TR E R il 157
HHERZEE (MONEYVAL) © fiff ¢ AL7hRd © Bl TR EEMKR (OGBS ) +HH ~ ZEfjen
PEHES ¢ pEIE 5 Hwds o DR SRR

Dealers in precious metals and dealers in precious stones industries

BESBHREAX S

Antwerp World Diamond Centre, International Precious Metals Institute, World Jewellery Confederation,
Royal Canadian Mint, Jewellers Vigilance Committee, World Federation of Diamond Bourses, Canadian
Jewellers Association.

TR RO L BIE RSB AT - tEASRER Y - ERMNEREEN REEEELEET
RO S - INE RS -

Real estate industry

RENETTSE
International Consortium of Real Estate Agents, National Association of Estate Agents (UK), the
Association of Swedish Real Estate Agents.

EIA B E AR - I ABEREANG (KB - A8 E ARG -

Trust and company service providers industry

SRt AT RS BLRERE T3

The Society of Trust and Estate Practitioners (STEP), the Law Debenture Trust Corporation.
SELELEERCE AE (STEP) » J&{E({Z5E/ 5] (Law Debenture Trust Corporation )
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Accountants

=E:

American Institute of Certified Public Accountants, Canadian Institute of Chartered Accountants,
European Federation of Accountants, German Institute of Auditors, Hong Kong Institute of Public
Accountants, Institute of Chartered Accountants of England & Wales.

FEEELFEAIGETAIAE - MEAFFTEHAIAE - BONG TR - eSS - /BN
GEHEIAG ~ SRR TR T R A -

Casino industry

European Casino Association (ECA), Gibraltar Regulatory Authority, Kyte Consultants (Malta), MGM
Grand Hotel & Casino, Unibet, William Hill plc.

BONHSST e (ECA) ~ BEARZEICEE S ~ JIFFEIR (Kyte Consultants) (BRIt ~ RSt AREUS
BRER ~ 4ERsTHZE3E (Unibet) ~ iER7RE (William Hill plc) -

Lawyers and notaries

EREEATEA

Allens Arthur Robinson, American Bar Association (ABA), American College of Trust and Estate Council,
Consejo General del Notariado (Spain), Council of the Notariats of the European Union, Council of Bars
and Law Societies of Europe (CCBE), International Bar Association (IBA), Law Society of England &
Wales, Law Society of Upper Canada.

HONEEATZET (Allens Arthur Robinson ) » SEEEREHAE (ABA) ~ ERIEFLEESZE S ~ TEHSF A
o \FHE e e B A E A EE  BONER A EE RS (CCBE) FIEERRe (IBA)-
USSR R AT A R - LInE AR -
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