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GUIDANCE ON THE RISK-BASED APPROACH TO COMBATING
MONEY LAUNDERING AND TERRORIST FINANCING

DAJeE\Be R - B e TR R BN R £ ] 2 155 |

HIGH LEVEL PRINCIPLES AND PROCEDURES FOR
ACCOUNTANTS

GETHER Z =R RIS

SECTION ONE: USING THE GUIDANCE -
PURPOSE OF THE RISK-BASED APPROACH

B8 ERAES] - EEER A

Chapter One: Background and Context
F—F  RERE

1. In June 2007 the FATF adopted Guidance on the Risk-Based Approach to Combating Money
Laundering and Terrorist Financing: High Level Principles and Procedures, which includes guidance for
public authorities and guidance for financial institutions. This was the culmination of extensive
consultation between private and public sector members of an Electronic Advisory Group (EAG)
established by the FATF.

1 £ 2007 6 H - [flssemi T LIFaHE, (FATF) BRAILUE s Rt - Bl idsT
BEiinEER 21551 - SlERABRER - iR A BIE 2 155 (B Rl 2 1551 - E2 P
FlEsS R TE L IF4HE - FrelidEyE 5550/ N (EAG) AFAERF IR B [E B Z s5 b RAERCR

2. In addition to financial institutions, the FATF Recommendations also cover a number of
designated non-financial businesses and professions (DNFBPs). At its June 2007 meeting, the FATF's
Working Group on Evaluations and Implementation (WGEI) endorsed a proposal to convene a meeting of
representatives from the DNFBPs to assess the possibility of developing guidance on the risk-based
approach for their sectors, using the same structure and style as the completed guidance for financial
institutions.
2, PrEmuEREsN - DiflEsEemiTE LIFASHVER ST WA S EIr e EEN AR
(DNFBPs) - {£ 2007 £ 6 HHyga - Difless SR T8 LIFARSR AR KT LIF4H (WGEI)
wETHIRE  ERAFEE 2 IF e ERERA BRRA G - LIS R T s i 7%
a5 IR SRR T e a5 [ tHEI 2R EP = -

3. This meeting was held in September 2007 and was attended by representatives of organisations
which represent lawyers, notaries, trust and company service providers, accountants, casinos, real estate
agents, and dealers in precious metals and dealers in precious stones. This private sector group expressed
an interest in contributing to FATF guidance on implementing a risk-based approach for their sectors. The
guidance for the DNFBPs would follow the principles of the risk-based approach already established by
FATF, and would highlight risk factors specific to the DNFBPs, as well as suggest mitigation strategies
that fit with the particular activities and businesses of the DNFBPs. The FATF established another EAG to
facilitate the work.

3. H—&sR(E 2007 - 9 HETT > H{RAl - AFA - EiERAFIIRGES - gatal - 5 -
FEELLN - BRBHE A S ETRIVASAERSI - IL—TLEFIER - BPGHIEsReR T
B LIRHAR - HEBN S SRR A ARG [ —3F - RERAZE - f5E ZIFEmEENAB 215
51 RHEIERT SIS SR T LR AR i 1 BB A AR R - SRS E 2 JEe R E A
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4. The private sector group met again in December 2007 and was joined by a number of specialist
public sector members. Separate working groups comprising public and private sectors members were
established, and private sector chairs were appointed.

4. BERLESFIEAG Y 2007 48 12 AR ARG » TIAS LA FIHERE § slar i A
FLERFIHBEZ AR AR/ N - S FEIRALEDF T R -

5. The EAG continued work until this guidance for accountants was presented to the WGEI. After
further international consultation with both public and private sectors, the FATF adopted this guidance at
its June 2008 Plenary. Guidance for each of the other DNFBP sectors is being published separately.

5. EAGBGUE(F ERIS1TGaTEIRES [$2H WCEI - fE3H ¥ A FASF I — D BIIRF R 1% -
PHHIZEsE Rl TE T OF4HART: 2008 4 6 A =Rk HRMEMNTES] - WHMIEE ZIEERIFEEK
ANB(ERHES] - & 5917

Purpose of the guidance

AFES [ HHY

6. The purpose of this guidance is to:

6. AisglzEHE

e  Support the development of a common understanding of what the risk-based approach
involves.

o JEBhEIERELE AR AR -

e  OQutline the high-level principles involved in applying the risk-based approach.

o P EPREGETANSIEEA A - SRS -

e Indicate good practice in the design and implementation of an effective risk-based
approach.

o SHETAREIRAE ARG T T > eI BREIFE

7. However it should be noted that applying a risk-based approach is not mandatory. A properly
applied risk-based approach does not necessarily mean a reduced burden, although it should result in a
more cost effective use of resources. For some countries, applying a rules-based system might be more
appropriate. Countries will need to make their own determinations on whether to apply a risk-based
approach, based on their specific ML/FT risks, size and nature of the DNFBP activities, and other relevant
information. The issue of timing is also relevant for countries that may have applied anti-money
laundering/combating the financing of terrorism (AML/CFT) measures to DNFBPs, but where it is
uncertain whether the DNFBPs have sufficient experience to implement and apply an effective risk-based
approach.
7. ZAIM > MEETEAYE - (ERIEBRZASRE (risk-based) J77AM0 5 s o 285 b A R b AR 77
% ARARFREIERCD - (B RENEE EIR Z ARG o SRR SRS - PR AR HI LR
(rules-based) HYZ&RAJRERE Mylas o SEIVVHBETTHENE S ERAEE T - EERIBRR ERHE
§8 BRI EERER - f5E 2 IFERBE RS BEBHIREEME - DU MAHRA AR - BATAE
CASHHEE 2 IFEmER A B - BREG R s/ TR E M5 (AML/CFT) i » B
FERE 2 JEEREERA S BINARERERE L - BEHA EHPTEBIERN S » Rt



Target audience, status and content of the guidance

15512 HEEHE -« RRE ~ N

8. This guidance has been prepared for, and in relation to, accountants in public practice®. The roles
and therefore risks of the different DNFBP sectors are usually separate. However, in some business areas,
there are inter-relationships between different DNFBP sectors, and between the DNFBPs and financial
institutions. For example, accountants may be instructed by businesses or professionals within other
DNFBP sectors or by financial institutions. Accountants may also undertake trust and company services
covered by the FATF Recommendations. For such activities, accountants should make reference to the
guidance on the risk-based approach for Trust and Company Service Providers (TCSPs).

8. REGS RS E AR CE G AT 885 - fEE IR SmEBRNA B AtEEAE  NItEH
AR - B2 - FEREESER I NETEE I EER SRR R MU I ER AR 15E
ZIERSEERA BNERISE 2 WASCE R A - P40 - EEtRT A RE g B A 2 IR Rl

FEIAR > SRR A FEEE N LHHER » WAL Eathia] s S GHIsE eR T L
TRl ER > PSRt A EIRS - HNERDEE) - EatilEZ ES S St AR RS
(TCSP) HHEHZ E\bmAEE A fES] -

9. DNFBPs provide a range of services and activities that vastly differ, e.g. in their methods of
delivery and in the depth and duration of the relationships formed with clients, and the size of their
operation. This Guidance is written at a high level to cater for the differing practices of accountants in
different countries, and the different levels and forms of supervision or monitoring that may apply. Each
country and its national authorities should aim to establish a partnership with its accountants and other
DNFBP sectors that will be mutually beneficial to combating money laundering and terrorist financing.

9. fEEZIEERPERNAR - Frieft &SRB EUES) - ST SHEANE > x5
o B PRV BAARHRRE B AN - DURCE AR - 955 [ IS PE BRI A R - DA EsT
BEA FIBIZE ~ A [EIER A [F RS - WA T RE M BB ol e o FIAR » S R RE S TR
FEREIL B S TEl S HAM € 2 IR SRS e N B Z G 1RRA (R > DI85 2 R e s AT Boehifi £
FZI5H -

10. The primary target audience of this guidance is the accountants themselves, when they conduct
activities which fall within the ambit of the FATF Recommendations, as described below.

10. BE—fE5 (T EEHE - EEEHAICET alifle i S TE) LFAl e & #E
FY7ES) - A1 AT -

11. Recommendation 12 mandates that the requirements for customer due diligence, record-keeping,
and paying attention to all complex, unusual large transactions set out in Recommendation 5, 6, and 8 to
11 apply to DNFBPs in certain circumstances. Specifically, Recommendation 12 applies to accountants
when they prepare for or carry out transactions for their client concerning the following activities:

11. 12 HERNUE > 555~ 6~ 8~11 AT > FHe KENE FER - Lt  JEEATAES
FHEEMRBESGINE - RSN MUBRNEE 2 IFSR SRR A B - BERRER - 55 1218
R o BRI G TR R HA P AR A e T LU TS B

e Buying and selling of real estate;
o HEJFHIE

! This refers to sole practitioners, partners or employed professionals within professional firms. It is not

meant to refer to “internal” professionals that are employees of other types of businesses, nor to professionals
working for government agencies, who may already be subject to measures that would combat money laundering.

' EEEEARE - GBA ZENEEAT ZEEA L EEEZENHAER A2 NEL
BN L SR HBUNERE LAE 2 FEA L - T ss DA R ks b T f AR # -



e Management of client money, securities or other assets;

o EMEFH - HE o SHIEE

e Management of bank, savings or securities accounts.

o EHHRIT - FHEEETRIRE o

e Organisation of contributions for the creation, operation or management of companies.
o I EE - BHAEZEEEE -

e  Creation, operation or management of legal persons or arrangements, and buying and
selling of business entities.

o AT - B - BHUANBUARE > MEEERE -

12. Recommendation 16 requires that FATF Recommendations 13 to 15 regarding reporting of
suspicious transactions (see paragraphs 129 to 132) and internal AML/CFT controls, and Recommendation
21 regarding measures to be taken with respect to countries that do not or insufficiently comply with the
FATF Recommendations, apply to accountants when, on behalf of or for a client, they engage in a
financial transaction in relation to the activities described in R.12 above.

12. 55 16 THERRAUE - DI SRl TE TIF4H4REE 13~ 15 TR R B AT 5 sc 5 (AL
55 129-132 % ) » DUSNEBRGRIVESSH TR ERWRE © BAES 21 THER » BN SA BIGSGE 151 2 b
HE s SR TR LA S Y B S JERR A 15 s G Ham R P LA R Al 12 77
RIS E) 2 MERESC ST -

13. Where accountants are subject to obligations of professional secrecy or legal professional
privilege (similar in nature to that of legal professionals), they are not required to report their suspicions if
the relevant information was obtained in circumstances where they are subject to professional secrecy or
legal professional privilege under the laws of that country. Professional secrecy/legal professional
privilege are not the same as client confidentiality.

13. G TETIERE - SURIBA R (RUARESE A LI ZE ) A& 2387 - B
B HBAENA B AT BEFE - BMEORE AERE RN R P RSN AAEE -

14. It is for each country to determine the matters that would fall under legal professional privilege
or professional secrecy. This would normally cover information lawyers, notaries or other independent
legal professionals receive from or obtain through one of their clients: (a) in the course of ascertaining the
legal position of their client, or (b) in performing their task of defending or representing that client in, or
concerning judicial, administrative, arbitration or mediation proceedings. Where accountants are subject to
the same obligations of secrecy or privilege, they are also not required to report suspicious transactions.
14. BEETE B AR B SR - R M E A - A SEAE A
HEANL  EEFPREAE FWERVEN © () AHRHE R ARSI - 50 (b) ST EAERNE
AT SRR REREUS B P RRERT - Gt AT ST A S FI R R S 155 B RS
B A HER S -

15. The wider audience for this guidance includes countries, designated competent authorities, and
self-regulatory organisations (SROs), which are considering how to apply AML/CFT measures to
accountants. Countries need to identify the most appropriate regime, tailored to address individual country
risks, which takes into consideration the idiosyncrasies and activities of accountants and other DNFBP
sectors in their country. This regime should recognise the differences between the DNFBP sectors, as well
as the differences between the DNFBPs and financial institutions. However, this guidance does not
override the purview of national authorities.

15. 455 R E AV H S - RS - 5 EEERE - BEEERS (SRO) HFE&HE (R
BrE s TR B e P /e &5 RN B AL - S BLMAH H i & B > B ST DUAE A
ERAVEE - EEERE(EREI AR - DU B G SR e 2 JE RS SR B B RES) -
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Observation on the particular activities carried out by accountants

s TR T AR e i 22

16. The following general observation about accountants should help inform the approach.
Consideration should also be given to the particular activities performed by accountants on a national
basis.

16. DU Erstanny — i - AEEERIVER - - FEE G TR e E) - [EZA
BRI T -

17. This Guidance is addressed to accountants in public practice, on applying a risk-based approach
to compliance with those of FATF’s Recommendations that apply to them. It refers to sole practitioners,
partners or employed professionals within professional firms. It is not meant to refer to “internal”
professionals that are employees of other types of businesses, nor to professionals working for government
agencies, who may already be subject to measures that would combat money laundering. Accountants in
business are referred to professional or other alternative sources of Guidance, on the appropriate action to
take in relation to suspected illegal activity by their employer or a third party.

17. AT RSt AFRECE SRR S - PRA ERAARE 7% - BRI s A T8 AR
BB ARTER - HREEIHEANL - 8B A ZENERAFZHEAL B afi2E
PEMIERIAEZ T B AL SO REBUFKRE TEZEE AL - HAMFITREEEZEE
SEPTHITRFERIEL - A EI AR IR THN - BB MBS RACRIES | # e E8EE =707
0 PRI A SEERECEE 1TE) -

18. Accountants in practice may provide a very wide range of services, to a very diverse range of
clients. For example, services may include (but are not restricted to):

18. HEEGEHENE R R TR IR RERE - 2200 S - I TRe i (EATRRY) -

e Audit and assurance services.
o FEMXHLREEMRT -

e  Book-keeping and the preparation of annual and periodic accounts.
o SHIRCHLAE (AR B e RS -

e  Tax compliance work, and advice on the legitimate minimisation of tax burdens.

o MBEMETIE  HMBRIERERKELEAER -

e Internal audit, and advice on internal control and risk minimisation.

o  NENERX > BB E R METRHEE -

e Regulatory and compliance services, including outsourced regulatory examinations and
remediation services.

o EHENEIRY - B EANREEERRORES -

e Insolvency/receiver-managers/bankruptcy related services.

o BE PRI —EHLRIFAMHERHRSS -

e  Advice on the structuring of transactions, and succession advice.
o LG EMEELRERR -

e Advice on investments and custody of client money.
PR R e



e Forensic accountancy.

o EHE

19. In many countries, accountants are the first professional consulted by many small businesses and
individuals when seeking general business advice and a wide range of regulatory and compliance advice.
Where services are not within their competence, accountants advise on an appropriate source of further
assistance®. Accountants typically refer to those benefiting from their services as “clients” rather than
“customers”, and so that term has generally been used throughout this paper.

19. TERF B » 3%/ NSRBI N » FESORPESERER - DUSCOREED AR S g 3T éf“:
GGl o FRIREIEEEE AT - GEtET S A PR R E AR o St
?ﬁaﬁﬁ&?%ﬁ%ﬁM% TEE MR TR R e AR AR e A (B

20. Some of the functions performed by accountants that are the most useful to the potential
launderer include:

20. SIS EAGR - G EliFTE I TR FHYLIRE BT

a. Financial and tax advice — Criminals with a large amount of money to invest may pose as
individuals hoping to minimise their tax liabilities or desiring to place assets out of reach in
order to avoid future liabilities.

a. ﬂﬁ%%"%%%ﬁ%*%ﬁ REEESFERAVILIRG T » HRARAERFE S EERK - 502
BB ERAT O AE TS - DURR AREMIR B E T -

b. Creation of corporate vehicles or other complex legal arrangements (trusts, for example) —
such structures may serve to confuse or disguise the links between the proceeds of a crime
and the perpetrator.

b. ERIIAFTLE » sCHAMEMERRE (PIEE) — EEEER TR RE SR
EEﬁﬁT?/L%'BﬁE/\ZFEﬁE/j LS -

c. Buying or selling of property — Property transfers serve as either the cover for transfers of
illegal funds (layering stage) or else they represent the final investment of these proceeds
after their having passed through the laundering process (integration stage).

c. HEFHE - FHESEAILENEESER (BeBEIE)  SUSEEE
Jitetk o fERJUSRATISIRRICE (BEAAEIEEL) -

d. Performing financial transactions — Sometimes accountants may carry out various financial
operations on behalf of the client (for example, cash deposits or withdrawals on accounts,
retail foreign exchange operations, issuing and cashing cheques, purchase and sale of stock,
sending and receiving international funds transfers, etc)

d. #{TERRRS —AREGEHEREREER BTSSRV BERE (PIOREHREF
FERK > B HNERRME ~ S¥TELRIR ST - HERCE « T EEE SERE) -

e.  Gaining introductions to financial institutions.

e. IE(THERERE BT AT -

2 The European Federation of Accountants (FEE) has issued a study on market access across the Member

States of the European Union, which gives an indication of the types of services provided by accountants, and the
ways in which they can vary between countries.

2 B EstaiEiEE (FEE) EASHHEETA G BT SIVEE - A —HE - BHEMEERE:
BlFTHE RIS - ERBIR 2 M A RE IR S -



Chapter Two: The Risk-Based Approach — Purpose, Benefits and Challenges
P ERABRET A BRY - 85 - PhER

The purpose of the risk-based approach

JR\ PR A ELH

21. The FATF Recommendations contain language that permits countries, to the degree specified, to
adopt a risk-based approach to combating money laundering and terrorist financing. That language also
authorises countries to permit DNFBPs to use a risk-based approach in applying certain of their AML/CFT
obligations.

21 Pl e R T LIFAHA 2 BRI - et S BT TR RS A& BRI 2005 -
BT AR 2RI EARE © a2 RN SIS A DL HE € L B R A 8 - fEER
R E SR S TR B BN £ R o T DUF A R b BB 70 -

22. By adopting a risk-based approach, it is possible to ensure that measures to prevent or mitigate
money laundering and terrorist financing are commensurate with the risks identified. This will allow
resources to be allocated in the most efficient ways. The principle is that resources should be directed in
accordance with priorities so that the greatest risks receive the highest attention. The alternative
approaches are that resources are either applied evenly, or that resources are targeted, but on the basis of
factors other than risk. This can inadvertently lead to a “tick box” approach with the focus on meeting
regulatory requirements rather than on combating money laundering or terrorist financing efficiently and
effectively.

22. PREUEf BB 702 - AERR R AT DA o sieks ) B g A Fe e 58 B ) R M g 7 e g
BETTE TR A A BRI T BCE R - B FER B SCIRR R R BT - efram RV B bR 5 i
ZINRAE - AT ABRE P ECENR - SAEEE BRI DB R - FE R DSMIAEZE - &0
REgNMEEA—E " A8 % HAEREEREER » MREARER SA R T8 B B
Wit -

23. A number of the DNFBP sectors, including accountants in countries where accountancy is a
regulated profession, are already subject to regulatory or professional requirements which complement
AML/CFT measures. Where possible, it will be beneficial for accountants to devise their AML/CFT
policies and procedures in a way that harmonises with other regulatory or professional requirements. A
risk-based AML/CFT regime should help ensure that honest clients can access the services provided by
accountants, but creates barriers to those who seek to misuse those services.

23. SRR EZ IEEREES AR - GREEETHT > BB E 2 B AL HVEE ST AHER
Bl s fed T8 8 LB i (AR SR B CE R E - a Tl e Al RRRER eS8 s TR 0
JNAT G & oAt AR B SE R e Y BUR S it » ARE PRI A2 28 - DAJEURs: R BB 5 o B8 /F T B 8t
il - FEREREIRRE IR - AIDIE A GHUS GatATHe VAR - (Bt aE BB S %A
P A2 PHBE -

24. Arisk analysis must be performed to determine where the money laundering and terrorist
financing risks are the greatest. Countries will need to identify the main vulnerabilities and address them
accordingly. Accountants will need this assistance to help them to identify higher risk customers, products
and services, delivery channels, and geographical locations. These are not static assessments. They will
change over time, depending on how circumstances develop, and how threats evolve.

24. FRTETE SN BN R B i = Y ER 0 R FEMETT R bma Pt - % BZHE B R 59
Bl ASHFERR TR o ErETATAR LI SR ROEER - R i B s = b 2 = RIS - EIAE A s
DR ER{LE o 15 e SR REETHS - I/ S E R ORISR R S e Bl L T
T o



25. The strategies to manage and mitigate the identified money laundering and terrorist financing
activities are typically aimed at preventing the activity from occurring through a mixture of deterrence (e.g.
appropriate CDD measures), detection (e.g. monitoring and suspicious transaction reporting), and
record-keeping (e.g. to facilitate investigations).

25. BT R ARSI B S SRR i 5 I A (BT E R P E ) -
(DR (BN EEHE R SRS BCE A B ) ARECER IR (BIUIEC&HE ) B2 IRH - B e)E
ghagk -

26. Proportionate procedures should be designed based on assessed risk. Higher risk areas should be

subject to enhanced procedures; this would include measures such as enhanced customer due diligence

checks and enhanced transaction monitoring. It also follows that in instances where risks are low,

simplified or reduced controls may be applied. (See also paragraph 118 on variables that affect risk).

26. JERRZEHE Y ER - FUERFSLLAIFERIAVIER - ElRE = ryeas - e 5 B

st P EE DGR B B R P Tt 5 A RS R ATIHig - mT DU R i { L= e T -
R RS S H 118 By )

217. There are no universally accepted methodologies that prescribe the nature and extent of a
risk-based approach. However, an effective risk-based approach does involve identifying and categorising
money laundering and terrorist financing risks, and establishing reasonable controls based on risks
identified.

27. BRI R AT A A o AR RS R AR B BT 2RI AR R
FEETTE - WEE RS BRI T e b T B A - AR S e e T S B
il e

28. An effective risk-based approach will allow accountants to exercise reasonable business and
professional judgement with respect to clients. Application of a reasoned and well-articulated risk-based
approach will justify the judgements made with regard to managing potential money laundering and
terrorist financing risks. A risk-based approach should not be designed to prohibit accountants from
continuing with legitimate business or from finding innovative ways to diversify their business.

28. AR ERRETETTE - AE B G TR % P T SRRV R SR B SR M - DIEEE H ARy
JEBRESEE 702 - BRAE EIES B AE SR s B E B8 i () T\ by F T - R R 70 - ARG,
IE RS &V - B T RCE BRI T -

29. Regardless of the strength and effectiveness of AML/CFT controls, criminals will continue to
attempt to move illicit funds undetected and will, from time to time, succeed. They may be more likely to
target DNFBP sectors if other routes become more difficult. For this reason, DNFBPs, including
accountants, may be more or less vulnerable depending on the effectiveness of the AML/CFT procedures
applied in other sectors. A risk-based approach allows DNFBPs, including accountants, to more efficiently
and effectively adjust and adapt as new money laundering and terrorist financing methods are identified.
29. B ER T B R R A SR A B R Ao - JUSEE A G B E S B AR IR
EE 0 M HANRHEIREREZE] HEY - AR AR A i N EE: - JUFRE E nlgefk bieE 2 Ik
ERISESEECA R - BREGEHAT - It » fRE 2 JEER SR B AT REE S B A B G9RE - HURAE
PAE A SE R TR B R ME P A AL - ST 88 ROE BRI E 3207780 - R\ BLaE
TERLGEIRE 2 IR EMEE AR (EIEgsTET) AR FE L HEE -

30. A reasonably designed and effectively implemented risk-based approach will provide an
appropriate and effective control structure to manage identifiable money laundering and terrorist financing
risks. However, it must be recognised that any reasonably applied controls, including controls
implemented as a result of a reasonably designed and effectively implemented risk-based approach will
not identify and detect all instances of money laundering or terrorist financing. Therefore, designated
competent authorities, SROs, law enforcement, and judicial authorities must take into account and give
due consideration to a well reasoned risk-based approach. In cases where there is a failure to implement an
adequately designed risk-based approach or failure of a risk-based programme that was not adequate in its



design, regulators, SROs, law enforcement or judicial authorities should take action as necessary and
appropriate.

30. EHEEGE A SE YRR AT 7% - m] DU LR E A S TSR - R DUE B AT
HYZEsE S B B E b o ZR1M > DHRERHYE o RSB HES] (EE S EARE B AR T
JE\ bR BB T ERPER]) - E AR R SR E A SR EOE B 25 - It - faE SRR -
BEREES - SUETRRETIEDANRE - SIS R SRR E R AT 7% - 4 TIEARVELR - MFREE
it s T B AR U502 - slaka TN B HYE bR AR S T B E R I - AT ERE SRR - B B -
HUEEENEE FIERIUNEIE & 1TE) -

Potential benefits and challenges of the risk-based approach
JE\ B B T A VAT 2 o B PR B

Benefits
Fayich

31. The adoption of a risk-based approach to combating money laundering and terrorist financing
can yield benefits for all parties including the public. Applied effectively, the approach should allow a
more efficient and effective use of resources and minimise burdens on clients. Focusing on higher risk
threats should mean that beneficial outcomes can be achieved more effectively.

31 PR BB 7L - RAIESRBIE R T 5% - A DIEARS &R - A ARIEN -
BROER 0% FETTEARCREFE ARG HER - g PRV EREIRK - ZFERRS
HIEREE - R EAROSEAHMEIEER -

32. For accountants, the risk-based approach allows the flexibility to approach AML/CFT
obligations using specialist skills and responsibilities. This requires accountants to take a wide and
objective view of their activities and clients.

32. RGNS - BEEMNHRAEEIE - v DURE ViRt T E B £ 32515 -
BRI A B R R E = -

33. Efforts to combat money laundering and terrorist financing should also be flexible in order to
adapt as risks evolve. As such, accountants will use their judgement, knowledge and expertise to develop
an appropriate risk-based approach for their particular organisation, structure and business activities.

33. FTEESENIE B F B ORI B M - MRS R b S R b 3 - LAIIL - ErsThmfEE
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Challenges
Pk
34. A risk-based approach is not necessarily an easy option, and there may be challenges when

implementing the necessary measures. Some challenges may be inherent to the use of the risk-based
approach. Others may stem from the difficulties in making the transition to a risk-based system, A number
of challenges, however, can also be seen as offering opportunities to implement a more effective system.
The challenge of implementing a risk-based approach with respect to terrorist financing is discussed in
more detail at paragraphs 46-50 below.

34. JEBRASHE V0% - WA IR R B ERRE - R T B RS - T RE S kB - AR
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35. The risk-based approach is challenging to both public and private sector entities. Such an
approach requires resources and expertise to gather and interpret information on risks, both at the country



and institutional levels, to develop procedures and systems and to train personnel. It further requires that
sound and well-trained judgement be exercised in the design and implementation of procedures and
systems. It will certainly lead to a greater diversity in practice which should lead to innovations and
improved compliance. However, it may also cause uncertainty regarding expectations, difficulty in
applying uniform regulatory treatment, and an increased lack of understanding by clients regarding
information required.

35. JERRESRE 572 - S A E P TEAL B T R PR - AR 5% - SR EIRMIEEE - AR
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36. Implementing a risk-based approach requires that accountants have a sound understanding of the
risks and are able to exercise sound judgement. This requires the building of expertise including for
example, through training, recruitment, taking professional advice and “learning by doing”. The process
will always benefit from information sharing by designated competent authorities and SROs. The
provision of good practice guidance is also valuable. Attempting to pursue a risk-based approach without
sufficient expertise may lead to flawed judgements. Accountants may over-estimate risk, which could lead
to wasteful use of resources, or they may under-estimate risk, thereby creating vulnerabilities.

36. Bt R bR AR )74 - SRRt A e o e e o W IERERY I - EFRE RS &
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37. Accountants may find that some staff members are uncomfortable making risk-based judgements.
This may lead to overly cautious decisions, or disproportionate time spent documenting the rationale
behind a decision. This may also be true at various levels of management of accounting firms. However, in
situations where management fails to recognise or underestimates the risks, a culture may develop that
allows for inadequate resources to be devoted to compliance, leading to potentially significant compliance
failures.

37. GETETATRE SR - Fetb & T DUE S R By HIEr - RUE A ETAR - 2 nREEEUH
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BT ENEHEIEE R E - (B2 - EEHIEREE G SR ERIGRL T - A gEHEA aE
B AREREIEHEGR - BB EVE KA EER -

38. Designated competent authorities and SROs should place greater emphasis on whether
accountants have an effective decision-making process with respect to risk management, and sample
testing should be used or individual decisions reviewed as a means to test the effectiveness of an
accountant’s overall risk management. Designated competent authorities and SROs should recognise that
even though appropriate risk management structures and procedures are regularly updated, and the
relevant policies, procedures, and processes are followed, decisions may still be made that are incorrect in
light of additional information not reasonably available at the time.

38. TEE R ETRTIH » {5 E R B ER e R Y E g Hhl - B& BEHARARR
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39. A risk-based approach requires an accountant to exercise professional judgement. This will result
in diversity of practice and detail between firms, although both may meet legislative requirements. Such
diversity of practice will require that designated competent authorities and SROs make greater effort to
identify and disseminate guidelines on good practice, and may pose challenges to staff working to monitor
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compliance. The existence of good practice guidance, training, industry studies and other available
information and materials will assist the designated competent authorities and SROs in determining
whether an accountant has made sound risk-based judgements.

39. TEE i bR AT V7 ANT - EEGSTA RE s R e iR RS Eh - it S ELHE - ER0R
AR ATREEH W R A FSEE BB EIRIEOES < B AREM T EBES - BEEE e s R
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40. Recommendation 25 requires adequate feedback to be provided to the financial sector and
DNFBPs. Such feedback helps institutions and businesses to more accurately assess the money laundering
and terrorist financing risks and to adjust their risk programmes accordingly. This in turn makes the
detection of suspicious activity more likely and improves the quality of suspicious transaction reports. As
well as being an essential input to any assessment of country or sector wide risks, the promptness and
content of such feedback is relevant to implementing an effective risk-based approach.

40. R 25 THEORH SRENTE E 2 IFERI S & - IREL R HEIES - SEEIEEA R
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The potential benefits and potential challenges can be summarised as follows:

JEFIE a S AP AT AT T -

Potential Benefits:

VLR

e Better management of risks

o FIFHVEpREM -

e Efficient use and allocation of resources

o AXFAHEEER -

e Focus on real and identified threats

o EFNCEINNEETEE -

e Flexibility to adapt to risks that change over time

o [ LAY bR MR R

Potential Challenges:

TEAERLE -

e |dentifying appropriate information to conduct a sound risk analysis

o IRHVEEE - BILFRERYERR AT -

e Addressing short term transitional costs

o [EJFHHIEAIRA

e Greater need for more expert staff capable of making sound judgements.

o HIRREMHIREAEMERE THEARFTK -

e Developing appropriate regulatory response to potential diversity of practice.
o HHENBEZITTEBEEREER -
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Chapter Three: FATF and the Risk-Based Approach
F=F PGS SR T TR S E b 57k

41. The varying degrees of risk of money laundering or terrorist financing for particular types of
DNFBPs, including accountants, or for particular types of customers/clients, or transactions is an
important consideration underlying the FATF Recommendations. According to the Recommendations,
with regard to DNFBPs there are specific Recommendations where the degree of risk is an issue that a
country either must take into account (if there is higher risk), or may take into account (if there is lower
risk).

41. SHFEMRRIRE 2 IR R EE AR (EREEEHET) DR EMEE FEA s - REE
[ERY s e E B E b - EPH s eR T LIRS RV E S AR - R £
faE 2 IFEREENABTTH » FrE Bt SV E b - SRR VEERE (RS ) » 57
LI (i) HIRRRE -

Specific risk references

e b2
42. The risk-based approach is either incorporated into the Recommendations (and the Methodology)

in specific and limited ways in a number of Recommendations, or it is inherently part of or linked to those
Recommendations. For instance, for DNFBPs, including accountants, risk is addressed in three principal
areas (a) Customer Due Diligence (R.5, 6, 8 and 9); (b) businesses’ internal control systems (R.15); and (c)
the approach of oversight/ monitoring of DNFBPs, including accountants (R.24).

42, HHHEREL AR ) WATES BRI - SCERCH PAS SRR
WAL TE AT - BEPGR - StisE 2 R B S\ BT S » g iER A=
I S I © (a) 2P (25 648 9 J): (b) ATIHIPYEBEFI A% (215 1) ;
(0) BHE EEEE R MEER AR (BEH) 20k (F24 5 -

Customer Due Diligence (R. 5, 6, 8 and 9)
FF&E#E (£5°6-8-97)

43, Risk is referred to in several forms:

43. JE\f R LT SR

a) Higher risk — Under Recommendation 5, a country must require its DNFBPs, including
accountants, to perform enhanced due diligence for higher-risk customers, business
relationships or transactions. Recommendation 6 (politically exposed persons) is an
example of this principle, detailing a higher risk scenario requiring enhanced CDD.

a) R — MRS 5 T - B VARUE EETRIE NIV E Z JE R EE A &
B RS  SEBRIGRE S - TR PEE - RS 6 TH (EHEBUAHRE
BAL) Bt RRARIES] - R R bR P AR E iR -

b) Lower risk — A country may also permit its DNFBPs, including the accountants, to take
lower risk into account in deciding the extent of the CDD measures they will take (see
Methodology criteria 5.9). Accountants may thus reduce or simplify (but not avoid
completely) the required measures.

b) EEJERE — B T EETRIENIVIEE ZJEERIE SRR A B - EHEE RS 52
EFRERRER - FERRERIIAFTE (REHEARLE 5.9) - Erathl il sE AR D=
b (ERRESE A ) DI ZEAYHEHE -
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c) Riskarising from innovation — Under Recommendation 8, a country must require its
DNFBPs, including accountants, to give special attention to the risks arising from new or
developing technologies that might favour anonymity.

) AIFTFRIERARIES 8 T - R MWASORE AR LB T RE A AR E Y
T iy B g Sl e AR Y LR

d) Risk assessment mechanism — The FATF standards expect that there will be an adequate
mechanism by which designated competent authorities and SROs assess or review the
procedures adopted by accountants to determine the degree of risk and how they manage
that risk, as well as to review the actual determinations themselves. This expectation applies
to all areas where the risk-based approach is applied. In addition, where the designated
competent authorities and SROs have issued guidelines on a suitable approach to risk-based
procedures, it will be important to establish that these have been followed. The
Recommendations also recognise that country risk is a necessary component of any risk
assessment mechanism (R.5 & 9).

d) RS — PR TEN L IFARSE AR A B E T - this e e TR
H R ERSRG Ee s T FE AT ER RV - DLHIETERR AR - DUt M B iy
7572 [ERF BTTARE EPEAYE - REHARHE A PR EUE b A8 7 AP A i - EEAh -
o i T FE B A B B R RS R R T B BRI D) 7 A R R A - BIIFEREE T
STRL AR - BT REY. - BIRE bR s BRI E TR (55 Kk 9IH
R

Internal Control Systems (R.15)
AIESEEE 230 (15 )

44, Under Recommendation 15, the development of “appropriate” internal policies, training and
audit systems will need to include a specific, and ongoing, consideration of the potential money

laundering and terrorist financing risks associated with clients, products and services, geographic areas of
operation and so forth. The Interpretative Note to Recommendation 15 makes it clear that a country may
allow DNFBPs, including the accountants, to have regards to money laundering and terrorist financing
risks and to the size of the business when determining the type and extent of measures required.

44. FRESERSE 15 70 - BisE T IEENY ) NEIBCR - JISRBIRERL 247 - AE S ~ Emmbiik
T~ 2SI I AR 2 B E JE s LA B R R e - AHANE H I ENE & - 5 15 THiERGT
B - SRBABZ st e s AT ] DAE B 288 SR B £ FR b - W B RECERBSHIARIE - B E P R T
Z UGS R H[E] -

Regulation and Oversight by Designated Competent Authorities or SROs (R.24)
TEETEE R 5 5 B o BT (524 77D

45, Countries should ensure that accountants are subject to effective systems for monitoring and
ensuring compliance with AML/CFT requirements. In determining whether the system for monitoring and
ensuring compliance is appropriate, regard may be had to the risk of money laundering or terrorist
financing in a given business, i.e. if there is a proven low risk then lesser monitoring measures may be
taken.

45. BB - GETATRIE A Y 24 » e CRE ST I HI e s TR A B M E 320K -
T AR % R IE R R e S E T - v B E R e sE B E & E - 7rR) > %5
JEBEARAE > BT CLEREN R (LR B %A E A -
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Applicability of the risk-based approach to terrorist financing
HEEhWE T 5 - R A A

46. There are both similarities and differences in the application of a risk-based approach to terrorist
financing and money laundering. They both require a process for identifying and assessing risk. However,
the characteristics of terrorist financing makes its detection more difficult and the implementation of
mitigation strategies challenging, due to considerations such as the relatively low value of transactions
involved in terrorist financing, or the fact that funds can be derived from legitimate as well as illicit
sources.

46. {5 b A B 70 - AEE R EAI2Es8 71 - AAEDRIERE 2R - BT a2kl
APl ERAYRAE o 281 - B RN EEE LA - H B R 5 B EAE S
NER ARG RE G ENIFNEEE - HEMHANZBERITAS -

47. Funds that are used to finance terrorist activities may be derived either from criminal activity or
may be from legal sources, and the nature of the funding sources may vary according to the type of
terrorist organisation. Where funds are derived from criminal activity, then traditional monitoring
mechanisms that are used to identify money laundering may also be appropriate for terrorist financing,
though the activity, which may be indicative of suspicion, may not be identified as or connected to terrorist
financing. It should be noted that transactions associated with the financing of terrorism may be conducted
in very small amounts, which in applying a risk-based approach could be the very transactions that are
frequently considered to be of minimal risk with regard to money laundering. Where funds are from legal
sources, it is even more difficult to determine if they could be used for terrorist purposes. In addition, the
actions of terrorists may be overt and outwardly innocent in appearance, such as the purchase of materials
and services to further their goals, with the only covert fact being the intended use of such materials and
services purchased. Therefore, while terrorist funds may be derived from criminal activity as well as from
legitimate sources, transactions related to terrorist financing may not exhibit the same traits as
conventional money laundering. However in all cases, it is not the responsibility of the accountants to
determine the type of underlying criminal activity, or intended terrorist purpose, rather the accountant’s
role is to identify and report the suspicious activity. The FIU and law enforcement authorities will then
examine the matter further and determine if there is a link to terrorist financing.

47. MR &Y TV E & Al AR B LSRG  BOR &7AKR » HESAENIME
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48. The ability of accountants to detect and identify potential terrorist financing transactions, without
guidance on terrorist financing typologies or unless acting on specific intelligence provided by the
authorities, is significantly more challenging than is the case for potential money laundering and other
suspicious activity. Detection efforts, absent specific national guidance and typologies, are likely to be
based on monitoring that focuses on transactions with countries or geographic areas where terrorists are
known to operate or on the other limited typologies available (many of which are indicative of the same
techniques as are used for money laundering).

48. WFGH AR ERIRRES | SR BRIV E R - GatAl AN B &
B EFRACHHIRE ST » ZEEL NG B A 88 S H A mTSEEBIEE TT - SE ELPRERM: - ]
RET) R Z R E BIRFE E G RGN AT RE & BRI A 70T S B 2 S L &
i BCHAMATRAVERRER: (3P B ERRBULSERNTRT ) - BT 58 -
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49. Particular individuals, organisations or countries may be the subject of terrorist financing
sanctions, in a particular country. In such cases a listing of individuals, organisations or countries to which
sanctions apply and the obligations on accountants to comply with those sanctions are decided by
individual countries and are not a function of risk. Accountants may commit a criminal offence if they
undertake business with a listed individual, organisation or country, or its agent, in contravention of
applicable sanctions.

49. HASHIE A ~ 2HER R R A o] e 2R E R B £ RV S - R T - 18
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50. For these reasons, this Guidance has not comprehensively addressed the application of a
risk-based approach to terrorist financing. It is clearly preferable that a risk-based approach be applied
where reasonably practicable, but further consultation with key stakeholders is required to identify a more
comprehensive set of indicators of the methods and techniques used for terrorist financing, which can then
be factored into strategies to assess terrorist financing risks and devise measures to mitigate them.
DNFBPs, including the accountants, would then have an additional basis upon which to more fully
develop and implement a risk-based process for terrorist financing.
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Limitations to the risk-based approach
JE B R 7 A PR Al

51. There are circumstances in which the application of a risk-based approach will not apply, or may
be limited. There are also circumstances in which the application of a risk-based approach may not apply
to the initial stages of a requirement or process, but then will apply to subsequent stages. The limitations to
the risk-based approach are usually the result of legal or regulatory requirements that mandate certain
actions to be taken.

51. TEFEEEILT - FTREME A A e BB 502 » BCEE 2 BRI © A LeF)0 o] 8 E 2
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52. Requirements to freeze assets of identified individuals or entities, in countries where such
requirements exist, are independent of any risk assessment. The requirement to freeze is absolute and
cannot be impacted by a risk-based process. Similarly, while the identification of potential suspicious
transactions can be advanced by a risk-based approach, the reporting of suspicious transactions, once
identified, is not risk-based (see paragraphs 130-134).

52. R (B BB B ARG BB » ARG BRI (AT R - LR
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53. There are several components to customer due diligence — Identification and verification of
identity of customers and beneficial owners, obtaining information on the purposes and intended nature of
the business relationships, and conducting ongoing due diligence. Of these components, the identification
and verification of identity of customers are requirements which must be completed regardless of the
risk-based approach. However, in relation to all the other CDD components, a reasonably implemented
risk-based approach may allow for a determination of the extent and quantity of information required, and
the mechanisms to be used to meet these minimum standards. Once this determination is made, the
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obligation to keep records and documents that have been obtained for due diligence purposes, as well as

transaction records, is not dependent on risk levels.

53. FPEBOELETTE - PR SRREE P R EE 2w NS5 AFESESR R HEY R TE
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54. Countries may allow accountants to apply reduced or simplified measures where the risk of
money laundering or terrorist financing is lower. However, these reduced or simplified measures do not
necessarily apply to all aspects of CDD. Moreover, where these exemptions are subject to certain
conditions being met, it is necessary to verify that these conditions apply, and where the exemption applies
under a certain threshold, measures should be in place to prevent transactions from being split artificially
to avoid the threshold. In addition, information beyond client identity, such as client location, may be
needed to adequately assess risk. This will be an iterative process: the preliminary information obtained
about a client should be sufficient to determine whether to go further, and in many cases client monitoring
will provide additional information.

54, B BRI F SRR - BRI AT oAt s RS SR o (22 - B LhR
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55. Some form of monitoring is required in order to detect unusual and hence possibly suspicious
transactions. Even in the case of lower risk clients, monitoring is needed to verify that transactions match
the initial low risk profile and if not, trigger a process for appropriately revising the client’s risk rating.
Equally, risks for some clients may only become evident once a relationship with a client has begun. This
makes appropriate and reasonable monitoring of client transactions an essential component of a properly
designed risk-based approach. However within this context it should be understood that not all
transactions, accounts or clients will be monitored in exactly the same way. Moreover, where there is an
actual suspicion of money laundering or terrorist financing, this could be regarded as a higher risk
scenario, and enhanced due diligence should be applied regardless of any threshold or exemption.

55. VRGP ARV DMEE RS EAEIE A5 5 - RIE 2R E RS = - 7R et -
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Distinguishing risk-based monitoring and risk-based policies and processes
& 53 DA\ Ry FERE ) e P B D) JeR e B BB B SR BT A2

56. Risk-based policies and processes should be distinguished from risk-based
supervision/monitoring by designated competent authorities or SROs. There is a general recognition
within supervisory/monitoring field that resources should be allocated taking into account the risks posed
by individual firms or businesses. The methodology adopted by the designated competent authorities or
SROs to determine allocation of monitoring resources should cover the business focus, the risk profile and
the internal control environment, and should permit relevant comparisons between firms or businesses.
The methodology used for determining the allocation of resources will need updating on an ongoing basis
so as to reflect the nature, importance and scope of the risks to which individual firms or businesses are
exposed. Consequently, this prioritisation should lead designated competent authorities or SROs to focus
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increased regulatory attention on firms or businesses that engage in activities assessed to present a higher
risk of money laundering or terrorist financing.

56. 5 7E E SRR o B TG, - LR o DU R ARV BURBURAR - R DU By AR H B 2
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57. However, it should also be noted that the risk factors taken into account to prioritise the
designated competent authorities’ or SROs’ work will depend not only on the intrinsic risk associated with
the activity undertaken, but also on the quality and effectiveness of the risk management systems put in
place to address such risks.

57. B2 - feE TR B EREHEE B TIRIRPET - JEEEFENRZER - NMERURRAT
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58. Since designated competent authorities or SROs should have already assessed the quality of risk
management controls throughout the accounting sector, it is reasonable that their assessments of these
controls be used, at least in part, to inform money laundering and terrorist financing risk assessments
conducted by individual firms or businesses.

58. HcfeERE R R S B R ERS » JEZ T HI B G R R R E B ehn e - Wi RE&
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Summary box: A risk-based approach to countering money laundering and terrorist financing at
the national level: key elements for success

ER - X FRAFIESR B BN M £ R B0 © REHIBHEER

e Accountants, designated competent authorities and SROs should have access to sufficiently
detailed, reliable and actionable information about the threats, and how to implement a risk-based
approach.

o EaHl - FEEEHIRR K S ERERE - TEREHUS R IS SR W SE T AT R MERY AR -

e There must be emphasis on cooperative arrangements among the policy makers, law enforcement,
regulators, and the private sector.

o EUGBURGIER - PUAKE - BREBABFLEFIZ M S E -

e Authorities should publicly recognise that the risk-based approach will not eradicate all elements of
risk.

o HEHENENRAS R A AIRERFT A EIR A 2 -

e Authorities have a responsibility to establish an atmosphere in which accountants need not be
afraid of regulatory sanctions where they have acted responsibly and implemented adequate
internal systems and controls.

o HEEMARMERNE EEENVRE FETAT A ERIEEERTE > WEHEE I ARG
HIFEHE - A RIS LEE I -

e Regulators’ and SROs’ supervisory staff must be well-trained in the risk-based approach, both as
applied by supervisors/SRO and by the accountants.

o THEMERMER K BE HEEGHVETE A\ BVESE RAFEIIR - TEor IR ARE ERE SRR, B ERE P e
PR R BB ELRE T 7k
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SECTION TWO: GUIDANCE FOR PUBLIC AUTHORITIES
BEN - AHEFIES

Chapter One: High-level Principles for Creating a Risk-Based Approach
F—E  BURRERT AR SIEEREA]

59. The application of a risk-based approach to countering money laundering and the financing of
terrorism will allow designated competent authorities and SROs, including oversight boards, and
accountants to use their resources most effectively. This chapter sets out five high-level principles that
should be considered by countries when designing a risk-based approach. They could be considered as
setting out a broad framework of good practice.
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60. The five principles set out in this paper are intended to assist countries in their efforts to improve
their AML/CFT regimes. They are not intended to be prescriptive, and should be applied in a manner that
is well-considered and appropriate to the particular circumstances of the country in question.

60. AREEFTFIHE AR § A ERBIEIZ SCE DA HIIe s/ TR - 12 A SRR FRE 1
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Principle one: Understanding and responding to threats and vulnerabilities: a national risk assessment

JEAI— - BN [ e i B S e+ B 5R g P

61. Successful implementation of a risk-based approach to combating money-laundering and
terrorist financing depends on a sound understanding of the threats and vulnerabilities. Where a country is
seeking to introduce a risk-based approach at a national level, this will be greatly aided if there is a
national understanding of the risks facing the country. This understanding can flow from a national risk
assessment.

61. BTRER AR T » FTRRSRMEAN 55 - O I RE i e R e 2 Bl g5 Eh
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62. National risk assessments should be tailored to the circumstances of each country. For a variety
of reasons, including the structure of designated competent authorities or SROs and the nature of DNFBPs,
including accountants, each country's judgements about the risks will be unique, as will their decisions
about how to implement a national assessment in practice. A national assessment need not be a single
formal process or document. The desired outcome is that decisions about allocating responsibilities and
resources at the national level are based on a comprehensive and current understanding of the risks.
Designated competent authorities, in consultation with the private sector, should consider how best to
achieve this while also taking into account any risk associated with providing information on
vulnerabilities in their financial systems to money launderers, terrorist financiers, and other criminals.

62. BEESH T E B - ST REBIZ E RS o KRS E TR 2 B REIGH4ET
DIRAEE 2 IR A B (AT HEARESREA - SRR E o E
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Principle two: A legal/requlatory framework that supports the application of a risk-based approach

JFAIZ © 573 (s B A T VR R R AR

63. Countries should consider whether their legislative and regulatory frameworks are conducive to
the application of the risk-based approach. Where appropriate the obligations imposed should be informed
by the outcomes of the national risk assessment.

63. BEESE B HIDABEEZN - EOANEERERETE o (KIEEZERRHE4E R -
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64. The risk-based approach does not mean the absence of a clear statement of what is required from
the DNFBPs, including from accountants. However, under a risk-based approach, accountants should have
a degree of flexibility to implement policies and procedures which respond appropriately to their own risk
assessment. In effect, the standards implemented may be tailored and/or amended by additional measures
as appropriate to the risks of an individual firm or business. The fact that policies and procedures, in
accordance to the risk levels, may be applied flexibly to different products, services, clients and locations
does not mean that policies and procedures need not be clearly defined.
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65. Basic minimum AML/CFT requirements can co-exist with a risk-based approach. Indeed,
sensible minimum standards, coupled with scope for these to be enhanced when the risk justifies it, should
be at the core of risk-based AML/CFT requirements. These standards should, however, be focused on the
outcome (combating money laundering and terrorist financing through deterrence, detection, and
reporting), rather than applying legal and regulatory requirements in a purely mechanistic manner to every
client.
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Principle three: Design of a supervisory/monitoring framework to support the application of the risk-based

approach
FRAN= « BEFZORERG St R (ol e BLRiE 07k 2 B

66. Where competent authorities and/or SROs have been assigned responsibility for overseeing
AML/CFT controls, countries may wish to consider whether such authorities and SROs are given the
necessary authority to implement a risk-based approach to monitoring. Barriers to this may include
inappropriate reliance on detailed and prescriptive requirements in the designated competent authorities’
or SROs’ rules. These requirements may, in turn, stem from the laws under which the designated
competent authority or SRO exercises its powers.

66. ETET KRR B A R EG C A IR E DI 2e s T B S R B B e & A
S E R LR AR S S RS B GRS RIS - DSRIT AR R AR R B B UL - HEFIK
B B REAGARE o - 3By SRl R I SR E AT RE G S Rk PESE - 2B LR ITREZIE B i 15 8 FE S A
2 H R ERG I T BT D P (i Z A

19



67. Where appropriate, designated competent authorities and SROs should seek to adopt a risk-based
approach to the monitoring of controls to combat money laundering and terrorist financing. This should be
based on a thorough and comprehensive understanding of the types of activity carried out by accountants,
and the money laundering and terrorist financing risks to which these are exposed. Designated competent
authorities and SROs will probably need to prioritise resources based on their overall assessment of where
the risks in accountants’ business are.
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68. Designated competent authorities and SROs with responsibilities other than those related to
AML/CFT will need to consider these risks alongside other risk assessments arising from the competent
authority’s or SRO’s wider duties.
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69. Such risk assessments should help a designated competent authority or SRO choose where to
apply resources in its supervisory programme, with a view to using limited resources to achieve the
greatest effect. Risk assessments may also indicate that a designated competent authority or SRO does not
have adequate resources to deal with the risks. In such circumstances, the designated competent authority
or SRO may need to obtain additional resources or adopt other strategies to manage or mitigate any
unacceptable residual risks.
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70. The application of a risk-based approach to monitoring requires that designated competent
authorities’ and SROs’ staff be able to make principles-based decisions in a fashion similar to what would
be expected from an accountant or the staff of an accountant’s firm. These decisions will cover the
adequacy of the arrangements to combat money laundering and terrorist financing. As such, a designated
competent authority or SRO may wish to consider how best to train its staff in the practical application of
a risk-based approach to monitoring. This staff will need to be well-briefed as to the general principles of a
risk-based approach, the possible methods of application, and what a risk-based approach looks like when
successfully applied within the context of the national risk assessment.
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Principle four: Identifying the main actors and ensuring consistency

JEAIPY © $ i F s e R OR— 2 [

71. Countries should consider who the main stakeholders are when adopting a risk-based approach
to combating money laundering and terrorist financing. These will differ from country to country. Thought
should be given as to the most effective way to share responsibility among these parties, and how
information may be shared to best effect. For example, consideration may be given to which body or
bodies are best placed to provide guidance to accountants about how to implement a risk-based approach
to anti-money laundering and counter-terrorist financing.
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72. A list of potential stakeholders may be considered to include the following:
72. TETEAE R NS A Re S

e Government — This may include legislature, executive, and judiciary.

o BUN—FIREEFEILE ~ 17BN - EUEHEAL -

e Law enforcement agencies — This might include the police, customs and other similar
agencies.

o SHUAMKRH —iErRECLFLEE « JERE - HAIE{LIKER -

e The financial intelligence unit (FIU), security services, and other similar agencies.

o EEbEERTUL (FIU) -~ 585RARES - HAEDIRER -

e Designated competent authorities/SROs.

o IEEMERIRRE EEEEHS -

e  The private sector — This might include accountants and their firms, trade bodies and
associations, etc.

o RMEENX-—IREEEgs S HER - A5 EREGEE -

e The public — Arrangements designed to counter money laundering and terrorist financing
are ultimately designed to protect the law-abiding public. However these arrangements may
also act to place burdens on clients of accountants’ firms.

o HEEARR—FANGIERETTREZLIHE RS HIERETERR - (HiELHH]
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e Others — Those who are in a position to contribute to the conceptual basis underpinning the
risk-based approach, such stakeholders may include academia and the media.

o HAth—SIFFEBREEE A MR E - P EIEES AR AR FE R R A -

73. Clearly a government will be able to exert influence more effectively over some of these
stakeholders than others. However, regardless of its capacity to influence, a government will be in a
position to assess how all stakeholders can be encouraged to support efforts to combat money laundering
and terrorist financing.
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74. A further element is the role that governments have in seeking to gain recognition of the
relevance of a risk-based approach from designated competent authorities and SROs. This may be assisted
by relevant authorities making clear and consistent statements on the following issues:
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e Accountants can be expected to have flexibility to adjust their internal systems and controls
taking into consideration lower and high risks, so long as such systems and controls are
reasonable. However, there are also minimum legal and regulatory requirements and
elements that apply irrespective of the risk level, for example suspicious transaction
reporting and minimum standards of CDD.

o  EETIH DABRE TR BN ES St IR - H R RS AR - REE RS
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e  Acknowledging that an accountant’s ability to detect and deter money laundering and
terrorist financing may sometimes be necessarily limited and that information on risk
factors is not always robust or freely available. There can therefore be reasonable policy and
monitoring expectations about what an accountant with good controls aimed at preventing
money laundering and terrorist financing is able to achieve. An accountant’s firm may have
acted in good faith to take reasonable and considered steps to prevent money laundering,
and documented the rationale for its decisions, and yet still be abused by a criminal.

o  PRAIGETRECHNTE (e A E B2 EFRAVAE ST - AIFHEL ARG ZEIIRE - B
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e Acknowledging that not all high-risk situations are identical and as a result will not always
require the application of precisely the same type of enhanced due diligence.

o RRINIERTA S BRI IEAHE - B LA R E KM T e M EIRT IR P
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Principle five: Information exchange between the public and private sector
AT - ARERPT R &R ACHA

75. Effective information exchange between the public and private sector will form an integral part
of a country's strategy for combating money laundering and terrorist financing. In many cases, it will

allow the private sector to provide designated competent authorities and SROs with information they
identify as a result of previously provided government intelligence.
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76. Public authorities, whether law enforcement agencies, designated competent authorities or other
bodies, have privileged access to information that may assist accountants to reach informed judgements
when pursuing a risk-based approach to counter money laundering and terrorist financing. Likewise,
accountants are able to understand their clients’ businesses reasonably well. It is desirable that public and
private bodies work collaboratively to identify what information is valuable to help combat money
laundering and terrorist financing, and to develop means by which this information might be shared in a
timely and effective manner.
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77. To be productive, information exchange between the public and private sector should be
accompanied by appropriate exchanges among public authorities. FIUs, designated competent authorities
and law enforcement agencies should be able to share information and feedback on results and identified
vulnerabilities, so that consistent and meaningful inputs can be provided to the private sector. All parties
should of course, consider what safeguards are needed to adequately protect sensitive information held by
public bodies from being disseminated too widely.
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78. Relevant stakeholders should seek to maintain a dialogue so that it is well understood what
information has proved useful in combating money laundering and terrorist financing. For example, the
types of information that might be usefully shared between the public and private sector would include, if
available:
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e  Assessments of country risk.
o [T -

e Typologies or assessments of how money launderers and terrorists have abused the
DNFBPs, especially accountants.

o ESRHEHRMML TENEMEE ZIEERERNA S - THE G TAIHIRER BGEY
i °

e Feedback on suspicious transaction reports and other relevant reports.

o HIHY IR by il A A AR BRI R 5 A B -

e Targeted unclassified intelligence. In specific circumstances, and subject to appropriate
safeguards and a country’s legal and regulatory framework, it may also be appropriate for
authorities to share targeted confidential information with accountants.

o REEIRMENE - (ERTRIVR T A R R R A R R - R
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e  Countries, persons or organisations whose assets or transactions should be frozen.

o EHENXGMETHREEIR - (8 NSEHE -

79. When choosing what information can be properly and profitably shared, public authorities may
wish to emphasise to accountants that information from public bodies should inform, but not be a
substitute for accountants’ own judgements. For example, countries may decide not to create what are
perceived to be definitive country-approved lists of low risk client types. Instead, public authorities may
prefer to share information on the basis that this will be one input into the accountants’ decision making
processes, along with any other relevant information that is available.
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Chapter Two: Implementation of the Risk-Based Approach
B RRRER T AT

Assessment of risk to inform national priorities

s Pk b AR PEE B SR (B ST IR

80. A risk-based approach should be built on sound foundations: effort must first be made to ensure
that the risks are well understood. As such, a risk-based approach should be based on an assessment of the
threats. This is true whenever a risk-based approach is applied, at any level, whether by countries or
individual firms. A country’s approach should be informed by its efforts to develop an understanding of
the risks in that country. This can be considered as a “national risk assessment”.
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81. A national risk assessment should be regarded as a description of fundamental background
information to assist designated competent authorities, law enforcement authorities, the FIU, financial
institutions and DNFBPs (including accountants) to ensure that decisions about allocating responsibilities
and resources at the national level are based on a practical, comprehensive and up-to-date understanding
of the risks.
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82. A national risk assessment should be tailored to the circumstances of the individual country, both
in how it is executed and in its conclusions. Factors that may influence the risk of money laundering and
terrorist financing in a country could include the following:
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e Political environment.
o [PURIRIE -

e Legal environment.
o LRI

e A country’s economic structure.
1 2 [T SV
o [EFRLKIBLERE -

e  Cultural factors, and the nature of civil society.

o ENZRBARIGMWE -

e Sources, location and concentration of criminal activity.

o JUFEEEN A - ES - AR

e Size and composition of the financial services industry.

o DRARTSSEFIFELRERL -

e  Ownership structure of financial institutions and DNFBPs businesses.

o <RIBS E 2 IEERIE KA B DFERIFTARESSE -

e  Size and nature of the activity carried out by DNFBPs, including accountants.

o TEETANMEN @ {5 ZIEERIE KR BRI THYEEIHHEIEE -

e  Corporate governance arrangements in relation to financial institutions, DNFBPs, including
accountants, and the wider economy.

o B ERREILIEE 2 IEERE R B A F A R S -

e The nature of payment systems and the prevalence of cash-based transactions.
o [IRARGMEIRER AL FR -

e  Geographical spread of the financial industry’s and DNFBPs’ operations and
customers/clients.

o R - FEEZIFEREENA RSB K PRI AT o

e Types of products and services offered by financial institutions and accountants.

GRS E S TR A A L B R TR
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e  Types of customers/clients serviced by financial institutions and accountants.

o HRIEHE RIS RIS P -

e  Types of predicate offences.

o FIEIUIEMEE -

e  Amounts of illicit money generated domestically.

o [HNELNNETIREH -

e  Amounts of illicit money generated abroad and laundered domestically.

o EWSMEA > BINLERAYA AR EEH -

e  Main channels or instruments used for laundering or financing terrorism.
o EEEEBIAMI RV TEEENTH -

e  Sectors of the legal economy affected.
o ZREHEIALIRESE

e Underground/informal areas in the economy.

o I NIRELIEH -

83. Countries should also consider how an understanding of the risks of money laundering and
terrorist financing can be best achieved at the national level. Relevant questions could include: Which
body or bodies will be responsible for contributing to this assessment? How formal should an assessment
be? Should a designated competent authority's view, or an SRO’s view, be made public? These are all
questions for designated competent authority or SRO to consider.
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84. The desired outcome is that decisions about allocating responsibilities and resources at the
national level are based on a comprehensive and current understanding of the risks. To achieve the desired
outcome, designated competent authorities or SROs should ensure that they identify and provide firms
with the information needed to develop this understanding and to design and implement measures to
mitigate the identified risks.
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85. Developing and operating a risk-based approach involves forming judgements. It is important
that these judgements are well informed. It follows that, to be effective, the risk-based approach should be
information-based and include intelligence where appropriate. Effort should be made to ensure that risk
assessments are based on fresh and accurate information. Governments, utilising partnerships with law
enforcement bodies, FIUs, designated competent authorities/SROs and the accountants themselves, are
well placed to bring their knowledge and expertise to bear in developing a risk-based approach that is
appropriate for their particular country. Their assessments will not be static and will change over time,
depending on how circumstances develop and how the threats evolve. As such, countries should facilitate
the sharing of information with different agencies and entities, so that there are no institutional
impediments to information dissemination.
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86. Whatever form they take, a national assessment of the risks, along with measures to mitigate
those risks, can inform how resources are applied to combat money laundering and terrorist financing,
taking into account other relevant country policy goals. It can also inform how these resources are most
effectively assigned to different public bodies, designated competent authorities and SROs, and how those
bodies make use of those resources in an effective manner.
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87. As well as assisting designated competent authorities and SROs to decide how to allocate funds
to combat money laundering and terrorist financing, a national risk assessment can also inform
decision-makers on the best strategies for implementing the regulatory regime to address the risks
identified. An over-zealous effort to counter the risks could be damaging and counter-productive, placing
unreasonable burdens on industry. Alternatively, less aggressive efforts may not be sufficient to protect
societies from the threats posed by criminals and terrorists. A sound understanding of the risks at the
national level could help obviate these dangers.
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Effective systems for monitoring and ensuring compliance with AML/CFT requirements — General
principles
BB 248 > W HECRIEEDG RS TR EZHE — —MHAl

88. FATF Recommendation 24 requires that accountants be subject to effective systems for
monitoring and ensuring compliance with AML/CFT requirements. In determining the design of an
effective system, regard may be had to the risk of money laundering or terrorist financing in the sector.
There should be a designated competent authority or SRO responsible for monitoring and ensuring its
functions, including powers to monitor and sanction. It should be noted that in some countries,
accountants are supervised in the same way as financial institutions. Other countries apply a separate
monitoring/oversight regime.
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Defining the acceptable level of risk

JEFE A 72 b K

89. The level of AML/CFT risk will generally be affected by both internal and external risk factors.
For example, risk levels may be increased by internal risk factors such as weak compliance resources,
inadequate risk controls and insufficient senior management involvement. External level risks may rise
due to factors such as the action of third parties and/or political and public developments.

89. B se T B R b IR FE A 2 BN S M b I 2R 22 - A A e Y G R
A SEZH BRI LR = P R A a2 B - TR B R bR N 2R v s R SR A R T - Sk
H bR AESE FTRE N Ry 5h = T YIS B e BB B A S SR g i -

26



90. As described in Section One, all activity involves an element of risk. Designated competent
authorities and SROs should not prohibit accountants from conducting business with high risk
customers/clients as long as appropriate policies, procedures and processes to manage the attendant risks
are in place. Only in specific cases, for example when it is justified by the fight against terrorism, crime or
the implementation of international obligations, are designated individuals, legal entities, organisations or
countries categorically denied access to services.

90. WIE—ERRTAL - A S SRR R © FEERER IRRE e B R ERS » R EEE (b ErathmE
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91. However, this does not exclude the need to implement basic minimum requirements. For
instance, FATF Recommendation 5 (that applies to accountants through the incorporation of R.5 into R.12)
states that “where [the accountant] is unable to comply with (CDD requirements), it should not open the
account, commence business relations or perform the transaction; or should terminate the business
relationship; and should consider making a suspicious transaction report in relation to the customer.” So
the level of risk should strike an appropriate balance between the extremes of not accepting
customers/clients, and conducting business with unacceptable or unmitigated risk.
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92. Designated competent authorities and SROs expect accountants to put in place effective policies,
programmes, procedures and systems to mitigate the risk, and acknowledge that even with effective
systems not every suspect transaction will necessarily be detected. They should also ensure that those
policies, programmes, procedures and systems are applied effectively to prevent accountants from
becoming conduits for illegal proceeds and ensure that they keep records and make reports that are of use
to national authorities in combating money laundering and terrorist financing. Efficient policies and
procedures will reduce the level of risks, but are unlikely to eliminate them completely. Assessing money
laundering and terrorist financing risks requires judgement and is not an exact science. Monitoring aims at
detecting unusual or suspicious transactions among an extremely large number of legitimate transactions,
furthermore the demarcation of what is unusual may not always be straightforward since what is
“customary” may vary depending on the clients’ business. This is why developing an accurate client
profile is important in managing a risk-based system. Moreover, procedures and controls are frequently
based on previous typologies cases, but criminals will adapt their techniques, which may quickly limit the
utility of such typologies.
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93. Additionally, not all high risk situations are identical, and therefore will not always require
precisely the same level of enhanced due diligence. As a result, designated competent authorities/SROs
will expect accountants to identify individual high risk categories and apply specific and appropriate
mitigation measures. Further information on the identification of specific risk categories is provided in
Section Three, “Guidance for Accountants on Implementing the Risk-Based Approach.”
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Proportionate supervisory/Monitoring actions to support the risk-based approach
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94, Designated competent authorities and SROs should seek to identify weaknesses through an
effective programme of both on-site and off-site supervision, and through analyses of internal and other
available information.
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95. In the course of their examinations, designated competent authorities and SROs should review
an accountant’s AML/CFT risk assessment, as well as its policies, procedures and control systems to arrive
at an overall assessment of the risk profile of the accountant’s business and the adequacy of its mitigation
measures. Where available, assessments carried out by or for accountants may be a useful source of
information. The designated competent authority’s, or SRO’s, assessment of management’s ability and
willingness to take necessary corrective action is also a critical determining factor. Designated competent
authorities and SROs should use proportionate actions to ensure proper and timely correction of
deficiencies, taking into account that identified weaknesses can have wider consequences. Generally,
systemic breakdowns or inadequate controls will result in the most severe supervisory or monitoring
response.
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96. Nevertheless, it may happen that the lack of detection of an isolated high risk transaction, or of
transactions of an isolated high risk customer/client, will in itself be significant, for instance where the
amounts are significant, or where the money laundering and terrorist financing typology is well known, or
where a scheme has remained undetected for a long time. Such a case might indicate an accumulation of
weak risk management practices or regulatory breaches regarding the identification of high risks,
monitoring, staff training and internal controls, and therefore, might alone justify action to ensure
compliance with the AML/CFT requirements.
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97. Designated competent authorities and SROs can and should use their knowledge of the risks
associated with products, services, clients and geographic locations to help them evaluate the accountants’
money laundering and terrorist financing risk assessments, with the understanding, however, that they may
possess information that has not been made available to the accountants and, therefore, accountants would
not have been able to take such information into account when developing and implementing a risk-based
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approach. Designated competent authorities and SROs (and other relevant stakeholders) are encouraged to
use that knowledge to issue guidelines to assist accountants in managing their risks. Where accountants
are permitted to determine the extent of the CDD measures on a risk sensitive basis, this should be
consistent with guidelines issued by their designated competent authorities and SROs®. Guidance designed
specifically for accountants is likely to be the most effective. An assessment of the risk-based approach
will, for instance, help identify cases where accountants use excessively narrow risk categories that do not
capture all existing risks, or adopt criteria that lead to the identification of a large number of higher risk
relationships, but without providing for adequate additional due diligence measures.
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98. In the context of the risk-based approach, the primary focus for designated competent authorities
and SROs should be to determine whether or not the accountant’s AML/CFT compliance and risk
management programme is adequate to: (a) meet the minimum regulatory requirements, and (b)
appropriately and effectively mitigate the risks. The monitoring goal is not to prohibit high risk activity,
but rather to be confident that firms have adequately and effectively implemented appropriate risk
mitigation strategies.
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99. Under FATF Recommendation 24, designated competent authorities and SROs should have
adequate powers to perform their functions, including the power to impose adequate sanctions for failure
to comply with statutory and regulatory requirements to combat money laundering and terrorist financing.
Fines and/or penalties are not appropriate in all regulatory actions to correct or remedy AML/CFT
deficiencies. However, designated competent authorities and SROs must have the authority and
willingness to apply fines and/or penalties in cases where substantial deficiencies exist. Action may also
take the form of a remedial program through the normal monitoring processes.
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100. In considering the above factors it is clear that proportionate monitoring will be supported by
two central features:

100.  FEFREELANERER - R > G PLEOIRVEE S BAmAR 2R

s FATF Recommendations 5 and 25, Methodology Essential Criteria 25.1 and 5.12.
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a) Regulatory transparency

a) AHENE

101. In the implementation of proportionate actions, regulatory transparency will be of paramount
importance. Designated competent authorities and SROs are aware that accountants, while looking for
operational freedom to make their own risk judgements, will also seek guidance on regulatory obligations.
As such, the designated competent authority or SRO with AML/CFT supervisory/monitoring
responsibilities should seek to be transparent in setting out what it expects, and will need to consider
appropriate mechanisms of communicating these messages. For instance, this may be in the form of
high-level requirements, based on desired outcomes, rather than detailed processes.
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102. No matter what individual procedure is adopted, the guiding principle will be that there is an
awareness of legal responsibilities and regulatory expectations. In the absence of this transparency there is
the danger that monitoring actions may be perceived as either disproportionate or unpredictable which
may undermine even the most effective application of the risk-based approach by accountants.
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b) Staff Training of designated competent authorities, SROs, and enforcement staff

b) FEEEEI - A - BUAARHYR LIIR

103. In the context of the risk-based approach, it is not possible to specify precisely what an
accountant has to do, in all cases, to meet its regulatory obligations. Thus, a prevailing consideration will
be how best to ensure the consistent implementation of predictable and proportionate
supervisory/monitoring actions. The effectiveness of supervisory/monitoring training will therefore be
important to the successful delivery of proportionate supervisory/monitoring actions.
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104. Training should aim to allow designated competent authorities/SRO staff to form sound
comparative judgements about AML/CFT systems and controls. It is important in conducting assessments
that designated competent authorities and SROs have the ability to make judgements regarding
management controls in light of the risks assumed by accountants and their firms and considering
available industry practices. Designated competent authorities and SROs might also find it useful to
undertake comparative assessments so as to form judgements as to the relative strengths and weaknesses
of different accounting firm or business arrangements.
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105. The training should include instructing designated competent authorities and SROs about how to
evaluate whether senior management has implemented adequate risk management measures, and
determine if the necessary procedures and controls are in place. The training should also include reference
to specific guidance, where available. Designated competent authorities and SROs also should be satisfied
that sufficient resources are in place to ensure the implementation of effective risk management.

105. SISk CufETE e i E R B B RS - A0l B AR E R e I T R b E

30



Hit - WAETE G EAT D EAVE P EEE - JISRE E%@Tﬁ%ﬁﬁl%%ﬁﬁ?a%l (H) K2 - 1552
FESTHRRHED B ARG - EMRIRIER RAER - ST ASHIERE

106. To fulfil these responsibilities, training should enable designated competent authorities and
SROs monitoring staff to adequately assess:
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a. The quality of internal procedures, including ongoing employee training programmes and
internal audit, compliance and risk management functions.

a. WEMEFHIGE - BfEE TR TSNS - BIEE R e IR

b.  Whether or not the risk management policies and processes are appropriate in light of the
accountants’ risk profile, and are periodically adjusted in light of changing risk profiles.

b. MRBEGEHEIAVERIN - MR EIR EHEBCRERIE R G R E - HRBEREIREEE
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c. The participation of senior management to confirm that they have undertaken adequate risk
management, and that the necessary procedures and controls are in place.

c. EIYEHEEISHE MR ENERERE - BRI SR o
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SECTION THREE: GUIDANCE FOR ACCOUNTANTS ON
IMPLEMENTING A RISK-BASED APPROACH

R - GETATRT BB A 155

Chapter One: Risk Categories
T RREE

107. It is frequently the function of accountants in public practice to assist their clients in managing
their affairs in a complex world, providing an individually tailored service. In many circumstances, they
will encounter (or recommend) unusual or complex structures as a means of gaining commercial
advantage or of dealing in the most appropriate way with complex situations or risks, with no criminal or
other ulterior motives. Many factors that to outsiders might be considered indicators of money
laundering/terrorist financing (ML/TF) risk, on further examination have an appropriate commercial
rationale and the ML/TF risk is in fact normal, rather than high. Nevertheless, accountants will experience
higher AML/CFT risk situations, which they need to take into account in their work. In theory, ML/TF
risks can be organised into three categories: geographic risk, client risk and service risk. However, in
practice these risks may fall into more than one category and should be viewed not as separate and distinct
but as inter-related.
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108. In the “Client risk” section below, key factors associated with the main client risk category are:

108.  fELNT THFEbR , Ehith > BEEEFREEEARVERNERS

a. Factors indicating that the client is attempting to obscure understanding of its business,
ownership or the nature of its transactions.

a  HFREISREELER - AN - SHEEE -

b. Factors indicating certain transactions, structures, geographical location, international
activities or other factors which are not in keeping with the accountant’s understanding of
the client’s business or economic situation. Or

b. FFERS - & - HEE - BIREE) - SOt G TS PR B s ORISR AR
—HEFRE -

c. Client industries, sectors or categories where opportunities for money laundering or terrorist

financing are particularly prevalent.

C. FPHUITH - B B EE BRI LR E R S AR -
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109. Clients falling within this category may be high risk clients although, after adequate review, the
accountant may determine that they are pursuing a legitimate purpose. Provided that the economic
rationale for the structure and transactions of a client can be made clear, the accountant may be able to
demonstrate that the client is carrying out legitimate operations for which there is a rational and
non—criminal purpose.
109.  FRAEE(EEEETES > s ERE o BEOREENER - Gt EitaraE BTt Iny
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110. There are also some categories of service provided by practising accountants which may be used
by money launderers for their own purposes, and which are therefore subject to a higher degree of risk.
These are listed below under “Service Risk”.
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111 There is no universally accepted set of risk categories, but the examples provided in this
Guidance are given for assistance in identifying those that may apply in the circumstances of individual
firms or client relationships. There is no one single methodology to apply to these risk categories, and the
application of these risk categories is merely intended to provide a suggested framework for approaching
the management of potential risks.
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Country/Geographic risk

B =T
112. There is no universally agreed definition that prescribes whether a particular country or

geographic area represents a higher risk. Geographic risk, in conjunction with other risk factors, may
provide useful information as to potential money laundering and terrorist financing risks, though it should
be borne in mind that lower risk and legitimate commercial enterprises may be located in high risk
countries. Nevertheless, clients may be judged to pose a higher than normal risk where they, or their
source or destination of funds, are located in a country that is:

112, R EER SR EEE SR ESERE - )27 s ESRR - M ERREC & B AR
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e  Subject to sanctions, embargoes or similar measures issued by, for example, the United
Nations (“UN”). In some circumstances, this would include countries subject to sanctions or
measures similar to those issued by bodies such as the UN.

o [IAEREEIFT AARAYHIEL - 225 > SIROERIE S - RGN - B e HE ST
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e Identified by credible sources® as lacking appropriate AML/CFT laws, regulations and
other measures.

o HHEIFEACR > YRR RERZ BE LRI T RE A AR B -

e Identified by credible sources as providing funding or support for terrorist activities that
have designated terrorist organisations operating within them.

o HHISEACR > W BT ILE B ECTRAE e AL AR E R S B -

e Identified by credible sources as having significant levels of corruption, or other criminal
activity.

o WFEAR  WEAASEE)T > RHEMILIEEE) -

Client risk
B

Reduced transparency

ZEIE

113. Factors that may indicate a higher than normal ML/TF risk include:
113, FIRERURLERE e A i KR R R LA

e Lack of face-to-face introduction of client.

o ERZAIFSHEIBSHEIAY T

e  Subsequent lack of contact, when this would normally be expected.
o XA MRIBIMIIRER

e Beneficial ownership is unclear.
o THEZmARH-

e Position of intermediaries is unclear.

o P RE -

e Inexplicable changes in ownership.

o FTETERAMRE TR -

e  Company activities are unclear.

o ATLEEIRY -

4 “Credible sources” refers to information that is produced by well-known bodies that generally are

regarded as reputable and that make such information publicly and widely available. In addition to the Financial
Action Task Force and FATF-style regional bodies, such sources may include, but are not limited to, supra-national
or international bodies such as the International Monetary Fund, and the Egmont Group of Financial Intelligence
Units, as well as relevant national government bodies and non-governmental organisations. The information provided
by these credible sources does not have the effect of law or regulation and should not be viewed as an automatic
determination that something is of higher risk.

* PEISEARE ) RENEEBRGEE - ELERS RGBS EE - HAR - BT ALETE
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Legal structure of client has been altered numerous times (name changes, transfer of
ownership, change of corporate seat).

HEEEREEZ IS (B4 - BEFTARE - A EREMHES) -

Management appear to be acting according to instructions of unknown or inappropriate
person(s).

EHIEEIR A A EAEE AR TE -

Unnecessarily complex client structure.
AR AR P -

Reason for client choosing the firm is unclear, given the firm’s size, location or
specialisation.

FHFEREBIHE A EnEEBITRE - (18 EREE -

Frequent or unexplained change of professional adviser(s) or members of management.

BRSBTS A R BE) - SRS -

The client is reluctant to provide all the relevant information or the accountant has
reasonable doubt that the provided information is correct or sufficient.

FEARERMFTAHEER - Gt aE R R E R Y R BT e

)

Transactions or Structures out of line with Business Profile
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114, Factors that may indicate a higher than normal ML/TF risk include the following:
114. A gER s AR E bR = N KRR R -

Client instructions or funds outside of their personal or business sector profile.

PR E B EE NBEEBIRT -

Individual or classes of transactions that take place outside the established business profile,
and expected activities/ transaction unclear.

{8 NS F B 2 B H EE YAV - BLFEINEE) S5

Employee numbers or structure out of keeping with size or nature of the business (for
instance the turnover of a company is unreasonably high considering the number of
employees and assets used).

B TR HBEEMIAER R E (B0 52 st = 8 TR &K
& AR ANEFEE) -
Sudden activity from a previously dormant client.

AFIE 2RIV IEE) o

Client starts or develops an enterprise with unexpected profile or early results.

& P BHIA B R A EIRIUE TRk > SRR -

Indicators that client does not wish to obtain necessary governmental approvals/filings, etc.

IR P AR E RS Z BT R -

Clients offer to pay extraordinary fees for services which would not ordinarily warrant such
a premium.

F PRI NS AU RS - (BRI -
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e Payments received from un-associated or unknown third parties and payments for fees in
cash where this would not be a typical method of payment.

o  BHUERHECASTRRAYEE =TT & IS S i A LI G =S -

Higher risk sectors and operational structures

i e A A B

115.

Some client sectors and operational structures present a higher than normal ML/TF risk. Such

risk factors may include:

115.

116.
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e Entities with a high level of transactions in cash or readily transferable assets, among which
illegitimate funds could be obscured.

o RERFKE(RE - ER TR AR - NAREEERERT -

e Politically exposed persons.

o EHEPUATERH AL -

e Investment in real estate at a higher/lower price than expected.
o DiE RN TEHIRVERSER FBHE -

e Large international payments with no business rationale.

o ARSI -

e Unusual financial transactions with unknown source.
o FHIRAKIFNANZE ML -

e Clients with multijurisdictional operations that do not have adequate centralised corporate
oversight.

o EX(EEEEENZS XA HEEHIREMRREE -

e Clients incorporated in countries that permit bearer shares.
o HIEMF I AIEENBIRILAE] -

In addition, the existence of fraudulent transactions, or ones which are improperly accounted for,

should always be considered high risk. These might include:

116.

BEAh > AER S > A GHEIR S > EZ KBRS Ryl - SRS

e  Over and under invoicing of goods/services.
o i/ RBHIFESEAK - #E -

e  Multiple invoicing of the same goods/services.
o [AIERHVRH L RIS KEHEK -

e Falsely described goods/services — Over and under shipments (e.g. false entries on bills of
lading).
o JEBdHuEE IR — M EESEEE (FROFERE LSRR -

e  Multiple trading of goods/services.

o HEX G/
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Service Risk
MR S

117. Services which may be provided by accountants and which (in some circumstances) risk being
used to assist money launderers may include:

117, EEtAeftaviRss - (FEREEILT) AR g AR E R EbR - TR -

e  Misuse of pooled client accounts or safe custody of client money or assets.
o HMHESIRF  BHEFEREEENETERER -

e  Advice on the setting up of legal arrangements, which may be used to obscure ownership or
real economic purpose (including setting up of trusts, companies or change of
name/corporate seat or other complex group structures).

o HNEIAIHRREA A - sRERLR BV AR L R (EFERILERE
ONE] > B A A, SR B AR R SR A ) -

e Misuse of introductory services, e.g. to financial institution.

o EMISIEIRE - Bl AR

Variables that May Impact on Risk
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118. Some factors that may increase or decrease risk in relation to particular clients, client
engagements or practising environments include the following:

118. T RERE S B R EAR E R P ~ R8> SCERE A ERENIEZE > fREEELT
#efE -
e Involvement of financial institutions or other DNFBPs.

o BREIMAMEEMIEE 2 IERREERABNSH -

e  Unexplained urgency of assistance required.

o BTERWBNMEIARARNA -

e  Sophistication of client, including complexity of control environment.
o HFEHINIVE - CILEEREH RN -

e  Sophistication of transaction/scheme.

o 5/ EIEHINAVE -

e  Country location of accountant.

o GETATATEAVELR -

e  Working environment/structure of accountant, e.g. sole practitioner, large firm.

o EETRNAVEEIE CGER > PIREABSRERKIELAT -

e Role or oversight of another regulator.

o HAMRERIERAAYA CEEE -

e The regularity or duration of the relationship. Long-standing relationships involving
frequent client contact throughout the relationship may present less risk.

o FRRHVPHFREIUERTIGH - (EREEFRIGT » B RIAEE FIRGHRIE G - 7R
SR R -

The purpose of the relationship and the need for the accountant to provide services.

o EIRHRHAVEEEE TR MR E 2K -
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e Clients who have a reputation for probity in the local communities.

o EEHISES > RARREVEIIEFS -

e  Private companies that are transparent and well know in the public domain.

o EW > HAEALFHERAINREAE -

e  The familiarity of the accountant with a country, including knowledge of local laws and
regulations as well as the structure and extent of regulatory oversight.

o EITETHEIRAVAGERER - EREHEMIEERER - DU AR EIRY R -

Controls for Higher Risk Situations

HEERE R IET

119. Accountants and accounting firms should implement appropriate measures and controls to
mitigate the potential money laundering risks of those clients that are determined to be higher risk as the
result of the institution's risk-based approach. These measures and controls may include:

119,  EFETANBLIE RIS AT EZ BT S Y N B i B B 2 - DU B BB P o b Ry Bt
SRR R Bt = P VB ERY SRR - TTREELEE ¢

e Increased awareness of higher risk clients and transactions, across all departments with a
business relationship with the client, including the possibility of enhanced briefing of client

teams.
o IEEFTANZEFHEFEGRAGNERT > B PEX AR - BEIR rEE P ER
YR REE: -

e Increased levels of know your customer (KYC) or enhanced due diligence.

o % HEMTAVEF ) BOR(bE PEEAKE -

e Escalation for approval of the establishment of a business engagement, or involvement in
the client service.

o HEIEBIA » RSHE RGBSR -

Chapter Two: Application of a Risk-based Approach
FUE  ERERIAZER

Customer due diligence/Know your customer
B EER R

120. Customer Due Diligence/Know Your Customer is intended to enable an accountant to form a
reasonable belief that he knows the true identity of each client and, with an appropriate degree of
confidence, knows the types of business and transactions the client is likely to undertake. An accountant’s
procedures should include procedures to:

120.  HPEE/BRTNES > HHIEEGEHERERSHEMEE - EE s FiVEES
> HitAEERENEL - FIEE PSRBT I RE TS - GataiEET L MER

(a) Identify and verify the identity of each client on a timely basis.
(@) KEFHRSER T — =S -
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(b) Identify the beneficial owner, and take reasonable measures to verify the identity of any
beneficial owner. The measures which have to be taken to verify the identity of the
beneficial owner will vary depending on the risk.

(b) HEEREEZ=A RGBT EE 2 NS - IREER - HElEE
27 NB A A E] o

(c) Obtain appropriate additional information to understand the client’s circumstances and
business, including the expected nature and level of transactions. Relevant customer due
diligence information should be periodically updated together with its risk assessment. In
the event of any change in beneficial ownership or control of the client, or third parties on
whose behalf the client acts, reasonable measures should be taken to verify identity.

(c) HUSEERVERINER - DIBRARE PaIR SRR - BTy S M E BUKEE - 1
P EEEH - B EERSEE - REEZm A - S EEERE
B P ATENE =J7A T EE) - HRG B DAL S 17

121. Practising accountants should thus identify, and verify the identity of their clients, in sufficient
detail to provide them with reasonable assurance that the information they have is an appropriate and
sufficient indication of the true identity. A standard level of due diligence should be applied to all clients
with the possibility to carry out reduced or simplified customer identification in recognised lower risk
scenarios. By contrast, an increased level of due diligence will apply in respect to clients that are
determined to be of higher risk. These activities may be carried out in conjunction with firms’ normal
client acceptance procedures, and will take into account any specific jurisdictional requirements for client
due diligence. In the normal course of their work, accountants are likely to learn more about some aspects
of their client, such as their client’s business or occupation and/or their level and source of income, than
other advisors. This information is likely to assist in AML/CFT terms.

121, gCEEETRIER SRS HE Py - A eI E R - RS IRE -
FrAataEklE HEEMBEREFEES D - FPEENELKE - JEZBEANAZF » Gk
JEBS IR » T LB ek D BRIy 23 F B Hkak - AU - EHIE R P EREN S - EEMNE S
KENZFEE - BHEE ARG FFI—REFIEFET - B SEREEENE - f£1EF L
{EAERE T - Gatalinse G L EAEAR - SRR Py sl Ty - Gl FRYSERSBRCE - 8¢
HUGAAKREBAR - — &N RE G ERT s T R & T A E ) -

122. The beneficial owners of the client should be identified, including forming an understanding of
the ownership and control structure, and taking reasonable measures to verify the identity of such persons.
Public information sources may assist with this requirement. The procedures that need to be carried out
can vary, in accordance with the nature and purpose for which the entity exists, and the extent to which the
underlying ownership differs from apparent ownership by the use of nominees and complex structures.

122. HFHVEEZ W AET L > CfERRERT ARG - RIS G - BRestt s
NEW S - AFRVERAE - sJRER IR ILERE - igE P ERIVIEEBFEEN > FAERA
PRAL F G MRS 2 B P A RE BRI P A R Z (A2 5L 1 B TR AT RE A AT A [E -

123. The types of measures that normally would be needed to satisfactorily perform this function
would require identifying:
123, WGEEMITIL—IORE - E TSIl N -

e  The natural persons with a controlling interest.

o HIEFIENEAA -

e  The natural persons who comprise the mind and management of the legal person or
arrangement.

o EANBUAEHMERAVARAREEHEEITEARA -
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e  Physical location.
o EHGIE -

124, A risk-based approach varies according to the risk level. For example, where the client or the
owner of the controlling interest is a public company that is subject to regulatory disclosure requirements,
and that information is publicly available, fewer checks may be appropriate. In the case of trusts,
foundations or similar legal entities where the beneficiaries are distinct from the legal owners of the entity,
it will be necessary to form a reasonable level of knowledge and understanding of the classes and nature of
the beneficiaries; the identities of the settlor, trustees or managers; and an indication of the purpose of the
trust. Assurance will be needed that the declared purpose of the trust is in fact its true purpose.

124, JEBRERETTE - BUARERZKEEMARTAE - B0 > & FeFERIERTA AR LA ER -
WS ESERHE R SEEAE - IWHEERSHERE AR - BB FEE - 7556 - g
SORUEERAHA - Z s AFDEEFTA AR —8E SR 2 i NAVERIRIMEE - 56N 0 256 A5
BHA - EER > AEHE/KERRIRERA - WA EEMN BN HEEE—E -

125. Identification of clients should be reviewed (on an appropriate risk related basis) to ensure that
changes in ownership or other factors have not resulted in an effective change in the nature of the client,
with a consequent need to review or repeat client identification and verification of identity procedures.
This may be carried out in conjunction with any professional requirements for client continuation
processes.

125. #RFH{y (WREBEENERHRER) KBEEE - IRFTAESEMANREL  [IFE
Rl P RE RS - EEREEENEEYES - B S0P IHRE o B RE gL
B P RHEE ARV B Tt SR TR EIIF AL T -

Monitoring of client business and transactions for suspicious activity

B PRI H e 5 A S ]

126. Accountants are not expected to scrutinise every transaction that goes through their clients’
books and some accounting services are provided only on a once-off basis, without a continuing
relationship with the client. However, many of the professional services provided by accountants put them
in a relatively good position to encounter and recognise suspicious activities carried out by their clients or
by their clients’ business associates, which would not be recognised by other service providers, through
their inside knowledge of and access to the client’s records and management processes, as well as through
close working relationships with senior managers and owners. Practising accountants need to be
continually alert for events or situations which are indicative of a reason to be suspicious of money
laundering or terrorist financing, employing their professional experience and judgement in the forming of
suspicions where appropriate. An advantage in carrying out this function is the professional scepticism
which is a defining characteristic of many professional accountancy functions and relationships.

126.  GEtAHEAES —EFPIRE LR S - BRSET G R — MR - % P8RS
HEAA - B2 > P2 G TER Bt ECEIRTS - G MM B 5 B Bl E PRI AR A - FTElT
HRISEL 5 - i B R P A0 s B E TR AR e B AL - S B = e e FE I e KA
HNEVLIERIMAITRE R - B EA IS LB A SR o HETRIESRBCGE R £ 2RV sEs
RGN - MCEGETRIVERIEA PSS - [ ENTH T - SN EREIPR » S ) A H A By
Hgh - Gathi B 2 Gt EEE R FRIATIRE » T < BEER A - BT ILThRERESS -

127. Ongoing monitoring of the business relationship should be carried out on a risk related basis, to
ensure that the client retains the same identity and risk profile established initially. This requires an
appropriate level of scrutiny of activity during the relationship, including enquiry into source of funds
where necessary, to judge consistency with expected behaviour based on accumulated CDD information.
As discussed below, ongoing monitoring may also give rise to filing a suspicious transaction report.

127, JEDUERR R iiml - FRERPEEBRA(R - DIEIRE P RPN G0y B 17 Bl iR -
EREAELERB AV > AEEASHEACE - BREOERERESAR - DHETE SR
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128. Investigations into suspected money laundering should not be conducted unless these are within
the scope of the engagement, and information is limited to that to which the accountant normally would be
entitled in the course of business. Within the scope of engagement, an accountant should be mindful of the
proscription on “tipping off” the client where a suspicion has been formulated. Carrying out additional
investigations, which are not within the scope of the engagement, is unnecessary and could risk alerting a
money launderer.

128.  FRIEFEFRAHIEN - HERRS Eataim s AR EE P aaE - SR EE e
ARSI THRE - (ESERSHEIEA - SRR - 2k TR BEPO&A NS - BITHES AT
EBHENEE RN ONEN - B ATRE AR E A A B LAY

129. Normal business activities should be maintained and such information or other matters which
flow from this will form the proper basis of suspicious transaction reports. To decide whether or not a
matter is suspicious, accountants may need to make additional enquiries (within the normal scope of the
assignment or business relationship) of the client or their records. Normal commercial enquiries, being
made to fulfil duties to clients, may assist in understanding a matter to determine whether or not it is
suspicious.

129.  IEFZEBSENE TR - DUEMHEBIEBIENEET - (F REE VR BE R S s N A
B E R o RS AIEE - GEHEAEE P SRR TE &N (R ECEBR Y IR #iE
W) - —fkissEas o RIS A TETHE P FES - WAl ABNEESEC - DIHETE G AT 5E -

Suspicious activity reporting

B 90 bR
130. The requirement to file a suspicious transaction report is not subject to a risk-based approach,

but must be made whenever required in the country concerned. This would include both suspicious
situations, such as business structures or management profiles which have no legitimate economic
rationale and suspicious transactions, such as the misappropriation of funds, false invoicing or company
purchase of goods unrelated to the company's business.

130.  IRACEEESRECE RN B E ISR » IR R R AR A - REZ AR E - S
BT © LR EE TSI - PR ASEECE AT - /A& ENEUREH » IR ATSELS, » Bl
B AR - NEETE - 200 EIE S B R Y o o

131. However, it should be noted that a risk-based approach is appropriate for the purpose of
identifying a suspicious activity, by directing additional resources at those areas an accountant has
identified as higher risk. The designated competent authorities or SROs may provide information to
accountants, which will be useful to them to inform their approach for identifying suspicious activity, as
part of a risk-based approach. An accountant should also periodically assess the adequacy of its system for
identifying and reporting suspicious transactions.

131 {HE - BRERETTE - #5HS [ EE S ERE G AR R A RIS - Hl 58S
Ty > TR EH - {5 E R TR B R E RS A EE TR AERE &R I RE W e S TSRS B C e T 5E
TEBIIECE - WA IR - TURERRASTE 77A 2 —IR - GatAliEZ € HaHE P s T 5E S0 %
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132. In making a decision on whether to make a report, the following factors will need to be taken
into account.

132, FERERSEEHATRHE - LA RELLNAR

a.  Whether or not the activities in question consist of instances of reportable (suspected)
money laundering or terrorist financing in the country concerned.

a. AMEREE) > EOEZEEER (205 JEsEsE B E2AIRN—2L -

b.  Whether the information was obtained in circumstances where they are subject to
professional secrecy or legal professional privilege (see Recommendation 16). It is for each
country to determine the matters that would fall under legal professional privilege or legal
professional secrecy.

b. ZENEEEETERIRABOARERRENEN NS (RS 16 1H) - SEIE
BTTAEMERE BN AR R SO A RS R RS HuE -

c. Inthe absence of a requirement to report a suspicion, in the country concerned, whether it
would be permitted to report a suspicion, and whether it would be consistent with the
accountants’ professional ethical obligations, including the requirement to consider the
public interest in carrying out their professional activities.

¢ WR—BIHBEEAISEEFRE - Bh il o So gty RS E R —
B G TESE AR EE R AR

Accountants should also consider any other specific legal or professional requirements which
apply in the country within which the accountant is acting.

s TR ES L T AR5 > GETAIECE  FEEHARSREENE -

133. In many (or most) circumstances, accountants will have no flexibility in judging whether or not a
suspicion report should be made, but will find that they are either required to make such a report (by the
operation of legal requirements in their country) or forbidden to do so (by the operation of legal or
professional requirements). However, where there is any element of flexibility, accountants should take
into account the fact that the reporting of suspicious transactions or activities is critical to a country’s
ability to utilize financial information to combat money laundering, terrorist financing and other financial
crimes.

133, fEEFE (BEERE ) T - Gathinl il 2 G 2memaysEtt - NEoHEHR (1
Z B ENEDR ) » SR it b (FRIRUAERSESEFENEOR) - B2 - AR A By -
GtATES [EFTEsRAY A 5EL 5 80ES) - i —(EEZH & R 2 S8R - BEBhRL I F 3
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134. The FATF Recommendations require that firms, their partners and employees, should be
protected by legal provisions from criminal and civil liability for breach of any restriction on disclosure of
information imposed by contract or by any legislative, regulatory or administrative provision, if they
report their suspicions in good faith, even if they did not know precisely what the underlying criminal
activity was, and regardless of whether illegal activity actually occurred.

134, PSR R {TE) TIRHAREENUE - FH5PT - HEMABMET » EZFNERGEUIRE -
WIRSFRFH(E TSR - SR AE BB SR EE R A E G EIREIREES) 8
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Training and awareness
PR

=S wtal

135. Accountants are within the scope of Recommendation 15, which requires firms to provide their
employees with appropriate AML/CFT training. In ensuring compliance with this requirement,
accountants may take account of AML/CFT training included in entry requirements and continuing
professional development requirements for their professional staff. They must also ensure appropriate
training for any relevant staff without a professional qualification, at a level appropriate to the functions
being undertaken by those staff, and the likelihood of their encountering suspicious activities.

135, EETETEE RS 15 THAVEEN - sz O E BT M B T 2SR ss 4T 8
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Chapter Three: Internal Controls

B=F  AEEE

136. Many DNFBPs differ significantly from financial institutions in terms of size. By contrast to
most financial institutions, a significant number of DNFBPs have only a few staff. This limits the
resources that small businesses and professions can dedicate to the fight against ML and FT. For a number
of DNFBPs, a single person may be responsible for the functions of front office, back office, money
laundering reporting, and senior management. This particularity of DNFBPs, including accountants,
should be taken into account in designing a risk-based framework for internal controls systems. The
Interpretative Note to Recommendation 15, dealing with internal controls, specifies that the type and
extent of measures to be taken for each of its requirements should be appropriate having regard to the size
of the business.

136.  HEAEEZIREREESAR - ERE DHSREEHEEE - HERRE D SRt -
KEBHVtEE 2 IEemBEEN AN B RA/VEET » ([ NEAFERBCE AL o] AR RS HUEEE
ERWHTENR - B EEEEE 2 IR EERA BT - —(E AR E AT AR A E - ik
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137. In order for accountants to have effective risk-based approaches, the risk-based process must be
imbedded within the internal controls of the firm. The success of internal policies and procedures will be
dependent largely on internal control systems. Two key systems that will assist in achieving this objective
follow.

137, Ry T EGEHERES B AR REGE A - DU R EEERARAE - AR AT N B
BRI T © NERBEREME PRI » IRAFERERUAT B E 24T © H BRI A R {5 3
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Culture of compliance

BfEt

138. This should encompass:
138. i e

e Developing, delivering and maintaining a training program for all accountants.

o R {HiE - YeEHFTA GRTEIHYEIISRETE -
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e Monitoring for any government regulatory changes.

o ERHIEMBUREMREE -

e Undertaking a regularly scheduled review of applicable compliance policies and procedures
within accountancy practices, which will help constitute a culture of compliance in the

industry.
o HNESTAIBCEREN - A ZEEPCRENFE - QILE BT REE FEIET TS
k-

Senior management ownership and support
(o P A T P e P A R B < 12

139. Strong senior management leadership and engagement in AML/CFT is an important aspect of
the application of the risk-based approach. Senior management must create a culture of compliance,
ensuring that staff adheres to the firm’s policies, procedures and processes designed to limit and control
risks. Policies and procedures are effective only at the point that firm/company owners and senior
management support the policies.

139. SIEEEISREEHNRIRATRE RS k28 B R AN EEEH - &
W28 PER S Jog DO U VT I DA b » WO B T B T SR A B2 ) B Y A BT IBCR ~ R ~ SRSt -
BUOREIE Fp ARSI AT, A S FTE NS FaE T g SR ECRET - AR -

140. Having regard to the size of accounting firm, the framework of internal controls should:

140.  HEF|EGEHETEB AR - NEHEERIZEIEY

e Provide increased focus on accountants’ operations (products, services, clients and
geographic locations) that are more vulnerable to abuse by money launderers and other

criminals.
o HFEEIENETS (FEdm - RIE - I E) b BEEEEEE B HA IR E 4
B RyEE o

e Provide for regular review of the risk assessment and management processes, taking into
account the environment within which the accountant and the accounting firm operates and
the activity in its market place.

o WtEERFENEHEIEEHIEE - R EI G AT e AT SE BT E @R > DU
i YEE) -

e Designate an individual or individuals at management level responsible for managing
AML/CFT compliance.

o THEHAGHEEHGHILEFTRELZAFENE -

e  Provide for an AML/CFT compliance function and review programme.

o IRHtFIHIEERATRERVAFE TR EEARE -

e  Ensure that adequate controls are in place before new products are offered.
o HECR¥TAEMMELIAT - CAREBEENZE -

e Inform senior management of compliance initiatives, and identify compliance deficiencies,
corrective action taken, and suspicious activity reports filed.

o HHIEMEEHIEGEMELN - R EEEIE - SREUSIEITE) ~ B AT50EH) -

e Provide for programme continuity despite changes in management or employee
composition or structure.

o ImEZNEEIEEEE TR MR > STEETRERE -
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e  Focus on meeting all regulatory record keeping and reporting requirements,
recommendations for AML/CFT compliance and provide for timely updates in response to
changes in regulations.

o EEESPAERFTHRENERIOR AR SAERHEK - A SHIPGHIEsR TR E RUA S
B BTEERR RSN R Ry BT

e Implement appropriate risk-based CDD policies, procedures and processes. Provide for
adequate controls for higher risk customers, transactions and products, as necessary, such as
transaction limits or management approvals.

o  HITHEENILUREE BAREE FEEBCR - B~ Stfe o LIRS A REE
Ko~ Ein o IRUEENEE o P BIRHISCEEIE A -

e Enable the timely identification of reportable transactions and ensure accurate filing of
required reports.

o HINIEMEI S > REH KRR o MHECRIR ERYER S IR

e  Provide for adequate supervision of employees that handle currency transactions, complete
reports, grant exemptions, monitor for suspicious activity, or engage in any other activity
that forms part of the firm’s AML/CFT programme.

o WREHEWS Sl E SR - BNSELE) > SREEETREREE Y
HEERATEE NG E O EMIES) > (e TR TEEIEE -

e Incorporate AML/CFT compliance into job descriptions and performance evaluations of
appropriate personnel.

o RIBLHIERATRERVEEER - WA A SR LIFREMESEEE -

e Provide for appropriate training to be given to all relevant staff.

o HPETAAERE TIRILEEHVIISK -

e For groups, to the extent possible, there should be a common control framework.
o DIFEEDKER - 1E A RERVEIEIN - SRAILERVIEE 254 -

141. Arisk assessment for the firm as a whole, taking into account the size and nature of the practice;
the existence of high risk clients (if any); and the provision of high risk services (if any) will be of
assistance in setting the required procedures within the firm.

141, FEprERenyEfREGh - EEE EHIHEEME - sEREFINELE (AF) Kits
iR (A1) BEEINEATNE R ENEF A FTER) -

142. Depending on the assessed ML/TF risks, and the size of the firm, it may be possible to simplify
both risk assessments and internal procedures. For example, for sole practitioners, client acceptance may
be reserved to the sole owner/proprietor taking into account their business and client knowledge and
experience (which may be highly specialised). The involvement of the sole owner/proprietor may also be
required in detecting and assessing possible suspicious activities. For larger firms, more sophisticated
procedures and risk assessments are likely to be necessary.

142, MREBEGERFASHIIESE YRS - DU EG RIS - AR RS S SR A I CAREH E - 61
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ANNEXES
Fifsek

ANNEX 1 - SOURCES OF FURTHER INFORMATION
Fifsk 1— B SRR

Various sources of information exist that may help governments and accountants in their development of a
risk-based approach. Although not an exhaustive list, this section highlights a number of useful web-links
that governments and accountants may wish to draw upon. They provide additional sources of information,
and further assistance might also be obtained from other information sources such AML/CFT assessments.

AT ERIACR > o] IR B BUFEL G T Eliss e H U AR /74 - MRS - A er31 2 (8 & YA
b BEBUF B EETETER o 2 AR RS MR - IR HIsESE TSRS - nI LR
S 8 -

A. Financial Action Task Force documents

A. Brkl R R T B T AR &S

The Financial Action Task Force (FATF) is an inter-governmental body whose purpose is the development
and promotion of national and international policies to combat money laundering and terrorist financing.
Key resources include the 40 Recommendations on Money Laundering and 9 Special Recommendations
on Terrorist Financing, the Methodology for Assessing Compliance with the FATF Recommendations, the
Handbook for Countries and Assessors, methods and trends (typologies) reports and mutual evaluation
reports.

Il es8 R i TE LIF4HAR (FATF) ZESEUNAHS - H H S 58 Bl A4 B o LR PR £ i s L
BRI L2 2 BOR - SRR 40 TEE - BRI 2800 O TER RS » ST
TEFHI s R TR TIRsHAE S U730k ~ BB T ~ D7 A8BEs (AN ) W DL
Je L [E R R o

http://www.fatf-gafi.org

B. Other sources of information to help assist countries’ and accountants’ risk assessment of
countries and cross-border activities

B. HAE BB S - BRSNS S E B R S B

In determining the levels of risks associated with particular country or cross border activity accountants
and governments may draw on a range of publicly available information sources, these may include
reports that detail observance of international standards and codes, specific risk ratings associated with
illicit activity, corruption surveys and levels of international cooperation. Although not an exhaustive list
the following are commonly utilised:

FEFIET IR € B 5 Bs S S B A R b /KB > et BELBUR ] BE &5 | 2 ) 2 T B IR & AT
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http://www.fatf-gafi.org/

AR > AL AR PR AR BT R s ~ B RIS B AR R TS ~ BT A  BIR &K
AE o WEPAD IR o B E A A LU AR -

IMF and World Bank Reports on observance of international standards and codes (Financial
Sector Assessment Programme)

B S EE (IMF) B SGRI T B Bl Al 2 iy (R iEEtsE)

o  World Bank reports: http://www1.worldbank.org/finance/html/cntrynew?2.html
o HHFYRITHEHZ | http://wwwl.worldbank.org/finance/html/cntrynew?2.html

o International Monetary Fund: http://www.imf.org/external/np/rosc/rosc.asp?sort=topic#RR
o [EEEWEFHS ¢ http://www.imf.org/external/np/rosc/rosc.asp?sort=topic#RR

o  Offshore Financial Centres (OFCs) IMF staff assessments
www.imf.org/external/np/ofca/ofca.asp
o EEFE&ERTLy (OFC) IMF & TaFiL www.imf.org/external/np/ofca/ofca.asp

Mutual evaluation reports issued by FATF Style Regional Bodies:
Bt o Rl T B L (R AR G5 B S AR Sk P 8 i AH B ST e s

1. Asia/Pacific Group on Money Laundering (APG)
1. sERFGHsEER4HER (APG)

http://www.apgml.org/documents/default.aspx?DocumentCategorylD=8

2. Caribbean Financial Action Task Force (CFATF)
2. INELLEIHI AR R TE) TF4HSR (CFATF)
http://www.cfatf.org/profiles/profiles.asp

3. The Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the
Financing of Terrorism (MONEYVAL)

3. BONRG Stss S TR E B TR HxZ EE (MONEYVAL)
http://www.coe.int/moneyval

4. Eurasian Group (EAG)
4. BREEFGHIEEE S TR E B £ FR4HA, (EAG)

http://www.eurasiangroup.org/index-7.htm

5. Financial Action Task Force of South America (GAFISUD)
5. FEENHIEsE SR TEI LIF4H4 (GAFISUD)
http://www.gafisud.org/miembros.htm

6. Middle East and North Africa FATF (MENAFATF)
6. FER R ILIRRGHIE RSB T TIEAH4, (MENAFATF)

http://www.menafatf.org/TopicList.asp?cType=train

7. The Eastern and South African Anti Money Laundering Group (ESAAMLG)
7. IR ERAHAR (ESAAMLG)

http://www.esaamlg.org/

8. Groupe Inter-gouvernemental d’Action contre le Blanchiment d'Argent (GIABA)
8. IEMBUF IS EEETTEN4HER (GIABA)

http://www.giabasn.org
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OECD Sub Group of Country Risk Classification (a list of country risk classifications published
after each meeting)

OECD B JE\ b 7 4k K AR ERE (X d & S R b 05 5 )
http://www.oecd.org/document/49/0,2340,en_2649 34171 1901105 1 1 1 1,00.html

International Narcotics Control Strategy Report (published annually by the US State
Department)

Kot E RiIg S (BB GEFET—20
http://www.state.gov/p/inl/rIs/nrcrpt/

Egmont Group membership — Coalition of FIU's that participate in regular information exchange
and the sharing of good practice, acceptance as a member of the Egmont Group is based a formal
procedure that countries must go through in order to be acknowledged as meeting the Egmont
definition of an FIU.

NASEEIG A — SRS T OB - SEERTERSOR - W= BTFER - —EIZEH
FUREEREER  WHREE TR e UBEH R ER T ONESR 4 Eemin] -
http://www.egmontgroup.org/

Signatory to the United Nations Convention against Transnational Organized Crime
e BB g R R E S
http://www.unodc.org/unodc/crime cicp signatures convention.html

The Office of Foreign Assets Control ("OFAC") of the US Department of the Treasury,
Economic and Trade Sanctions Programmes

E B EEL I NE I HE A (OFAC) » &0 EIHE S HIHGETE
http://www.ustreas.gov/offices/enforcement/ofac/programs/index.shtml

Consolidated list of persons, groups and entities subject to EU Financial Sanctions
ZEIECR R E A~ EiE - EesTaEE
http://ec.europa.eu/comm/external relations/cfsp/sanctions/list/consol-list.htm

UN Security Council Sanctions Committee - Country Status:
oL EgHEHEET — BRI -
http://www.un.org/sc/committees/
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http://www.oecd.org/document/49/0,2340,en_2649_34171_1901105_1_1_1_1,00.html
http://www.state.gov/p/inl/rls/nrcrpt/
http://www.egmontgroup.org/
http://www.unodc.org/unodc/crime_cicp_signatures_convention.html
http://www.ustreas.gov/offices/enforcement/ofac/programs/index.shtml
http://ec.europa.eu/comm/external_relations/cfsp/sanctions/list/consol-list.htm
http://www.un.org/sc/committees/

ANNEX 2 - GLOSSARY OF TERMINOLOGY
Bifsk 2—feEaseR

Beneficial Owner

TEEZEA

The natural person(s) who ultimately owns or controls a customer and/or the person on whose behalf a
transaction is being conducted. It also incorporates those persons who exercise ultimate effective control
over a legal person or arrangement.

REFFARZERBE 28RN > B/ SR NETR S - BLEEEAE AL R TREEEE
HIHIAL:

Competent authorities

FEEIH

Competent authorities refers to all administrative and law enforcement authorities concerned with
combating money laundering and terrorist financing, including the FIU and supervisors.

RS TR PR RIS S B B T 2 S HIA RHAVI T U AR - B e il i e b R B A
fif -

Country
Bx

All references in the FATF Recommendations and in this Guidance to country or countries apply equally
to territories or jurisdictions.

FERGRIZEsE R TEN LIFHARESREI AT [T FrABBISAYEE - $ERE R s & -

Designated Non-Financial Businesses and Professions

EEZIFEMBFERAR

Casinos (which also includes internet casinos).

S (B fREEsiES)

Real estate agents.

AEELLA

Dealers in precious metals.
HeE o
Dealers in precious stones.

HOX5H

Lawyers, notaries, other independent legal professionals and accountants — this refers to
sole practitioners, partners or employed professionals within professional firms. It is not
meant to refer to ‘internal’ professionals that are employees of other types of businesses, nor
to professionals working for government agencies, who may already be subject to measures
that would combat money laundering.

e. AN~ AT~ BEMUBIDEREEA LG - EEEEIIICEAL - EBA 0 K
ZENHERENE Z HE AN AN EEZENHMEIR AT TRE, FEAL - 52

o s

oo oo

®
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FoBUFHRE LI 2 B At > MR RE EAE 2 BN HIFE fEAR &G -

f.  Trust and Company Service Providers refers to all persons or businesses that are not
covered elsewhere under these Recommendations, and which as a business, provide any of
the following services to third parties:

f. (EFERAFEIREEE - BEfETA IR RER R HA 2 N HEibE - BRIR3E
25Ty o B =ITR MR DU 2 AR
e  Acting as a formation agent of legal persons.

o BEEAENEERIINEEA -

e  Acting as (or arranging for another person to act as) a director or secretary of a
company, a partner of a partnership, or a similar position in relation to other legal

persons.
o IEE (ZHHEIAIEE) AFZERSILE - EBHAGZEHA - SHEEMIAEN
SRR -

e Providing a registered office; business address or accommaodation, correspondence or
administrative address for a company, a partnership or any other legal person or
arrangement.

o fEftAFE - BB EEHMIANSUEARRRCGEM A E ~ ESEE ~ JERT - EE
ECE ML -

e  Acting as (or arranging for another person to act as) a trustee of an express trust.

o BT (BEEHHIAIET) FitZZitA -

e Acting as (or arranging for another person to act as) a nominee shareholder for another
person.

o IEE (SZHHIAIEE) AR -

FATF Recommendations

il e S MR SAERE

Refers to the FATF Forty Recommendations and the FATF Nine Special Recommendations on Terrorist
Financing.

SHHE SR TEN LIRS 40 THESR - DURPIRIESRSRTE LIRSSt H &R £ 5% 9
TERFIREEE -

Identification data

B i &Rt

Reliable, independent source documents, data or information will be referred to as “identification data”.

HI5E ~ ISR ~ Bk SRR SRR T B aiE R

Politically Exposed Persons (PEPs)
ERBUaMRE AL (PEP)

Individuals who are or have been entrusted with prominent public functions in a foreign country, for
example Heads of State or of government, senior politicians, senior government, judicial or military
officials, senior executives of state owned corporations, important political party officials. Business
relationships with family members or close associates of PEPs involve reputational risks similar to those
with PEPs themselves. The definition is not intended to cover middle ranking or more junior individuals in
the foregoing categories.

FESNEI A (TR AN FERRRE Z A - BN R B <8l ~ @PEBUa AL ~ SPEEUF ~ 5004 - HE
EE - BEEESIEEHIEE EEES)E - Bl PEP R B SGHATIEARNIZE BRI G » 2 R AIE
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FEUEVERE A LA NADIHR R E g o TER i Fll AR b AU 1 o PR e RS AI(E A -

Self-regulatory organisation (SRO)
EEE4HS (SRO)

A SRO is a body that represents a profession (e.g. lawyers, notaries, other independent legal professionals
or accountants), and which is made up of member professionals, has a role in regulating the persons that
are qualified to enter and who practise in the profession, and also performs certain supervisory or
monitoring type functions. For example, it would be normal for this body to enforce rules to ensure that
high ethical and moral standards are maintained by those practising the profession.
EERHSLHAERTEAE (AEET - AFA - HMEIOAEESE N LEiEstil) EE - HZEH
BN Rye BRAHE e R EE e S AEIEHCES B 2 At FRFETHR € B - BB RYIIRE -
% 5 B AR TR AL - LIRS TR EE N B - B S ERCE (mER B UK -
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ANNEX 3 - MEMBERS OF THE ELECTRONIC ADVISORY GROUP
bifsk 3— B &R/ NERE

FATF and FSRB members and observers
PHEI eS8 ERfTE) T fE4H&REE FSRB B HEIZZ 5

Argentina; Asia Pacific Group (APG); Australia; Belgium; Azerbaijan; Canada; Chinese Taipei, China;
European Commission (EC); Nigeria; France; Hong Kong, China; Italy; Japan; Luxembourg;
MONEYVAL; Netherlands; New Zealand; Offshore Group of Banking Supervisors (OGBS); Portugal;
Romania; Spain; South Africa; Switzerland; United Kingdom; United States.

PeIFRAE ;oo KBGHISESRAHAR (APG) ;BN  ELAIRF  miBFRAA © INZA  PHEEGIL Bl EE
(EC): ZRECHILE © JAR] » &/ AF] S HA D BAE  BUNRE LS R TR BN L 25T
HHEXZEE (MONEYVAL) © fiff ¢ AL7aRd © Bl TRE RN (OGBS): +HH ~ Efjen
PEHES ¢ pEIE 5 Hwds o DR SRR

Dealers in precious metals and dealers in precious stones industries

BEBREEORHHE

Antwerp World Diamond Centre, International Precious Metals Institute, World Jewellery Confederation,
Royal Canadian Mint, Jewellers Vigilance Committee, World Federation of Diamond Bourses, Canadian
Jewellers Association.

ZRHEE RO O BIRE A S ~ RN - ERNEAEWEH SR EREAE
SRS AR - IMZEARE G -

Real estate industry

FENETS

International Consortium of Real Estate Agents, National Association of Estate Agents (UK), the
Association of Swedish Real Estate Agents.

BIFEAEIELAC AR - BIRABELLCAGE (KD - I~ gEEL AT -

Trust and company service providers industry

(SRR A TR R T

The Society of Trust and Estate Practitioners (STEP), the Law Debenture Trust Corporation.
SELEEERE A E (STEP) ~ j&{E(Z5E/ H] (Law Debenture Trust Corporation )

Accountants industry

GETHTTTS

American Institute of Certified Public Accountants, Canadian Institute of Chartered Accountants,
European Federation of Accountants, German Institute of Auditors, Hong Kong Institute of Public
Accountants, Institute of Chartered Accountants of England & Wales.

EEELFEAIGETAIAE - MEAREFEHIAE ~ BONES TR - MBS S ~ HELI
sTRIAE ~ TSR R TR FE Rt A -
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Casinos industry

RESA TR

European Casino Association (ECA), Gibraltar Regulatory Authority, Kyte Consultants (Malta), MGM
Grand Hotel & Casino, Unibet, William Hill plc.

BN RE (ECA) ~ EMEEIEEER - dlF7RAR (Kyte Consultants) (FEEEft) ~ SRS AEE
EAREE ~ HYERTHZEE (Unibet) ~ EARA R (William Hill plc) .

Lawyers and notaries

FERATEEATEA

Allens Arther Robinson, American Bar Association, American College of Trust and Estate Council,

Consejo General del Notariado (Spain), Council of Bars and Law Societies of Europe (CCBE),

International Bar Association (IBA), Law Society of England & Wales, Law Society of Upper Canada.
BUMEERTZEZ (Allens Arther Robinson ) ~ SRR S ~ SSEI(ESEELEE BRI ZN - PP A A
I & 4E&( Consejo General del Notariado )~ BON{EHANIZz 5 & BRI & ( CCBE )~ EIFE AN E(IBA) ~
NS BB TR S ~ B R -
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