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INTRODUCTION

The Asia Pacific Group on Money Laundering (APG) is the FATF!-style regional body for the
Asia/Pacific. One of the mandates of the APG is to publish regional money laundering (ML)
and terrorism financing (TF) typologies reports to assist governments and other stakeholders
to better understand the nature of existing and emerging ML and TF threats and pursue effective
strategies to address those threats. When a series of ML or TF arrangements are conducted in
a similar manner or using the same methods they are generally classified as a typology.
Typologies studies assist APG members to implement effective strategies to investigate and
prosecute ML and TF, as well as design and implement effective preventative measures.

Each year APG members and observers provide case studies, observations on trends, research,
information on regulatory enforcement action, and examples of international cooperation. The
information collected provides a basis for further study of particular and high priority topics.

The case studies featured in this report are a small part of the work by law enforcement and
intelligence agencies in the Asia/Pacific and other regions to detect and combat ML and TF.
Many cases cannot be shared publicly due to their sensitive nature or due to ongoing
investigative/judicial processes.

This report includes a brief chapter on the illicit financial flows from illegal, unreported and
unregulated fishing (IUU) which seeks to draw attention to the urgent need for a response that
targets the proceeds of IUU through associated financial and money laundering investigations.

The APG Operations Committee has oversight of the typologies research programme and is
Co-Chaired by Samoa and New Zealand (2020-2022).

L Financial Action Taskforce
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1. ILLICIT FINANCIAL FLOWS FROM ILLEGAL, UNREPORTED AND
UNREGULATED FISHING

Illegal, unreported and unregulated fishing (IUU) is estimated to account for more than 15%
of the world’s total capture fisheries production, and is valued at USD 10-23.5 billion per year.?
This scale makes it a contender for one of the most lucrative natural resource crimes, following
timber and mining.® The combination of the unavoidable impact of 1UU on global food
security* and its connections with broader transnational criminal networks and activities®
results in a complex and expansive threat for money laundering.®

While 1UU constitutes a significant problem for jurisdictions around the world, the Asia/Pacific
region is particularly affected due to the inclusion of jurisdictions with significant interests in
the fishing industry and, on the other hand, small island jurisdictions with dependence on
maintaining the sanctity of their exclusive economic zones.

On 7 December 2021, Financial Action Task Force (FATF) President Dr Pleyer called for a
global push to take the illicit profits out of environmental crimes at a high-level FATF
conference involving public, private, not-for-profit sectors and academia. In addition to the
effects of the scale of illicit funds from IUU on the international financial system, IUU poses a
serious threat to the environment and marine ecosystems in the context of rampant overfishing
and depleted fish stocks.” The FATF Standards require jurisdictions to criminalise money
laundering for a range of environmental crimes. Recently, the FATF added several examples
of environmental crimes to the FATF Glossary to clarify for jurisdictions the types of offences
that fall within this category.®

2Rivaz, C, Haenlein. C, Reid. A, Nouwens. V, Turning the Tide? Learning from Responses to Large-Scale Illegal,
Unreported and Unregulated Fishing in Five Countries, RUSI Whitehall Report 3-19, November 2019,
https://static.rusi.org/201911 whr_3-19 turning_the tide_de rivaz_web.pdf, p. 1.

3 C4ADS, Strings Attached — Exploring the onshore networks behind illegal, unreported and unregulated fishing,
2019,
https://staticl.squarespace.com/static/566ef8b4d8af107232d5358a/t/5d7022301845f300016ee532/15676299124
50/Strings+Attached.pdf , p.4.

4 Phelps Bondaroff, Teale N., Reitano, Tuesday, van der Werf, Wietse, The Illegal Fishing and Organized Crime
Nexus: Illegal Fishing as Transnational Organized Crime, The Global Initiative Against Transnational Organized
Crime and The Black Fish, 2015, https://globalinitiative.net/wp-content/uploads/2015/04/the-illegal-fishing-and-
organised-crime-nexus-1.pdf, p. 15.

5> Burr. E, Concerning our coasts — money laundering and trafficking in global fishing, AMLRS Arachnys, 22
April 2021, https://www.arachnys.com/concerning-our-coasts-money-laundering-and-trafficking-in-global-
fishing/

& United Nations Office on Drugs and Crime, “Rotten Fish. A guide on addressing corruption in the fisheries
sector”, 2019, https://www.unodc.org/documents/Rotten_Fish.pdf; United Nations Office on Drugs and Crime,
“Fisheries Crime: transnational organized criminal activities in the context of the fisheries sector”
https://www.unodc.org/documents/aboutunodc/Campaigns/Fisheries/focus_sheet PRINT.pdf; United Nations
Office on Drugs and Crime, “UNODC Approach to Crimes in the Fisheries Sector”,
https://www.unodc.org/res/piracy/index_html/UNODC_Approach to Crimes_in_the Fisheries Sector.pdf

" Phelps Bondaroff, Teale N., Reitano, Tuesday, van der Werf, Wietse, The Illegal Fishing and Organized Crime
Nexus: Illegal Fishing as Transnational Organized Crime, The Global Initiative Against Transnational Organized
Crime and The Black Fish, 2015, https://globalinitiative.net/wp-content/uploads/2015/04/the-illegal-fishing-and-
organised-crime-nexus-1.pdf, p. 17.

8 Financial Action Task Force (FATF), International Standards on Combating Money Laundering and the
Financing of Terrorism & Proliferation, March 2022, FATF, Paris, France, https://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf, p.  121:
“environmental crime (for example, criminal harvesting, extraction or trafficking of protected species of wild
fauna and flora, precious metals and stones, other natural resources, or waste).”
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This chapter explores the context of criminal activity related to IUU. In doing so, the APG
seeks to draw attention to the urgent need for a response that targets the proceeds of IUU
through associated financial and money laundering investigations as well as asset recovery and
preventive measures in the financial sector.

1.1 Legality of fishing

The international framework for IUU originates from the United Nations Convention on the
Law of the Sea (UNCLOS), established in 1982 to address fisheries governance at the global,
regional and national level. Under this overarching framework, there continues to be
developments in provisions, measures and treaties designed specifically to address IUU. These
instruments are comprised of both binding and non-binding agreements. In conjunction with
this framework enforcement conventions exist to address crimes associated to the fishers
sector, strengthening international governance of 1UU.°

¢ United Nations Convention on the Law Of the Sea (1982)

¢ FAO Compliance Agreement (1993)

¢ UN Fish Stocks Agreement (1995)

e International Plan of Action to prevent, deter and eliminate IUU fishing (2001)
* Rome Declaration (2005)

* Agreement on Port State Measures (2009)

¢ Voluntary Guidelines for Flag State Performance (2014)

¢ Voluntary Guidelines for Catch Documentation Schemes (2017)

¢ Regional Fisheries Management Organisation
¢ Regional Fisheries Bodies

/ Reg 10 nal ¢ Regional Working groups

e Fisheries Task forces
Qs
/

¢ National Plans of actions

¢ National legislation

¢ National Management plans

¢ Law enforcement

¢ Sanctions

¢ Monitoring, Control and Surveillance

This international framework is only effective at eliminating lUU when States fulfil and fully
commit to their responsibilities at all levels and in cooperation with one another.°

According to the UN based frameworks, illegal fishing constitutes activities conducted by
national or foreign vessels in waters under the jurisdiction of a State, without the permission
of that State, or in contravention of its laws and regulations.'! This includes fishing without a

9 INTERPOL, International Law Enforcement Cooperation in the Fisheries Sector: A Guide for Law
Enforcement Practitioners, 2018, https://www.interpol.int/en/Resources/Documents#Publications, p.28.

10 Food and Agriculture Organization of the United Nations, IUU fishing - International framework, 2022,
https://www.fao.org/iuu-fishing/international-framework/en/.

11 Food and Agriculture Organization of the United Nations, International Plan of Action to Prevent, Deter, and
Eliminate lllegal, Unreported and Unregulated Fishing, 2001, https://www.fao.org/3/y1224e/y1224e.pdf , p. 2.
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licence, fishing in a closed area or marine protected area, fishing with prohibited gear, fishing
over a quota or the fishing of prohibited species.*

The International Plan of Action to prevent, deter and eliminate IUU fishing (IPOA-IUU) also
defines unreported fishing as fishing activities, which have not been reported, or have been
misreported, to the relevant national authority, in contravention of national laws and
regulations. Unregulated fishing is defined as fishing activities in the area of application of a
relevant regional fisheries management organisation (RFMO) that are conducted by vessels
without nationality, or by those flying the flag of a State not party to that organisation, or by a
fishing entity, in a manner that is not consistent with or contravenes the conservation and
management measures of that organisation.*®

1.2 IUU and transnational organised crime

IUU operations are often conducted on an industrial scale by transnational organised criminal
actors who are highly coordinated in their efforts to violate fishing laws.'* IUU is frequently
associated with other serious transnational crimes such as wildlife crime, human and drug
trafficking, slavery and labour exploitation, arms trafficking, tax evasion, corruption, document
fraud and customs fraud. IUU is also associated with trade-based ML.*

For example, two relatively recent cases in Papua New Guinean waters connect the drug
trafficking trade with IUU operations. In one case, an unnamed vessel, suspected to be used in
illegal fishing activities was linked to a major cocaine transhipment transported by another
commercial fishing vessel in Australian waters.!® In another case, a fishing vessel was
associated with the illegal trafficking of cocaine valued at around AUD 50 million.t’

International research highlights wvulnerabilities throughout the supply chain, from the
negotiation of access agreements to the bribery of fisheries and customs agents to evade
enforcement action, that contribute to corruption and fraud.

12 Phelps Bondaroff, Teale N., Reitano, Tuesday, van der Werf, Wietse, The Illegal Fishing and Organized Crime
Nexus: Illegal Fishing as Transnational Organized Crime, The Global Initiative Against Transnational Organized
Crime and The Black Fish, 2015, https://globalinitiative.net/wp-content/uploads/2015/04/the-illegal-fishing-and-
organised-crime-nexus-1.pdf, p. 12.

13 Food and Agriculture Organization of the United Nations, International Plan of Action to Prevent, Deter, and
Eliminate Illegal, Unreported and Unregulated Fishing, 2001, https://www.fao.org/3/y1224e/y1224e.pdf , p. 2.
14 Rivaz, C, Haenlein. C, Reid. A, Nouwens. V, Turning the Tide? Learning from Responses to Large-Scale
Illegal, Unreported and Unregulated Fishing in Five Countries, RUSI Whitehall Report 3-19, November 2019,
https://static.rusi.org/201911 whr_3-19 turning_the tide de rivaz web.pdf, p. 1.

15 Burr. E, Concerning our coasts — money laundering and trafficking in global fishing, AMLRS Arachnys, 22
April 2021, https://www.arachnys.com/concerning-our-coasts-money-laundering-and-trafficking-in-global-
fishing/

16 Asia Pacific Report, PNG arrested ‘black ship; believed to be linked to K1.47bn cocain haul, 28 August 2020,
https://asiapacificreport.nz/2020/08/28/png-arrested-black-ship-believed-to-be-linked-to-k1-47bn-cocaine-haul/
7 Lyons. K, The Guardian, Bust in Budi Budi: the day a fisherman hauled in $50m worth of cocainm 25 June
2019, https://www.theguardian.com/world/2019/jun/24/bust-in-budi-budi-the-day-a-fisherman-hauled-in-50m-
worth-of-cocaine.
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Case Study UNODC — Corruption and 1UU*®

Mr. SS operated an illegal enterprise with the purpose of poaching and selling abalone
(Haliotis midae) from Jurisdiction X*° to an APG member. A group of abalone divers
worked under him supplying him with illegally harvested abalone. The accused
allegedly bribed officials from Jurisdiction X Department of Agriculture, Forestry and
Fisheries to prevent them from confiscating abalone and to buy back abalone already
seized by the authorities. The officials are facing corruption charges in a separate trial.

In March 2018, the police searched the accused’s house and found cash that the accused
confessed to be proceeds of his illegal activities. In February 2021, Mr. SS pleaded
guilty to 41 counts involving running an illegal enterprise, corruption, ML and
possessing and transporting illegally harvested abalone. Factors aggravating the
sentence included the seriousness of corrupting government officials, engagement in
the illegal abalone trade on a commercial scale and financial greed.

The accused had been involved in similar crimes in the past and previously received
prison sentences for his involvement with another illegal enterprise focusing on abalone
poaching. In 2019, he was found responsible for operating an illegal abalone business
in a different area and was handed a 14-year sentence. In the current trial, Mr. SS was
sentenced to an effective 18-year sentence. Of those 18 years, 12 were determined to
run concurrently to the previous sentence of 14 years.

The available data and observations suggest that the actors behind large-scale 1UU operations
consist of a limited number of players globally. This makes the identification of the beneficial
owners connected to proceeds critical. For example, analysis from Oceana’s Transparent
Oceans Initiative in 2022 revealed that out of a database of 6,053 illegal fishing offences at
least one-third of all recorded offences were associated with just 20 companies and 450
industrial fishing vessels.?

Case Study Fiji — Drug Trafficking and 1UU

The Fiji Ministry of Fisheries and Fiji FIU were involved in an investigation into the
association of legal persons and IUU. Person N, a foreign national and frequent traveller
to Fiji was found in possession of 660kg of preserved, prohibited fish products at his
residence. The prohibited fish products were estimated to have been purchased for FID
33,050 (approx. USD 15,100).

The FIU established Person N travelled to Fiji on a visitors permit and did not have any
financial transactions or bank accounts in Fiji. He was listed as a director of Company
X and acquired and disposed of three vehicles in 18 months. There were no financial
transactions associated with these purchases and consequent disposals. Two of the
vehicles were transferred to two individuals from the same jurisdiction as Person N.
Given Person N’s frequent visits to Fiji, the FIU assessed he may be a mule used by a

18 UNODC Sherloc, Case Law Database: Regina v Do Van Va, 14 July 2017, https://sherloc.unodc.org/cld//case-
law-doc/wildlifecrimetype/zaf/2021/s_v_solomon_sauls.html?Ing=en&tmpl=sherloc

19 Not an APG member jurisdiction

20

Dyhia Belhabib, Philippe Le Billon, ‘Fish crime in the global oceans’, March 2022,

https://www.science.org/doi/10.1126/sciadv.abj1927
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local network to carry the prohibited fish products out of the jurisdiction. He may also
be carrying undeclared currency when he travels across the border.

Person N paid a FJD 20,000 (approx. USD 9,137) fine for possession of prohibited fish
products under the Ministry of Fisheries Act.

Case Study Pakistan — Misuse of legal persons

During the period of 2019-2021, Pakistan’s FIU (FMU) received four (4) STRs from
ABC bank on four (4) individuals, Mr. SK, Mr. MH, Mr. HS (son of MH) and Mr. KZ.
All individuals are associated with fishing and oil businesses, with Mr. SK and Mr. MH
owning fishing boats and conducting business in the same locality. The four (4) STRs
were reported to Pakistan FMU due to high turnover of funds and transactions to
unrelated accounts belonging to teachers, oil lubricant distributors, scrap dealers,
medical suppliers and wholesalers/ retailers for purchases associated with general items
such as dry fruit, sugar and wheat.

The high turnover of funds was identified in the sole proprietorship accounts which did
not match the profile of the account owner. Majority of funds were deposited by
cheques and withdrawn daily in cash. The transactions to unrelated accounts recorded
Mr. HS, declared as a seafood exporter, receiving large trade transactions into his sole
proprietorship accounts. Mr. HS also received export payments from unrelated parties
whose businesses involved trade in clothing, wholesale products, plastics, chemicals,
fibre, wooden items, arts and crafts, resin and ceramics. The FMU also identified travel
records associated with Mr. MH, Mr. HS and Mr. KZ.

Pakistan FMU’s financial investigations and analysis on the suspicious activity
associated with the four (4) individuals involved in the fishing and oil business was
referred to an LEA for further investigation. The FMU’s financial analysis indicates
possible illegal activity is occurring between the four (4) individuals and their accounts
such as smuggling, 1UU fishing and hawala. The investigation by the LEA is ongoing.

The FATF and other AML/CFT bodies have published extensively on the importance of a ML
perspective when dealing with predicate offences, like the global drug trade, where there is a
strong transnational element and involvement of sophisticated transnational crime networks.
However, the question of how proceeds of 1UU are laundered is an area that remains under-
researched.?! A 2017 report from the Royal United Services Institute (RUSI), “Below the
surface — How illegal, unreported and unregulated fishing threatens our security,” indicates
that the reason so few studies exist on offences committed in laundering the proceeds of 1UU
is due to the failure of investigators to adopt financial investigation tools to pursue the operators
and owners of IUU vessels.?? More effective implementation of the FATF standards to support
targeted and coordinated financial investigations may contribute significantly to efforts to
address this multi-layered and large-scale criminal activity.

For example, the Sri Lankan FIU has observed a large number of STRs in relation to IUU.
According to the STR numbers, there is a slight increase in human smuggling related unlawful
activities connected to 1UU fishing activities (refer Table 1). Sri Lanka noted an observed

21 Haenlein, C, Below the surface — How illegal, unreported and unregulated fishing threatens our security, RUSI
occasional Paper, July 2017, https://static.rusi.org/201707_rusi_below_the surface haenlein.pdf, p. 22.
2 1bid, p. 23.
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increase in drug smuggling related 1UU activities. This is reinforced by open source media
reporting on LEA drug raids on coastal fishing craft, with most of the fishing craft having a
foreign origin.

Table 1: FIU Sri Lanka STRs involving unlawful activities in conjunction with 1UU
2016-2021)

Activity 2016 | 2017 | 2018 | 2019 | 2020 | 2021* | Total

[_)rug trafficking in relation to lTUU 0 0 1 0 4 4 8

fishing

Human smuggling 8 2 4 1 4 10| 29

I!Iegal fishing / un_al_Jt_horlzed 0 0 0 0 0 0 0

fishery related activities

Slavery and labour exploitation 0 0 0 0 0 0 0

Wildlife crime 0 0 0 0 0 0

Any other activity / naval related 0 0 0 0 0 0

Total 8 2 5 1 8 14| 37
*Provisional

Sri Lanka reported that since the onset of the Covid-19 global pandemic, there has been an
observed increase in IUU activity. In the month of July 2020, the Sri Lanka Navy reported 14
cases of IUU fishing that were all associated with illegal fishing using prohibited gear.

1.3 Law enforcement responses to addressing 1UU fishing

A 2017 APG and UNODC research report, “Enhancing the Detection, Investigation and
Disruption of Illicit Financial Flows from Wildlife Crime,” identified that there are insufficient
financial investigations conducted into wildlife crime and few attempts by jurisdictions to
“follow the money” trail.? It is likely a lack of parallel financial investigations into the
proceeds of 1UU is attributable to the limited amount of information available on the nature
and dynamics of illicit financial flows generated from IUU. AML legislation in many
jurisdictions does not include IUU as a predicate offence for ML.?* This likely contributes to a
lack of financial investigations into the illicit financial flows generated from IUU.

Case studies, such as the one below, with a successful prosecution of the illegal fishing
activities, but without proceeds being recovered, are commonplace. The challenges identified
in this case study also apply across the region.

Case Study UNODC & Solomon Islands — IUU prosecution with no investigations
on proceeds of crime

In 2017, three (3) “blue boats” from Jurisdiction A were apprehended by the Maritime
Police of Solomon Islands. During the operation the defendants tried to escape with
their fishing vessel, which resulted in the police using tear gas, rubber bullets and
ramming the vessel to stop them from escaping. The “blue boats™ had illegally entered

3 APG and UNODC, Enhancing the Detection, Investigation and Disruption of Illicit Financial Flows from
Wildlife Crime, 2017, http://www.apgml.org/methods-and-trends/documents/default.aspx , p. 21.

24 Haenlein, C, Below the surface — How illegal, unreported and unregulated fishing threatens our security, RUSI
occasional Paper, July 2017, https://static.rusi.org/201707 rusi_below the surface haenlein.pdf, p. 23.
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the exclusive economic zone of the Solomon Islands to illegally harvest marine
resources, such as sea cucumber and giant clams, using prohibited fishing gear such as
diving compressor hoses.

The court noted that financial prospects motivated the defendants to engage in illegal
fishing in distant waters. The judge further remarked that this highlights the overfishing
in their own national waters and emphasized the seriousness of harvesting vulnerable
species. Other reports of similar activity by Jurisdiction A “blue boats” has been
recorded in the region. Hence, the court also emphasised the need for a deterrent penalty
as the Solomon Islands seem to be viewed as a soft target by those illegal fishing
operators.

The defendants claimed they were the victims of human trafficking for the purpose of
forced labour on the fishing vessels. The court determined there was not sufficient
evidence to support this claim and the defendants pleaded guilty to four counts
pertaining to violations of the Fisheries Management Act of 2015 and the Fisheries
(Amendment) Regulations of 2009. On 14 July 2017, the defendants were sentenced to
two years imprisonment and fines amounting to SBD 11,050,000 (approx. USD 1.4
million). The fines were payable within thirty days and another default period of two
years imprisonment would run consecutively to the existing custodial sentence if
payments would not occur. The three (3) vessels comprising the “Blue Boats” were
forfeited to the Solomon Islands Government and have since been destroyed.

Authorities from the Solomon Islands noted that there are challenges in pursuing proceeds of
crime investigations and filing for ML offences:

Lack of experienced investigators to carry out investigations on Proceeds of Crime and
ML offences;

Limitations of technical knowledge to pursue ML investigations and prosecutions
associated with environmental crimes in comparison to immigration, fisheries and penal
code offences;

Familiarity with relevant anti-money laundering legislation is low for judges and
contributes to low numbers of parallel ML investigations associated fisheries crimes;
High costs associated with detention of persons of interest while allowing ML and
proceeds of crime investigations to take place.

RUST’s 2019 report, “Turning the Tide? Learning from Responses to Large-Scale Illegal,
Unreported and Unregulated Fishing in Five Countries,” emphasised “dedicated research into
the nature and dynamics of the illicit financial flows generated [from 1UU], and the means used
to launder them, is thus urgently needed.”?> Ultimately, jurisdictions need to prioritise research
into how the illicit proceeds from IUU are integrated into the legitimate economy in order to
effectively combat the ML threat of IUU.

In addition to increasing the application of financial investigative techniques, the complexity
of contemporary IUU criminal actors means collaboration across government agencies is
critical. Some jurisdictions have moved to better support cooperation and coordination in this

% Rivaz, C, Haenlein. C, Reid. A, Nouwens. V, Turning the Tide? Learning from Responses to Large-Scale
Illegal, Unreported and Unregulated Fishing in Five Countries, RUSI Whitehall Report 3-19, November 2019,
https://static.rusi.org/201911 whr_3-19 turning_the tide de rivaz web.pdf, p. 23.
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regard. Thailand has prioritised a multi-agency approach to 1UU in order to address the
overlapping crime types involved.

Case study Thailand — collaboration across agencies

In February 2022, the Royal Thai Police established a special taskforce, ‘IUU Hunter’,
responsible for investigating 22 coastal provinces’ fishing industry business operations.
IUU Hunter operations would seek to identify illegal business operations and labour
exploitation or human trafficking syndicates. The taskforce collaborates with other
relevant maritime authorities, such as the Department of Fisheries, Marine Department
and Department of Labour Protection and Welfare to investigate cases related to
working conditions on fishing boats.

Ban Don Bay in Surat Thani province is on Thailand’s eastern sea border, with wide
lanes of beaches, and is strategically important to Thailand’s national security and
marine ecosystem. As a result of Ban Don Bay’s fertile condition and high return from
culturing scallops, local fishermen and scallop farm operators illegally occupy the area
and establish shell houses and buildings, locally known as Khanam, for their business
operations. IUU Hunter operations identified 800 Khanams across an area of
approximately 200, 000 rai (32,000 ha). AMLO in collaboration with the Royal Thai
Police, Thai Maritime Enforcement Command Center, the Department of Fisheries and
Maritime Department froze and seized proceeds of crime from seven (7) entities
conducting illegal business operations from Khanams. The total amount of proceeds of
crime was worth more than one million baht (approx. USD 29,011). All seven (7)
entities had their Khanams demolished.

Existing research suggests the proceeds of crime from IUU may be invested in new fishing
gear, fish processing facilities or vessels.?® lllicit proceeds may also be laundered during the
sale of fish at port or by paying crew members in cash.?’ It is thought that some criminal
organisations involved in IUU protect themselves by laundering their profits through complex
corporate ownership structures involving multiple front companies in different jurisdictions.?®
The use of shell or front companies, often in secrecy jurisdictions or tax havens, enables
criminal organisations to hide the beneficial owners of vessels from authorities.?® The use of
complex financial transactions involving shell and front companies in secrecy jurisdictions
allows criminal organisations to more effectively launder the proceeds from IUU and makes it
more difficult for authorities to follow the money.*° Further research is needed on the
techniques used by criminal organisations involved in IUU to launder their profits, including
through the use of shell and front companies, tax havens and secrecy jurisdictions.

% INTERPOL, Guide to International law enforcement cooperation in the fisheries sector, 2018,
https://www.interpol.int/en/Crimes/Environmental-crime/Fisheries-crime, p. 10.

27 |bid.

28 Phelps Bondaroff, Teale N., Reitano, Tuesday, van der Werf, Wietse, The Illegal Fishing and Organized Crime
Nexus: Illegal Fishing as Transnational Organized Crime, The Global Initiative Against Transnational Organized
Crime and The Black Fish, 2015, https://globalinitiative.net/wp-content/uploads/2015/04/the-illegal-fishing-and-
organised-crime-nexus-1.pdf, p.46.

29 C4ADS, Strings Attached — Exploring the onshore networks behind illegal, unreported and unregulated fishing,
2019,
https://static1.squarespace.com/static/566ef8b4d8af107232d5358a/t/5d7022301845f300016ee532/15676299124
50/Strings+Attached.pdf, pp.25-26.

30 Haenlein, C, Below the surface — How illegal, unreported and unregulated fishing threatens our security, RUSI
occasional Paper, July 2017, https://static.rusi.org/201707_rusi_below_the surface haenlein.pdf, p. 24.
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Financial investigations and asset recovery tools should enable the discovery of evidence that
will ultimately ensure the confiscation of both the proceeds and instruments used to commit
IUU. Parallel financial investigations can identify criminal associates and corporate entities
involved in the commission of IUU. These investigations can also help to uncover links with
other crimes such as corruption and fraud.3! Moreover, criminal organisations involved in lUU
may launder illicit proceeds from other crimes or use their fishing activities as a front for
smuggling drugs or people.®? Ultimately, increased efforts to trace the illicit financial flows
generated by IUU will ensure prosecutions occur and penalties are applied to act as a deterrent.

New Zealand
Tracing lllicit Financial Flows from IUU: A public-private partnership

One of the main five financial institutions in New Zealand produced its own thematic
review of the 1UU fishing risk. This was due to the financial institution baselining
international trends on predicate crimes (including IUU fishing) and assessing where
the monitoring and detection gaps lay for the institution.

The material in the document was used to brief all members of New Zealand’s Financial
Crime Prevention Network (FCPN) on IUU fishing in February 2022. The FCPN is a
network with the membership of five private sector financial institutions and two
government agencies (New Zealand Police — Financial Intelligence Unit and the New
Zealand Customs Service). The purpose of the FCPN is to provide a platform for all
members to openly discuss matters in a secure environment in a collaborative effort to
tackle illicit financial flows derived from any nature of illicit activity.

Corporations operating in the fishing industry often face obligations to ensure the legality of
supply chains, either through legislation or through voluntary codes. The driver for private
sector concern appears to be that the scale of IUU seriously undermines the legitimate fishing
industry while constituting a threat to national and regional security. The exercise of abiding
by supply chain obligations can involve similar steps to those undertaken by LEAS such as
tracing the proceeds associated with IUU, and mapping the actors involved. As such, these
parallels are useful to consider.

1.4 Supply Chain Obligations on the Private Sector

Private fishing companies are subject to obligations related to supply chain transparency under
both national government regulations as well as private sector transparency initiatives in which
they voluntarily participate.>® Examples of governments who have introduced transparency
initiatives include Thailand and the United States.

31 Rivaz, C, Haenlein. C, Reid. A, Nouwens. V, Turning the Tide? Learning from Responses to Large-Scale
Illegal, Unreported and Unregulated Fishing in Five Countries, RUSI Whitehall Report 3-19, November 2019,
https://static.rusi.org/201911 whr_3-19 turning_the tide de rivaz web.pdf, p. 58.

32 Phelps Bondaroff, Teale N., Reitano, Tuesday, van der Werf, Wietse, The Illegal Fishing and Organized Crime
Nexus: Illegal Fishing as Transnational Organized Crime, The Global Initiative Against Transnational Organized
Crime and The Black Fish, 2015, https://globalinitiative.net/wp-content/uploads/2015/04/the-illegal-fishing-and-
organised-crime-nexus-1.pdf, p. 43.

3 John Virdin, Tibor Vegh, Blake Ratcliff, Elizabeth Havice, Jack Daly and Jack Stuart, Combatting illegal fishing through
transparency initiatives: Lessons learned from comparative analysis of transparency initiatives in seafood, apparel, extractive,
and timber supply chains, Marine Policy, Volume 138, April 2022, p.1.
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Thailand has established a traceability system covering the whole supply chain from sea to
plate to combat IUU fishing. The Thai Flagged Catch Certification Scheme and the Import
Control Scheme ensure complete product traceability at each and every stage of production —
from catch landing to offloading, processing and, ultimately, export. Cross-checking and
surprise inspections are in place at all stages of the production process to ensure compliance.
Consignments of processed fish that have received certificates permitting their export can be
traced back to the vessel and specific batch of fish offloaded at Thai ports.

The United States Seafood Import Monitoring Program (SIMP), a risk-based traceability
program, requires importers to provide and report key data from the point of harvest to entry
into U.S. commerce on more than 1,100 unique species.®* SIMP requires importers to document
a product’s chain of custody from the harvest location until arrival in the US.3® Importers must
then retain this information for two years and they may be subject to random government audits
and inspections.

Private fishing companies also frequently voluntarily adhere to private sector transparency
initiatives. For example, in order for fishing products from certified fisheries to use the Marine
Stewardship Council (MSC) ecolabel, fishing companies must meet supply chain transparency
requirements to receive a chain-of-custody certificate.3® Other private sector transparency
initiatives include the Seafood Business for Ocean Stewardship (SeaBOS) and Global Dialogue
on Seafood Traceability (GDST) initiatives.

These initiatives present opportunities for collaboration between LEAs and private fishing
companies as both are required to develop knowledge on the actors involved in I[UU and where
risks arise. There is also scope for financial gatekeepers (financial institutions and DNFBPs)
to use the information available from transparency initiatives to identify risks of 1UU, and
improve the quality of reporting to FIUs.

1.5 Conclusion

The dynamics of the IUU fishing and related ML threat are varied across regions and individual
jurisdictions. 1UU has conventionally been treated as a fisheries management problem and is
still prioritised as such. Asia Pacific jurisdictions largely commit to RFMOs and internationally
binding measures of international organisations to promote sustainable fisheries governance.
Despite this commitment, jurisdictions report challenges in mounting a sufficiently effective
and proportionate law enforcement response to tackle 1UU at its current scale. It is arguable
that ITUU is not yet prioritised as a criminal justice matter including a major source of proceeds
of crime and loss of revenue to the state. A shift in characterising IUU as a predicate crime type
for ML may trigger effective AML/CFT responses to tackle this complex and transnational
threat.’

3 NOAA Fisheries, Seafood Import Monitoring Program: Link: https://www.fisheries.noaa.gov/international/seafood-import-
monitoring-program

3 John Virdin, Tibor Vegh, Blake Ratcliff, Elizabeth Havice, Jack Daly and Jack Stuart, Combatting illegal fishing through
transparency initiatives: Lessons learned from comparative analysis of transparency initiatives in seafood, apparel, extractive,
and timber supply chains, Marine Policy, Volume 138, April 2022, pp. 3-4.

% Ibid, p.4.

37 This chapter is part of a broader APG typologies project considering the illicit financial flows associated with
illegal fishing (see section 3.1 below).
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2. UPDATE ON COVID-19 IMPACT ON ML/TF TYPOLOGIES

Since 2020, the APG Yearly Typologies Report has covered COVID-19’s impact on ML/TF
typologies. Chapter 1 of the 2020 APG Yearly Typologies Report provided an overview of
how the global pandemic prompted criminal groups to adjust their ML/TF typologies in
response to border closures, social distancing requirements, greater reliance on digital
communications/payment channels and the increased criminal opportunities arising from the
misappropriation of government financial support payments.

In 2021, APG members were asked to provide an update on ML and TF typologies associated
with predicate activities linked to COVID-19 (e.g. welfare fraud, scams, counterfeit medicines,
corruption, drugs, smuggling, etc.).

In 2022, APG members were again asked to provide case studies documenting ML and TF
typologies associated with predicate activities linked to COVID-19.

A number of case studies were provided by members that indicate how the pandemic continues
to change the ML/TF landscape, including an increase in cybercrime and online fraud including
business email compromise scams. Authorities have also detected the sale of forged
vaccination records. Members continue to report fraudulent claims for COVID-19 related
government subsidies. Corruption by government officials in relation to COVID-19 financial
support programs has also been reported as well as a government official misappropriating a
COVID-19 budget.

Criminal activity in relation to COVID-19 vaccines was also reported including criminals
deceiving victims to pay for COVID-19 vaccines that were offered free by the government and
instances where COVID-19 vaccines were illegally sold.

Given the pandemic-related border closures there has also been a reported increase in the
detection of smuggling related to illicit drugs, alcohol and tobacco. There has also been an
increase in the discovery of large amounts of physical cash believed to be the proceeds of crime.
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3. APG WORKSHOPS AND PROJECTS 2021 - 2022

This section of the report provides a brief overview of typologies-related work undertaken by
the APG between July 2021 and June 2022.

3.1 Typologies Projects

Ilicit financial flows generated from illegal fishing

In October 2021, the APG Operations Committee approved a typologies research project to
understand and investigate the nature and dynamics of the illicit financial flows generated from
illegal fishing. The project will rely on information collected from APG members, observers
and select private sector bodies on efforts to identify proceeds generated from illegal fishing.
The project will collect case studies from APG members concerning investigations and
prosecutions related to the financial flows from illegal fishing.

The project aims to clarify how the illegal proceeds from illegal fishing are integrated into the
legitimate economy and illuminate the channels and actors used to launder the proceeds. The
project will produce a report that investigates the nature and dynamics of the illicit financial
flows generated from illegal fishing; deliver a roundtable in the margins of APG’s 2022 Annual
Meeting between members, observers and the civil sector; and contribute to a focus stream at
the next APG Annual Typologies Workshop.

Members and Observers of the project team include Germany, Ministry of Finance; Saudi
Arabia, Islamic Development Bank Group; UNODC; Fiji, Offshore Fisheries Unit and
Ministry of Fisheries; United States, United States Coast Guard Maritime Intelligence Fusion
Centre Pacific and Department of Treasury; Australian Federal Police (AFP) advisor to the
Pacific Transnational Crime Coordination Centre (PTCCC); Pakistan, Financial Monitoring
Unit; Sri Lanka, State Ministry of Fisheries and Aquatic resources and Central Bank of Sri
Lanka; New Zealand, Customs; Pacific Islands Forum Fisheries Agency; and Oceania Customs
Organisation Secretariat.

Tax crimes

In October 2021, the APG Operations Committee approved a further typologies research
project on tax crimes which aims to collate tax crime typologies observed by members,
experiences of money laundering and taskforce investigations involving tax crimes and
associated legal structures, and statistics on the seizure and confiscation of assets derived from
tax crimes. The project will also explore the role of supervisors and risk-based supervision
relating to complex legal structures and shell companies, secrecy jurisdictions, gatekeepers and
facilitators in the laundering of proceeds of tax crimes.

The tax crimes typologies project will produce a report for APG members that identifies
national tax crime frameworks, the risk context, and the use of corporate vehicles in laundering
the proceeds of tax crimes as well as the roles of competent authorities and law enforcement
agencies in the investigation and prosecution of the laundering of tax crimes.

Associated deliverables will also support Australian Whole of Government initiatives
including the Australian Department of Foreign Affairs and Trade (DFAT)-led Mekong
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Australia Partnership — Transnational Crime (MAP-TNC). In addition, these products will be
valuable inputs and examples for tax crime investigation capability building as part of the
OECD’s efforts in the Asia-Pacific region such as the OECD Tax Crime Academy (located in
Japan) and its Tax Inspectors Without Borders — Criminal Investigation pilot program.

Members and observers of the project team include Australia, Australian Taxation Office; Fiji,
Fiji Revenue and Customs Service; Kiribati, Kiribati Police Service; Pakistan, State Bank of
Pakistan, Securities and Exchange Commission and Financial Monitoring Unit; Singapore,
Inland Revenue Authority and Singapore Police Force; Asian Development Bank; European
Union; Islamic Development Bank and the Pacific Islands Tax Administrators Association.

Implementation of Recommendation 8 and Immediate Outcome 10 in the Asia Pacific
Region

In October 2021, the APG Operations Committee approved a further APG typologies research
project to be conducted in partnership with the Global Center on Cooperative Security. The
project will involve a scoping exercise of APG members’ implementation of the Financial
Action Task Force (FATF) Recommendation 8 and Immediate Outcome 10 on preventing the
abuse of non-profit organisations (NPOs) for terrorism financing. Through a horizontal review
of mutual evaluation findings, APG member survey, consultations, and multi-stakeholder
roundtable, the project will identify areas where further guidance is needed to enhance the
implementation of FATF’s Recommendation 8 and Immediate Outcome 10 across the APG
membership while avoiding unintended consequences on civic space, human rights, and NPO
operations and access to financial services.

The project will produce a report identifying strengths and implementation challenges related
to FATF Recommendation 8 and Immediate Outcome 10 including case studies highlighting
members and NPO’s experiences and lessons learned. The report will offer recommendations
to the APG and members on areas where further guidance, training or other support is needed
to enhance implementation of the FATF standards. The report will also inform APG efforts to
contextualize the work of the FATF unintended consequences project in line with the needs of
the APG membership.

Members and observers of the project team include Australia, Australian Transaction Reports
Analysis Centre; Bangladesh, Bangladesh Bank; India, Ministry of Home Affairs; Malaysia,
Bank Negara Malaysia; Pakistan, Financial Monitoring Unit; Islamic Development Bank and
United Nations Office on Drugs and Crime. The project team also includes civil society
organisations who were consulted on the FATF’s project to study and mitigate the unintended
consequences resulting from the incorrect implementation of the FATF Standards.

3.2 APG Annual Typologies Workshop
Each year the APG typologies workshop brings together AML/CFT practitioners from
government agencies, including investigation and prosecution agencies, FIUs, regulators, and

the private sector to consider priority ML and TF risks and vulnerabilities.

The 23rd APG typologies workshop was held virtually from 9-11 November, and co-hosted by
Malaysia (Bank Negara Malaysia). Over 190 representatives attended in a virtual format to
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explore proliferation financing (PF) risk assessments and the use of public private partnerships
(PPPs) in combating ML/TF and proliferation financing (PF). The event attracted experts in
their fields, practitioners with hands-on experience and policy makers engaging in active
discussions.

On PF, delegates discussed the foundations of PF risk assessments, FATF guidance and current
trends and vulnerabilities. Delegates also explored the growth and evolution of PPPs, practical
challenges faced in their implementation and operation, and future trends.

The presentations and panel discussions provided delegates with a range of views and unique
insights from across the public and private sectors. Policy experts spoke on global trends and
experiences whilst representatives from FIUs, financial institutions and LEAs highlighted the
successes and challenges of countering PF and collaborating in PPPs to fight ML.
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4. FATF, FSRBs AND OBSERVERS’ PROJECTS

This section of the report provides a brief overview of typology reports published by FATF
and other FATF-style regional bodies (FSRBs) between 2021 and 2022.

4.1 FATF Typology Projects

FATE Work on ML, TF and PF Risks 2021-2022

Proliferation Financing (PF) Risk Assessment and Mitigation (Guidance and Webinar)

In June 2021, the FATF published Guidance on Proliferation Financing Risk Assessment and
Mitigation to explain the latest FATF requirements in this area. This document provides
information on how the public and private sectors should conduct risk assessments in the
context of proliferation financing, and how they can mitigate the risks they identify. It also
includes advice to supervisors and self-regulatory bodies in ensuring that proliferation
financing risks are properly assessed and mitigated, and gives a focused explanation on how
certain types of products, services, and sectors could be misused for potential breach, non-
implementation or evasion of PF targeted financial sanctions (TFS). A list of updated risk
indicators is included in the document.

Following the APG typologies workshop on PF in November 2021, the FATF held a webinar
in December 2021. The webinar, which was joined by over three thousand participants across
the FATF Global Network, included a panel discussion on the emerging trends on PF risks and
techniques adopted by designated individuals and entities to evade PF TFS. Panellists also
shared their experiences and lessons learnt in developing PF risk assessments and mitigation
strategies.

The FATF will begin assessing jurisdictions for implementation of these requirements at the
start of the next (fifth) round of mutual evaluations, i.e. from 2025/26, to allow time for the
necessary domestic measures to be put in place.

The FATF Guidance can be found at the following link:

https://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Proliferation-
Financing-Risk-Assessment-Mitigation.pdf

The webinar can be found at the following link:
https://www.youtube.com/watch?v=VQ-odSLnj7E

ML/TF Risks Arising from Migrant Smuggling

In March 2022, the FATF published a report on ML/TF and Migrant Smuggling. The report
brought together key intelligence from competent authorities around the world on what is
inherently a cross-border risk, also drawing on the findings of recent work by partner
organisations Europol, INTERPOL, UN CTED, UNODC and FATF-style regional bodies
CFATF and MENAFATF.

The object of the project is to help countries and the private sector to align their national and
institutional controls and strategies through an enhanced understanding of ML/TF risks. The
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target audience is both competent authorities - in particular financial investigators and experts
responsible for assessing and monitoring national ML and TF risks - and the private sector.

Key findings of the report include:

Migrant smuggling has grown in recent years, but the number of smugglers arrested
remains very low. Many countries do not consider migrant smuggling a ‘high risk’
crime for ML and only very few investigations or prosecutions are initiated or
concluded.

An informal money transfer system, known as hawala, is the most common method of
transferring funds generated from migrant smuggling between jurisdictions. Other
methods include the physical transportation of funds via cash couriers or money mules.
In recent years, smugglers have started to widely use social media and encrypted digital
communication services in their operations for recruitment and coordination.

Migrant smuggling groups also appear to increasingly outsource their ML activities to
professional laundering networks.

Overall, there is limited information available on the connections between terrorist
financing and migrant smuggling. However, there is evidence of terrorists receiving
money from smugglers along various African migration routes in the form of ‘tolls’ for
safe passage through the territory they control, and links with facilitation of foreign
terrorist fighters.

Understanding of the ML/TF risks varies among countries. While some countries have
access to qualitative information and case studies, a large percentage of countries were
unable to provide complete statistics, on aspects of the performance of their AML/CFT
systems in relation to migrant smuggling.

Migrant smuggling is a transnational crime, yet national and international collaboration
between relevant authorities has been challenging for many countries. To prevent
migrant smuggling, countries need to proactively follow the money linked to migrant
smuggling. The report identifies a number of good practices and recommendations.
These include strengthening inter-institutional, international and regional cooperation,
with a particular focus on supporting countries that are directly affected by migrant
smuggling.

The report is available on the FATF website at:
https://www.fatf-gafi.org/media/fatf/documents/ML-TF-Risks-Arising-from-Migrant-

Smuggling.pdf

Terrorism Financing Risk Indicators

In June 2021, the FATF published a report on Financing of Ethnically or Racially Motivated
Terrorism (EORMTF). This report focuses on the funding behind ethnically or racially
motivated terrorism, also referred to as extreme right-wing terrorism. Following publication of
the report, the FATF has developed risk indicators for operational authorities.

The report can be found at the following link:

https://www.fatf-gafi.org/media/fatf/documents/reports/Ethnically-or-racially-

motivated-terrorism-financing.pdf
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ISIL and Al-Qaeda and Affiliates financing

The FATF has been regularly collecting and analysing information on the financing of the
Islamic State in Irag and the Levant (ISIL), Al-Qaeda, and their affiliates since 2015. Experts
from the public sector should get in contact with their FATF representatives should they want
a copy of the FATF’s latest analysis.

Joint Experts’ Meeting 2021 (JEM 2021)

The FATF organized the Joint Experts’ Meeting (JEM) 2021 as four separate virtual sessions
from 29 November to 20 December 2021 to allow global operational experts to discuss
emerging ML/TF risks. These sessions covered four separate issues:

TF risk indicators, including indicators on ethnically or racially motivated TF;
ML/TF risks arising from migrant smuggling;

The use of art, antiques and other cultural objects (AACO) as a tool for ML/TF;
The proceeds of the trafficking of fentanyl and other synthetic opioids.

In total, 384 participants from the FATF Global Network attended this virtual event, while 28
speakers from relevant jurisdictions, the academic community and private sector presented
during these sessions and shared their experiences and studies. The discussions at the JEM
2021 provided useful practical inputs and additional information to FATF’s recent works on
risk, trends and methods.

4.2 Middle East and North Africa Financial Action Task Force

Money Laundering resulting from the Human Trafficking and Migrant Smuggling Crimes
(August 2021)

The report covers regional and international efforts to combat human trafficking and migrant
smuggling crimes. It sets out the MENAFATF member countries’ status with respect to
conventions and treaties against human trafficking and migrant smuggling and explains their
efforts to implement these conventions and to establish legal frameworks that address these
crimes. The report examines challenges and difficulties faced by member countries in
implementing international conventions. The report also presents an overview of the impact of
the pandemic on human trafficking and migrant smuggling victims, due to the closure of
shelters and the suspension of health care, and the changes which occurred to the forms of
exploitation and methods used by traffickers and smugglers. The report further examines the
methods used by criminals and criminal organizations to launder the illicit proceeds relating to
the human trafficking and migrant smuggling crimes. The report aims to increase the capacities
of member countries in the Middle East and North Africa region to prevent, detect and reduce
the risk of these crimes.

Recommendations contained within the report for MENAFATF members include:

e To include human trafficking or migrant smuggling in NRA reports prepared by members.

e Urge countries to establish national departments specialised in combating human
trafficking and migrant smuggling crimes.
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e The importance of updating and developing red flag indicators of human trafficking and
migrant smuggling crimes for LEAs and all the stakeholders, to facilitate the detection of
human trafficking and migrant smuggling gangs.

e Increase spontaneous exchange of intelligence information concerning the proceeds of
human trafficking which contribute to ML/TF.

e There is a strong need for bilateral cooperation among national LEAs which should be
broadened to include other government bodies such as (FIUSs).

e The importance of exchanging expertise between LEAs and their counterparts in other
countries in order to examine the latest developments and the best techniques to fight and
reduce these crimes.

e Ensure training for those who work at financial institutions in the field of combating human
trafficking and migrant smuggling and raise awareness among authorities and financial
institutions.

e Ensure the training of individuals working in the NPO sector including awareness raising
about the seriousness of human trafficking and migrant smuggling.

The report is available on the MENAFATF website at:
https://www.menafatf.org/sites/default/files/Newsletter/ML%20Resulting%20from%20the%
20HT%20and%20MS_0.pdf

Coronavirus Pandemic (COVID-19) and its impact on AML/CFT systems in the Middle East
and North Africa Region - Update (November 2021)

In late October 2020, the MENAFATTF issued a study on the “Coronavirus Pandemic (Covid-
19) and its impact on AML/CFT systems in the Middle East and North Africa region,” which
focussed on the pandemic risks associated with ML/TF crimes. The first section of this updated
report includes an overview of the Coronavirus pandemic (Covid-19), and its impact on the
AML/CFT systems as well as a summary of the previous study that MENAFATF issued in
October last year.

The second section of the report presents an update of the study on the Coronavirus pandemic
(Covid-19) and its impact on the AML/CFT systems in the MENA region, which looks at the
recent developments in ML/TF crimes in the MENA region. A sample of the MENAFATF
member countries that responded to the request for information and a case studies questionnaire
reported the spread of fraud, such as obtaining financial aids from foreign countries. The
countries also reported a trend of the establishment of shell companies as well as the use of
public funds for the purchase of medical equipment.

The third section of the report includes case studies related to ML/TF crimes related to the
Coronavirus pandemic.

Recommendations contained within the report for MENAFATF members include:

e Emphasis should be placed on strengthening AML/CFT systems on a continuous and
sustainable basis so that they are not vulnerable in times of the crises like the pandemic.

e Ensure that financial services can be provided remotely through modern financial
technologies, including mobile phone applications and Internet Banking. Ensure
coordination between Internet Service Providers and modern financial technology service
providers to support the use of digital identity and combat electronic fraud.
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e A risk-based approach should be adopted (classifying clients according to their level of
risk) to determine the CDD measures based on those risks, and to encourage financial
institutions to carry out EDD measures towards financial transactions executed
electronically.

e Provide appropriate remote training programs in AML/CFT for employees of financial
institutions.

The report is available on the MENAFATF website at:
https://www.menafatf.org/sites/default/files/Newsletter/MF.21. TATWG32.02.E.%28V1.0%2

9 0.pdf

4.3 Eurasian Group on combating money laundering and financing of terrorism

Methodology of the Eurasian Region ML/TF Risk Assessment (2021)

The EAG methodology document sets out the framework for carrying out the assessment of
risks in EAG states and for developing joint measures to mitigate such risks and increase the
effectiveness of AML/CFT efforts. The document firstly sets out the objectives of a regional
risk assessment. The document then lists the organisations who are likely to use a regional risk
assessment including international and regional organisations, EAG member states’
government agencies, law enforcement and investigative authorities, supervisors, financial
institutions and DNFBPs and non-profit organisations. The document then sets out that the
Eurasian region will be split into four subregions for risk assessment purposes, namely Belarus
and Russia (East European subregion), Eurasian Economic Union subregion, Central Asia and
Russia subregion and India and China subregion. The document sets out the data sources to be
used in regional risk assessments before establishing a regional risk assessment procedure.

The report is available on the EAG website at:
https://eurasiangroup.org/files/uploads/files/other docs/Eurasian%20reqion%20MLTF%20Ri
sk%20Assessment/Methodology RRA en.pdf

4.4 Committee of Experts on the Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism (MONEYVAL)

AML/CFT supervision in times of crisis and challenging external factors (2022)

This best practice paper provides an overview of business continuity measures that supervisors
may wish to consider in the context of the COVID-19 pandemic and challenging external
factors. The report takes account of examples and considerations provided by supervisors in
response to a questionnaire sent by the Project Team to the MONEYVAL member states and
beyond and on qualitative data obtained through subsequent interviews and additional written
contributions. The main sources of information of this paper were experiences and actions of
authorities taken to overcome the difficulties caused by the COVID-19 pandemic.

Key findings of the report include:
e Business Continuity Plans (BCP) proved to be a useful tool to helping countries swiftly
overcome crisis situations.

APG Typologies Report 2022 24


https://www.menafatf.org/sites/default/files/Newsletter/MF.21.TATWG32.02.E.%28V1.0%29_0.pdf
https://www.menafatf.org/sites/default/files/Newsletter/MF.21.TATWG32.02.E.%28V1.0%29_0.pdf
https://eurasiangroup.org/files/uploads/files/other_docs/Eurasian%20region%20MLTF%20Risk%20Assessment/Methodology_RRA_en.pdf
https://eurasiangroup.org/files/uploads/files/other_docs/Eurasian%20region%20MLTF%20Risk%20Assessment/Methodology_RRA_en.pdf

e Due to the physical movement limitations, and the need to make use of the virtual meetings
and other forms of communication, involving IT and internal security departments in the
development of business continuity strategies and plans and in their implementation
appeared to be a good practice.

e BCPs may include protocols with the reporting entities to ensure their collaboration and
active participation in the crisis management arrangements and allow access to
data/information and documents under special circumstances.

e When the AML/CFT supervision is dissipated amongst several supervisors, setting a
coordination committee showed positive results.

e The COVID-19 pandemic proved that in crisis situations where employees are unable to
return to the office, technology is key, both software and hardware.

e Shifting to remote or hybrid inspections to replace traditional on-site visits was the main
solution found to continue the AML/CFT supervision during the crisis.

e Cross-border cooperation between supervisors in times of crisis could be enhanced by
simplifying existing regulations and procedures relating to cross-border cooperation and
data exchange.

The report is available on the MONEY VAL website at:
https://rm.coe.int/typologies-report/1680a54995

4.5 Egmont Group

Best Egmont Cases — Financial Analysis Cases 2014-2020 (2021)

The Best Egmont Case Award (BECA) annual competition was developed in 2011 by the
Training Working Group — now called the Technical Assistance and Training Working Group
(TATWG). FIU members submit cases to the competition which are then scored by a panel of
four to six judges who determine the two best cases. The finalist FIUs would then be invited to
present their case to the plenary. The Heads of FIU would be asked to vote for the case that
they considered as the “best case” and the winner would be awarded the BECA trophy.

The report includes 26 case studies submitted to the competition. Case submissions were
received from a range of countries including FIUs from Australia, Bolivia, Brunei Darussalam,
India, Indonesia, Italy, Korea, Nepal, New Zealand, Philippines, Poland and South Africa. The
cases are organised by category of predicate offence with the categories being bribery and
corruption, cybercrime and cryptocurrency, drug trafficking, fraud and embezzlement,
smuggling and gambling, trade-based ML and third-party ML and terrorism, organised crime
and human trafficking. Each section on a predicate offence includes an explanation of the crime
type and a list of indicators for that crime type.

The report is available on the Egmont Group website at:
https://egmontgroup.org/wp-content/uploads/2022/01/2021-Financial.Analysis.Cases .2014-

2020-3.pdf
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Egmont Group Public Bulletin: FIU’s capabilities and involvement in the fight against the
financing of extreme right-wing terrorism: State of Play and Perspectives (July 2021)

The purpose of this Egmont Group public bulletin is to present key lessons, best practices and
representative case examples to help enhance the fight against extreme right-wing terrorism
financing (ERWTF) both at the national and international levels. The information in the
bulletin is intended to assist the establishment of national strategies and facilitate effective
cooperation between FIUs and law enforcement and with judicial authorities. It is also aimed
at helping reporting entities better detect extreme right-wing terrorism behaviours. The bulletin
includes a range of case examples of ERWTF.

Recommendations contained within the report for Egmont Group members include:

e Widen the scope of the national risk assessment (NRA) and, if needed, explicitly analyse
the threat of ERWTF.

e Consider the creation of a task force that will deal with TF or specifically with ERWTF,
including FIUs.

e Consider the role of the domestic FIU in the risk analysis of the threat at the domestic level,
especially regarding the operational and strategic information sharing to leverage financial
intelligence.

e Organise public-private information sharing including sharing information between the
task force or the national coordination mechanism and relevant actors of the private sector.
This may occur via a public-private partnership (PPP) or by scheduling periodic meetings
between the parties to discuss relevant matters.

The creation of risk indicators appears essential for the detection and investigation of
ERW cases. Risk indicators can be designed by the FIUs, attested by competent
authorities, or jointly created. Once completed, these indicator sets should be widely
shared with competent authorities and reporting entities.

The report is available on the Egmont Group website at:
https://egmontgroup.org/wp-content/uploads/2022/01/IEWG-ERWTFE-public-bulletin2.pdf

FIUs' role in the fight against ML of corruption proceeds (within the context of COVID-19
pandemic)

The Egmont Group recently published a public report (in May 2022) which presents a
corruption-related risk environment snapshot during the COVID-19 pandemic’s first year and
considers how FIU efforts contributed to overcoming its challenges.

The report includes a variety of information to present a concise and pragmatic analysis of
information submitted by member FIUs: the organisational and operational responses put in
place in jurisdictions across the globe, corruption-related risks detected and associated
mitigating measures, relevant case experiences, lessons learned, emerging best practices and
future challenges. We anticipate this will allow jurisdictions, specifically FIUs and public
entities tasked with AML/CFT compliance, to ensure readiness and preparation for similar
future emergencies/crises. The report captures the period since the start of the COVID-19
pandemic from the FIU perspective and sheds light on the emerging risks and FIU measures to
make their actions more effective.
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Corruption-related risks were identified where specific risk assessments were carried out (and

in general, where real impacts have been observed on domestic and/or transnational corruption

risks):

e Misuse/diversion of COVID-19 aid funds;

e COVID-19 related fraud (medical supplies);

e Exploitation of the loosening of controls surrounding the pandemic, evading due diligence
and submitting suspicious transactions;

e International links of COVID-19 related fraud and suspicious transactions;

e Corruption related to public tenders and direct purchases;

e Favoritism in the awarding of government contracts;

e Bribery for special treatments;

e Insider trading (particularly on an international level);

e Counterfeiting of medical equipment;

e Frequent use of supplementary and larger budgets or additional funds not always properly
accounted for.

The report can be found at the following link:
https://egmontgroup.org/wp-content/uploads/2022/05/FIU-Role-in-Fight-Against-ML-of-
Corruption-Proceeds COVIDContext Public Final.pdf

4.6 Inter-Governmental Action Group against Money Laundering in West Africa
Money laundering risks of Casinos and the Gambling sector in West Africa (2021)

The report attempts to identify the risks of the casino sector in West Africa, including the risks
of ML and other forms of illicit finance in the sector. In particular, the report focuses on the
casino and gaming sectors in six GIABA Member states (Ghana, Nigeria, Senegal, Cape Verde,
Cote d’Ivoire, and Benin). This GIABA report is a stand-alone report that complements and
expands upon earlier international work and guidance, notably the FATF reports,
Vulnerabilities of Casinos and Gaming Sector (March 2009) and Risk-Based Approach
Guidance for Casinos (October 2008). These high-level reports at the international level offer
a solid framework through which AML practitioners and experts can approach the casino and
gaming sectors. This regional report hopes to build on the red flags, good practices, and
suggested actions identified in these reports at the international level, offering a roadmap for
future actions by regulators, supervisors, and operational authorities in West Africa to reinforce
their AML systems.

Key findings of the report include:

o Key deficiencies were identified in regards to legislative gaps (in particular, regarding the
licensing and regulation of online casinos operating across the region).

e A lack of domestic cooperation to license, monitor and supervise casino activity for AML
purposes was identified.

e A lack of STR reporting and information sharing between casino and gaming
establishments in the region and the Financial Intelligence Units of the countries surveyed
was identified.

e New trends were identified including in regards to increasing foreign acquisition of casinos,
as well as foreign ownership and management of casinos across the region (often
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manifested as increasing participation in the ownership structure, as most countries in the
region require local majority ownership).

A shifting customer profile was identified with an increased frequency of foreign
customers.

The presence of online casinos and sports betting companies increased, including as a result
of the coronavirus pandemic that has put pressure on land-based casinos across the region.
New risk indicators were identified in regards to: ML risks associated with the use of
mobile payments in casinos, ML risks associated with online casinos and games, and ML
risk indicators associated with the growing use of ticket or card-based slot machines.

Recommendations contained within the report include:

FIUs or supervisors should circulate this report in its entirety to licensed casino operators
in their jurisdiction. The timely circulation of this report will ensure that casino operators
are made aware of their risk exposure and potential vulnerabilities associated with their
business model.

Authorities should review national legislation to cover technical compliance gaps identified
in this report, and in particular to ensure that online casinos are fully covered for AML
purposes.

As a priority, online casinos should be licensed, implement internal AML controls, and file
STRs and other applicable threshold reports.

Supervisors should be given adequate resources and sector-specific training to conduct on-
site and off-site AML supervision of physical casinos.

Non-compliant casinos should be sanctioned with warnings, pecuniary fines, other
administrative and criminal fines, and/or temporary or permanent operating license
revocation. The existence of non-compliant, licensed casinos and illegal casinos
disincentivizes good behaviour in the industry and harms the working relationship between
authorities and the sector.

At the regional level, GIABA should consider how to address deficiencies in cooperation
between countries for AML purposes. Some formal mechanisms exist today to facilitate
information sharing, notably the West African Network of Central Authorities and
Prosecutors (WACAP), in addition to cooperation through bilateral Memoranda of
Understanding (MoUs) and Egmont Group channels. Generally, authorities consider that
these channels are not sufficient to request and ascertain information in a timely manner
for investigative purposes. Regional cooperation on casino matters today is quasi non-
existent.

Investigations into suspicious behaviour in casino establishments are not occurring across
the region. In part this is due to a lack of reporting to authorities from the sector, itself, and
in part this is due to the lack of police capacity to conduct casino-related investigations.
Specialized training for casino-related financial investigations is needed, and a
specialized police unit or investigator (depending on the country and size of the sector)
should be trained.

The report is available on the GIABA website at:
https://www.giaba.org/media/f/1195 CASINO Study GIABA ENG finale%203%20--.pdf

APG Typologies Report 2022 28


https://www.giaba.org/media/f/1195_CASINO_Study_GIABA_ENG_finale%203%20--.pdf

5. MONEY LAUNDERING AND TERRORISM FINANCING METHODS

5.1 Use of offshore banks, international business companies, and offshore trusts,
including trust company service providers.

Indonesia

Mr. ES, the Director of Company A (a State Owned Airline Company) and a politically
exposed person (PEP), procured a shipment of RR Trent 700 engines and three Airbus aircraft
and CRJ 1000 NG aircraft. ES is also the founder and beneficial owner of Company B, a
company incorporated under the laws of Jurisdiction A (an offshore financial center).

ES received a fee, which constituted a bribe, when procuring aircraft and engine maintenance
from Company F, Company G and Company H which was received through Company | and
Company J (owned by Mr. STK). Ultimately, this fee was received from Company K through
Company L in Jurisdiction B.

ES used Company B’s account at Bank U in Jurisdiction C to receive the fee received from the
procurement and used MB’s (ES’ wife) bank account as a holding account for SGD 480,000
(approx. USD 350,787), before transferring it to another party by breaking up the transaction
to SAB (daughter of ES) of SGD 162,124 (approx. USD 118,479) and SGD 45,300 (approx.
USD 33,104), transferring SGD 291,785 (approx. USD 213,229) to the account in the name of
MS (Parent of ES) and transferring SGD 2,476 (approx. USD 1,809) to the account in the name
of ER (Son of ES) .

While ES had attempted to obscure the ownership of Company B using the establishing of a
trust, cooperation between PPATK (Indonesia FIU) and law enforcement agencies abroad
identified that Company B belongs to ES and SAB (daughter of ES).

A number of foreign bribes were received into Company B's account, then ES deposited the
money amounting to USD 1,458,364 to STK through STK’s personal account, then he provided
a means to return the deposit of funds belonging to ES by setting up a company in Jurisdiction
A along with their accounts, namely Company M in Jurisdiction C and Company N’s account
in Bank A. An underhand agreement accompanied by AR (lawyer) was then made as if buying
and selling apartments in Jurisdiction C and avoiding a stamp duty of 13% of the selling price.
This underlying transaction appears to be legitimate economic activity in the form of buying
and selling apartments between ES and STK.

5.2 Use of virtual assets (cryptocurrencies or other virtual assets).

Australia

New South Wales Police Force Cybercrime Squad Investigation

In 2020, the New South Wales Police Force (NSWPF) Cybercrime Squad commenced an
investigation into organised money laundering. The investigation confirmed the existence of a
well-established, organised and ongoing criminal group that knowingly dealt with the proceeds
of crime, further facilitating other illegal activities. Police allege that the criminal group
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received vast quantities of Australian currency from various persons and methodically
converted these quantities of cash into Bitcoin cryptocurrency before returning the
cryptocurrency to those persons who had provided the cash.

The group laundered the currency via two main methods. The first method was to take cash to
a digital currency exchange where the cash was used to purchase an equivalent quantity of
Bitcoin over the counter, handing large quantities of cash to staff. After completion of the
appropriate documentation, staff electronically transmitted cryptocurrency into a digital
“wallet” provided by members of the group. The second method involved large amounts of
cash being handed to persons who would later deposit the cash into bank accounts on the
group’s behalf before being converted to cryptocurrency.

In early 2021, a number of individuals were arrested and charged. NSWPF identified in excess
of AUD 5,700,000 (approx. USD 3,892,763) being laundered by the group. Of all the cash
seized during the investigation, 11 notes matched the serial numbers of cash used in drug
supply investigations to purchase prohibited drugs.

Source agency: New South Wales Police Force

Operation AVARUS-BELLUM

In July 2021, the Australian Federal Police-led (AFP) High Volume Crime Taskforce Vanguard
was established, partnering with the Australian Transaction Reports and Analysis Centre
(AUSTRAC) to combat money laundering activities in NSW. Taskforce Vanguard commenced
Operation Avarus-Bellum in November 2021 after receiving intelligence from AUSTRAC
relating to a network of individuals who were laundering cash offshore through cryptocurrency.

AUSTRAC identified that between September and November 2021, the network deposited
over AUD 2 million (approx. USD 1,365,638) in cash at ATMs in Sydney, and quickly
transferred the funds to a cryptocurrency exchange.

On 19 November 2021, the AFP arrested two nationals of jurisdiction A in Western Sydney.
One man was arrested after the AFP observed him attempt to deposit cash at an ATM and
seized AUD 30,000 (approx. USD 20,484). An associate located in a vehicle close to the bank
was questioned by police, resulting in the seizure of a further AUD 477,000 (approx. USD
325,704) in cash. Both men were charged with dealing in the proceeds of crime of more than
AUD 100,000 (approx. USD 68,274), contrary to section 400.9 (1) of the Criminal Code
(Commonwealth).

Sources:
https://www.afp.gov.au/news-media/media-releases/two-sydney-men-charged-over-money-
laundering-activities
https://www.afp.gov.au/news-media/media-releases/afp-targets-criminals-laundering-dirty-
money
https://www.afp.gov.au/news-media/media-releases/new-afp-led-taskforce-vanguard-makes-
significant-impact-high-volume-crime

Source agency: AFP
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Chinese Taipei
Case 1

The suspect, Mr. C, has been the owner of Company T since 2017. Mr. C established four
investing platforms and promoted his cryptocurrency investment programs in online chat
groups, promising investors that his programs can generate 80% to 720% returns per year.
However, many of the investment programs did not exist. To invest, investors could either
deposit cash into Company T’s bank account or transfer cryptocurrencies to the crypto wallets
provided by Company T or Mr. C’s personal wallet. In order to convince investors that these
programs could genuinely make profits, Mr. C sent cryptocurrencies to investors as returns
from his own crypto wallets or Company T’s bank accounts. However, Mr. C was fraudulently
operating a pyramid scheme. Finally, in order to conceal and disguise the illegal gains, Mr. C
sold his cryptocurrencies through over-the-counter trading (OTC) markets, then transferred the
money into Company T’s bank account and withdrew the cash. In August 2021, a District
Prosecutors Office prosecuted Mr. C for fraud and offenses against Article 29 of the Banking
Act.38

Case 2

The members of criminal syndicate A opened a few accounts on a crypto exchange X, and
purchased a small number of cryptocurrencies, then those members took advantage of the
design loopholes in X’s trading system. Members of the syndicate logged onto the system with
different mobile phones or web interfaces, clicked on the withdrawal transaction of the same
amount of cryptocurrencies, and pressed "Confirm" and "Cancel" within a similar time interval,
making the system falsely withdraw the cryptocurrencies while at the same time deposit the
same amount of cryptocurrencies into those accounts, resulting in a total loss of approximately
TWD 12,673,339 (approx. USD 435,290).

In order to disguise and conceal the criminal proceeds, members of criminal group A created a
new virtual currency wallet to deposit those illegal cryptocurrencies, then sold those
cryptocurrencies through over-the-counter trading (OTC) markets in an attempt to conceal the
source of funds.

Fiji

Case Study: Cryptocurrency Trading

Company Q was brought to the attention of the Fiji FIU for unregulated trading of
cryptocurrencies in Fiji. Mr D was reported for creating and promoting a cryptocurrency
investment group on a social media platform. Mr D asked potential investors in the investment
group to deposit their investment funds into the bank account of Company Q. Mr D appeared
to be an agent of Company Q.

Fiji FIU’s analysis revealed that Company Q was a new company that intended to engage in
cryptocurrency activities. Company Q’s bank account received approximately FJD 8,000
(approx. USD 3,677) in less than one month from various investors for the purchase of

38 Article 29, Banking Act: Unless otherwise provided by law, any person other than a Bank shall not accept
deposits, manage Trust Funds or public property under mandate or handle domestic or foreign remittances.
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cryptocurrency. Company Q intended to remit approximately FID 10,000 (approx. USD 4,596)
to a director in Country X to purchase the cryptocurrency. The application to remit these funds
to purchase cryptocurrency was declined by the Reserve Bank of Fiji (RBF) because of the
restrictions under the Exchange Control Guideline.

Fiji FIU’s analysis also established that a director of Company Q was also engaged in a multi-
level marketing scheme aimed at promoting and selling online courses on various topics.
Members of this scheme received a commission for each new individual they could sign up for
a monthly subscription of these online courses. Fiji FIU analysis also established that the entity
attempted to remit funds overseas to purchase virtual currency.

A case dissemination report was sent to RBF for possible Exchange Control violations.

Indicators:
 Small, frequent deposits and transfers from third parties
* Income is subject to the recruitment of more individuals

Possible Offence:
» Exchange Control violations
* Operating and/or promoting an illegal pyramid scheme

ﬂiji \ Country X

Investors Company Q Director 1

RBF
Exchange
Control
Approval

K Declined /

Hong Kong, China

Case 1

In mid-2021, the Hong Kong Police and Jurisdiction X jointly targeted a cross-jurisdictional
deception syndicate with eight core members arrested in the operation centre in Jurisdiction X
and 15 money mules arrested in Hong Kong, China during a synchronised raid. The syndicate
set up at least 89 bank accounts in Hong Kong, China under the names of their money mules
for receiving and laundering the criminal proceeds of scam cases amounting to HKD 739M
(approx. USD 94,152,200). An in-depth financial investigation revealed that part of the
proceeds of crime received were used to purchase Bitcoin and Tether (USDT), a
cryptocurrency stablecoin pegged to the U.S. dollar, via exchange platforms and the funds were
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subsequently dissipated to other virtual asset wallets. HKD 1.92M (approx. USD 244,618)
was withheld in the identified bank accounts and an investigation is ongoing.

Case 2

Analysis of Mr. A’s personal bank account unveiled the abnormal turnover of HKD 620M
(approx. USD 78,991,648). It was revealed that the bank account in question was used as the
second or third layer for receiving the proceeds of crime from four reported deception cases.
Part of the deposits was swiftly transferred to bank accounts in three other jurisdictions,
including a bank account in Jurisdiction X belonging to a Bitcoin trading platform. A joint
investigation with Jurisdiction X was conducted and the funds in the account in Jurisdiction X
were frozen. Mr. A was arrested with over HKD 33M (approx. USD 4,204,508) frozen in his
personal bank account. A court proceeding is ongoing.

Case 3

Company A was a financial company in Jurisdiction X and Company B was a cryptocurrency
trading company in Hong Kong, China. The two companies had a sale agreement under which
Company B would sell cryptocurrencies upon Company A’s payment. Company B requested
Company A to remit funds totalling HKD 93.6M (approx. USD 11,931,409) to the account of
a trust company in Hong Kong, China (Trust C). Immediately after the receipt of the funds,
Trust C was instructed by Company B to transfer the said funds to a cryptocurrency platform
and then transfer the funds to an external wallet. The case was reported by Company A which
did not receive any cryptocurrency as agreed. An investigation is ongoing.

Indonesia

The Indonesian FIU (PPATK) has suspended 121 accounts related to illegal investments owned
by 46 parties in 56 financial service providers with a total nominal value of IDR 353.98 billion
(approx. USD 24 million).

Based on cooperation with law enforcement officials and related authorities, it was identified
that proceeds from illegal investments involving two trading affiliates were sent abroad,
including to Latin America and the Caribbean, Europe and Central Asia. Currently, PPATK
has collaborated with five FIUs abroad. Furthermore, there are several hidden assets including
cryptocurrency assets in two exchanges in Indonesia and abroad amounting to IDR 60 billion
(approx. USD 4 million). In an effort to hide and disguise the proceeds of their crime, criminals
also used the Payment Gateway, an electronic service that allows merchants to process
payment transactions using payment instruments such as cards, electronic money, and/or
Proprietary Channels. The illegal investment fund is also affiliated with an entity that manages
a number of online gambling sites.

Japan

Virtual Asset “Monero”

In 2021, the Drug Enforcement Agency in Japan arrested a trader who received the virtual asset
“Monero”. The funds were sourced from the proceeds of illegal drug sales by two Cannabis
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traffickers. The trader was investigated by the public prosecutor’s office on the charge of
violation of the Anti-Drug Special Provision Law (Receipt of drug-related criminal proceeds,
etc.).

It was the first time that the Japanese Drug Enforcement Agency pursued a case of drug
criminal proceeds using virtual assets. The traffickers used the internet for communicating with
potential buyers of Cannabis, and used the highly confidential and difficult to trace virtual asset
“Monero” as a means of payment. It was suspected that the suspect played a role of exchanging
“Monero” to yen in reward for 10 percent commission.

Virtual Asset “Bitcoin”

Person A, an employee of S company in charge of the settlement business, was seconded to the
subsidiary branch of S company. He accessed the bank account of P company in Q jurisdiction
from his house when he was working from home. He fraudulently executed a transfer stating
that he had the approval of his superior and sent 17 billion yen (approx. USD 133,871,988) to
a bank account in the name of a virtual asset service provider in Q jurisdiction. After the
transfer, he immediately exchanged the money for a virtual asset, “Bitcoin”, and managed it
by himself. It was revealed that approximately 17 billion yen (approx. USD 133,871,988) was
illegally remitted from the bank account of P company to a bank account in Q jurisdiction as a
result of a LEA in Q jurisdiction providing this information.

S company immediately reported the transfer to the police. After the police received the report,
person A was arrested and prosecuted on the charge of fraud and illegally transferring
approximately 17 billion yen (approx. USD 133,871,988). After that, person A’s violation of
the Act on Punishment of Organized Crime and Control of Crime Proceeds (Concealment of
Criminal Proceed, etc.) was sent as an additional offense to the prosecutor’s office for the fact
of exchanging illegally obtained money for Bitcoin and managing it by himself.

Concerning the criminal proceeds, the police in Japan identified the “Virtual Asset Wallet”
where person A had kept the Bitcoins, and requested the law enforcement agency in Q
jurisdiction to provide assistance. The LEA in Q jurisdiction then confiscated all of the
criminal proceeds.

Virtual Asset “Bitcoin”

Members of a criminal group specialised in fraud were arrested and prosecuted for engaging
in false foreign exchange dealing and defrauding victims. There were around 700 victims in
total and around 200 million yen (approx. USD 1,574,032) of total financial damage. The
money which was obtained by fraud was remitted to the branch company in the name of B Co.
Ltd. The suspects made B Co. Ltd. buy Bitcoins with the funds which the victims remitted to
the bank account of B Co. Ltd., and sent the Bitcoins to the suspect’s Bitcoin address which
the suspect managed. Subsequently, the suspects sent almost the same amount of Bitcoins to B
Co. Ltd.’s address, and made B Co. Ltd. sell the Bitcoins. Finally, the suspects received the
cash obtained by selling the Bitcoin from B Co. Ltd.
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Macao, China

Case: Money laundering related to a virtual asset scam

As part of a crackdown on cryptocurrency fraud in mid-October 2020, the Judiciary Police
arrested and transferred four local men to the Public Prosecutions Office for follow-up action.
During the investigation, the Judiciary Police identified that four local individuals (Suspects
A, B, C and D) had been transferring and concealing criminal proceeds.

During the investigation of the whereabouts of the involved proceeds, the Judiciary Police
found that another local individual, Suspect E, was involved in the aforementioned case. The
involved individuals, Suspect A and E, acted in collusion to commit fraud. The involved man,
Suspect E, had sent to himself around HKD 8.3 million (approx. USD 1,057,494) of the
transaction proceeds, while the Macao bank account of Suspect D was credited with HKD
419,000 (approx. USD 53,385) of cash in total after the incident.

When the Judiciary Police summoned the aforementioned suspects and conducted searches at
the residences of several involved individuals in November 2021, luxury watches worth over
MOP 1,000,000 (approx. USD 123,698) in total were found. In view of the compelling
indications that Suspect E had committed fraud of a considerably large amount and money
laundering by collusion, and that Suspects A, B, C and D had processed, transferred and
concealed criminal proceeds, there were strong indications of the commission of money
laundering. The Judiciary Police, having detained Suspects A and B earlier, also transferred
the other three suspects C, D and E, to the Public Prosecutions Office under the same case.

New Zealand

NZ Customs received information about a package being sent containing NZD 10,000 (approx.
USD 6,526) of concealed cash. The cash was given back to the sender, however Customs put
alerts on the consignee of the packages and later intercepted a money remitters debit card
concealed between two “circuit boards” (likely to evade x-ray) that was linked to the consignee
address in February 2021. The card was believed to be loaded with funds from card skimming
activities and was being sent to the United Kingdom. The card was subsequently seized. In
June 2021 a further linked package was intercepted and seized because it contained a skimming
device.

Enquires conducted on the sender of the cash found that the funds were also likely linked to
the card skimming activity. The funds were deposited into a newly opened bank account before
using a New Zealand cryptocurrency exchange to transfer the cash into Bitcoin. The Bitcoin
was then transferred to several wallet addresses before going to a crypto exchange likely to be
exchanged back to cash. It is suspected that Bitcoin was being used to layer the funds. The
case was referred to NZ Police.

Philippines
Several online news articles and stories circulated in social media regarding several accounts

hacked by unknown perpetrators. Based on the report submitted by a bank (which was shared
by a Supervising Agency), certain accounts were identified as recipients of the funds from
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another bank (alleged hacked accounts). Most of the identified recipients had financial
transactions, particularly inter-account transfers (outflows), during the period when the alleged
hacking incident transpired.

The aforementioned funds which may possibly represent the funds that were unlawfully
transferred from multiple accounts were then transferred by the subjects to another bank’s
accounts (layering), which may indicate that the accountholders may likely be money mules
and that their accounts may have been used as a pass-through account. Furthermore, the second
beneficiaries, who are either individuals or businesses, appear to be engaged in cryptocurrency
trading based on their financial activities.

STRs related to the subjects indicated that their accounts were involved in phishing activities
or had received unauthorised fund transfers. The initial beneficiaries had outgoing transactions
(inter-account transfers) involving significant amounts which were transacted after the period
of the alleged hacking incident. The total amount of debit transactions of some of the subjects
almost totalled the amount of their credit transactions, indicating that their accounts were
merely just pass-through accounts. According to an online news article, the hacked funds were
used to buy cryptocurrencies. During the layering stage, the initial beneficiaries (possible
money mules) transferred funds to businesses and individuals (second beneficiaries), some of
which were allegedly engaged in cryptocurrency trading. Some of the second beneficiaries
have had outgoing transactions to companies who are associated with cryptocurrency
exchanges. The second beneficiaries received significant amounts of incoming fund transfers
from numerous individuals, which appeared not to be commensurate with their declared
businesses and financial capacities.

Singapore

This case features a mix of money laundering techniques, including the misuse of bank
accounts and virtual assets as means to launder criminal proceeds.

Under the guise of friendship, Person A was coaxed into providing his bank account details
online. Consequently, he received funds in his bank account, which turned out to be criminal
proceeds from a business email compromise scam conducted outside Singapore. Person A
further provided his personal information to facilitate the creation of an account with a
cryptocurrency trading platform based outside Singapore, control of which was ceded to the
unknown person.

Under the instructions of the unknown person, Recipient A then transferred most of the
criminal proceeds to the bank account of Recipient B. Consequently, investigations revealed
that Recipient B sent Bitcoin to Recipient A’s trading account, and the proceeds were further
laundered via cryptocurrency.

Investigations are currently ongoing as of February 2022.
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Thailand

Mr. S, a self-acclaimed “cryptocurrency wizard”, deceived numerous victims into investing in
a Bitcoin portfolio while using Facebook and streaming games to persuade people. He claimed
that investors would receive high returns of around 30 percent of their investment and posted
pictures of money transfers. Victims received returns initially, but later on they did not receive
further returns. Mr. S claimed that the bank had a problem with money transfers so the returns
might be delayed and then Mr. S closed his Facebook and his portfolio. Victims claimed to
have lost around 22 billion baht (approx. USD 643,881,741) to the scheme and filed complaints
with the Royal Thai Police. Finally, Mr. S was arrested in January 2021.

5.3  Use of professional services (lawyers, notaries, accountants).
Chinese Taipei

Mr. Y is the responsible person of Corporate Group A. Ms. W is his spouse. Mr. Y and several
other individuals used fraudulent techniques to loan a total of about TWD 38.6 billion (approx.
USD 1,332,291,416) from the bank. In order to conceal the illicit gains obtained by fraudulent
loans through fraudulent transactions, Ms. W purchased 16 properties with the illicit proceeds
and registered them with nominees. In addition, since April 2019, law practitioner Mr. J has
discussed with Ms. W and several other individuals in regards to the fraudulent loans on several
occasions and accepted TWD 12.5 million (approx. USD 431,455) of fraudulent loan proceeds
from Ms. W and others using his own account and the account of his law firm P.

After Mr. Y and Ms. W fled the country in early June 2019, members of Group A continuously
withdrew funds at the bank from Group A's account, and transferred a total of more than TWD
20 million (approx. USD 690,431) of criminal proceeds to various accounts owned by law firm
P and Mr. Y’s other accounts. Members of Group A also transferred TWD 6 million (approx.
USD 206,769) in cash to Bank F in an attempt to hide the proceeds of crime and avoid
investigation.
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5.4  Trade-based money laundering and transfer pricing.

Chinese Taipei

Mr. T and Mr. L are the owners of company A and company B respectively. Since 2017, Mr.
T and Mr. L set up and operated a gambling website named EZ overseas. Company A was
responsible for the software development, modification and maintenance of the gambling
website and Company B was responsible for the online customer service of the gaming website.
In order to disguise or conceal the illicit gains from operating the EZ gambling website, Mr. T
and Mr. L decided to launder money through an underground remittance syndicate. Mr. T first
used the communication software WhatsApp to inquire about the exchange rate from the
underground remittance operator Mr. S, and then deposited the RMB funds to bank accounts
designated by Mr. S. After Mr. S received the confirmation, Mr. S asked staff in Chinese Taipei
to deliver a total of TWD 1,280,774,900 (approx. USD 44,064,735) in cash to Mr. T. In
addition, Mr. T and others forged the contracts signed by Company A and Company B with
foreign companies and used those documents as proof to justify transactions totalling USD
2,999,231 remitted by the overseas companies.

Fiji

Case Study: Trade Based Money Laundering

Mr. X, who is a lecturer at a local university, was reported to the Fiji FIU for receiving an
international remittance of over FID 152,000 (approx. USD 70,421) from Mr. Y in Country N.
The remittance was allegedly payment from Mr. Y for the import of vegetables and purchase
of farming equipment from Mr. X.

Fiji FIU analysis established that Mr. X is also a director of companies B and C whereby
Company C conducts export activities while Company B and Mr. X receive the remittance
payments for these export activities. Fiji FIU analysis also established that there was a
discrepancy of FJD 350,000 (approx. USD 162,155) between the remittances received by
Company B and Mr. X and the export activities of Company C.

Fiji FIU analysis established that Company C conducted exports to Company H in Country N
totalling FID 915,919 (approx. USD 424,347). Fiji FIU analysis also established that Ms. J and
Company | in Country N remitted FID 66,313 (approx. USD 30,722) and FJD 19,081 (approx.
USD 8,840) respectively to Company B in Fiji. Fiji FIU analysis established that six other
individuals in Country N remitted FJD 291,261 (approx. USD 134,941) to Mr. X in Fiji. A case
dissemination report was provided to the Fiji Revenue & Customs Service.

Indicators:
* Large remittances from offshore

Possible Offence:
* Money laundering
* Unexplained wealth
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Case Study: Profit Shifting

Company ABC, which operates in Fiji, was brought to the attention of the Fiji FIU for sending
a remittance of USD 58,331 to its parent company, Company XYZ, in Country C. The invoice
supporting the remittance transaction showed that approximately 25% of the transaction
amount was for freight charges while the balance was for payment of stock. A review of
previous invoices revealed that freight charges comprised of a large component of the total
invoice amount.

Fiji FIU analysis established that from 2019 to 2021, Company ABC sent remittances totalling
FJD 12.8 million (approx. USD 5,930,269) to Company XYZ for the purchase of stock. Fiji
FIU analysis also established that within the same time period, Company ABC imported goods
totalling FID 9.7 million (approx. USD 4,494,031) from companies other than Company XYZ.
It appeared that Company ABC overvalued its stock purchases to evade taxes locally and
shifted funds to Company XYZ, its parent company, in Country C.

A case dissemination reported was provided to the Fiji Revenue and Customs Service.

Indicators:
e Unusually large freight charges

e Frequent remittances to parent company
e Discrepancies between invoices and remittance transaction details

Possible Offences:
e Trade based money laundering

e Profit shifting
e Tax related offence/tax evasion
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Pakistan

Investigation of Trade-Based ML (Precious Stones): suspected origin of proceeds of
crime/ML

An LEA commenced a ML investigation based on a financial intelligence report disseminated
by Pakistan FIU (FMU) relating to suspected tax evasion (including under invoicing and
misdeclaration which are predicates under Pakistan’s AML law) and ML. The suspects were
involved in trade-based ML in relation to the exportation of precious stones by Company A
and the sole owner Mr. X, both in Pakistan, to Companies B and C in Country A and Country
B.

Highlights of ML investigation

Information gathered and analysis undertaken by investigators included financial evidence
such as tax declarations, wealth statements, bank account statements, as well as a family tree,
criminal records, travel history, analysis of Company A’s export declarations, in-depth forensic
analysis of Mr. X’s and Company A’s bank accounts and evaluation of wealth/assets
accumulated by Mr. X. The accused’s bank accounts and assets were identified.

Mutual Legal Assistance (MLA) requests have been forwarded to ascertain if Mr. X or
Company A have any moveable or immovable properties in other jurisdictions. Moreover, the
import values of goods exported by Company A have been queried to investigate under-
invoicing or further over-invoicing at the import clearance stage in other jurisdictions.
Corporate records and the tax profiles of Companies B, C, and D, have also been requested
from two other jurisdictions to ascertain their business and tax profiles, which might lead to
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additional MLA requests including in relation to the ultimate beneficial owners’ information
and possible relation with Mr. X.

Findings so far

An investigation revealed that company A, a registered exporter of precious stones, was
initially falsely undervaluing exported stones to avoid paying excise/customs and income taxes
in Pakistan. The export records of company A between 2006 and 2014 reveal that Mr. X has
been exporting precious stones at very low export values to himself as an importer abroad and
also from Pakistan to two jurisdictions Country A and Country B. Records indicate Mr. X has
been keeping the income abroad.

From 2014 onwards, Mr. X has been exporting precious stones to Companies B and C in
Country A and to Company D in Country B with false values. The precious stones export
records therefore showed that the export duties were undervalued. The stones were sold by him
in foreign markets at much higher values which accumulated as Proceeds of Crime (POC).

Afterwards, since 2019, Mr. X has been exporting precious stones to companies in Country A
and Country B at highly inflated export values while over-invoicing and reporting
correspondent income and paying associated duties and income taxes. However, payments by
the importers to Mr. X’s accounts are higher than the value of his already inflated / over-
invoiced exports and he has not reported these larger amounts. Funds over the years were
deposited by Mr. X in bank accounts in foreign jurisdictions and then appeared to have been
transferred back to Pakistan through over-invoicing, over payments and through informal
channels to avoid detection or suspicion.

The case is currently under investigation and so far collusion between Company B with Mr. X
and his Company A, has been identified. Scrutiny of income tax returns and wealth statements
of the accused revealed a sudden and disproportionate increase in the assets of Mr. X.

The proceeds of crime generated from the export/import activities was laundered through
company A’s accounts and other bank accounts controlled by Mr. X. The proceeds of crime
was largely withdrawn in cash from company accounts along with bank transfers, shown as
payments to suppliers. It has been determined that the assets and business values of exported
items did not correspond to the value that was reported as export revenues by Company A. This
has been confirmed by the export information given in export declaration forms and the amount
received in Mr. X’s bank accounts and the accounts of Company A.

Highlights of the case

So far, the case involves at least three legal persons and one export business located in three
countries and the movement of proceeds of crime across jurisdictions. Two foreign
jurisdictions are relevant to the investigation. This is a complex financial investigation given
the ML aspects combined with tax evasion predicates related to customs/excise duties and
income tax, which is also related to both personal and business income combined.

The case involves suspected trade-based money laundering, with both under-invoicing and
over-invoicing of the same goods in the same state. It also involves the repatriation of the
proceeds of crime in Pakistan from abroad through disguised export revenues and other
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informal means. The accused used multiple bank accounts, foreign exchange companies, and
cash withdrawals.

Status of the case

The investigation is ongoing, including in relation to the repatriation of funds by Mr. X back
to Pakistan and responses to international requests.

Singapore

Subsequent to the publication of a best practices document about trade-ML/trade financing by
Singapore’s public-private partnership — the AML/CFT Industry Partnership (ACIP), the
Commercial Affairs Department of the Singapore Police Force (CAD) commenced
investigations in collaboration with ACIP with the suspicion of trade-based ML.

Investigations were directed at Company A, where it was uncovered that its former Chief
Financial Officer (CFO), Person A, deceived 16 financial institutions into providing Company
A with credit facilities through the provision of false financial statements. Through this manner
of deception, Person A induced the affected financial institutions into delivering up to
approximately USD 1.08 billion in drawdowns from credit and loan facilities to Company A.

Since 2021, Person A was charged with a series of offences including cheating and abetting
the falsification of accounts. Court proceedings are still ongoing.

5.5  Underground banking / alternative remittance services / hawala.

China

Money laundering via underground banking

Individual A purchased fraud software online and used a corporate account of an industrial
company in Shanghai for an online fraud scheme while conspiring with individual B to launder
the illegal proceeds. Individual B asked individual C, who worked overseas, to assist in the
laundering process. Individual C received criminal proceeds of RMB 548,700 (approx. USD
82,123) in total 